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ABSTRACT

JAMMER PLACEMENT ALGORITHMS FOR
WIRELESS LOCALIZATION SYSTEMS

Mehmet Necip Kurt
M.S. in Electrical and Electronics Engineering
Advisor: Sinan Gezici
July 2016

The optimal jammer placement problem is proposed and analyzed for wireless
localization systems. In particular, the optimal location of a jammer node is ob-
tained by maximizing the minimum of the Cramér-Rao lower bounds (CRLBs)
for a number of target nodes under location related constraints for the jammer
node. For scenarios with more than two target nodes, theoretical results are de-
rived to specify conditions under which the jammer node is located as close to
a certain target node as possible, or the optimal location of the jammer node is
determined by two of the target nodes. Also, explicit expressions are provided
for the optimal location of the jammer node in the presence of two target nodes.
In addition, in the absence of distance constraints for the jammer node, it is
proved, for scenarios with more than two target nodes, that the optimal jammer
location lies on the convex hull formed by the locations of the target nodes and
is determined by two or three of the target nodes, which have equalized CRLBs.
Numerical examples are presented to provide illustrations of the theoretical re-
sults in different scenarios. Furthermore, an iterative algorithm is proposed for
numerically determining the optimal jammer location. At each iteration of the
algorithm, the jammer node is moved one step along a straight line with the pur-
pose of increasing the CRLB(s) of the target node(s) with the minimum CRLB in
the system. It is shown that the algorithm converges almost surely to the optimal
jammer location under certain conditions for an infinitesimally small step size in
the absence of location constraints for the jammer node. Simulations illustrate
the effectiveness of the proposed algorithm in finding the optimal jammer loca-
tion and its superiority in terms of the computational complexity compared to
the exhaustive search over all feasible locations.

Keywords: Localization, jammer, Cramér-Rao lower bound, max-min.
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OZET

TELSIZ KONUM BELIRLEME SISTEMLERI ICIN
KARISTIRICI YERLESTIRME ALGORITMALARI

Mehmet Necip Kurt
Elektrik ve Elektronik Miihendisligi, Yiiksek Lisans
Tez Danigmani: Sinan Gezici
Temmuz 2016

Telsiz konum belirleme sistemleri i¢in karigtiricinin en iyi sekilde yerlegtirilmesi
problemi o6nerilmekte ve c¢oziimlenmektedir.  Karigtiricr diigiimiiniin en iyi
konumu, karigtirici diigiimii i¢in bazi konum kisitlamalar1 gozetilerek, sis-
temdeki hedef dugiimlerinin en diigitk Cramér-Rao alt smurmi (CRLB) en
yiksek seviyeye cikaran nokta olarak elde edilmektedir. Sistemde ikiden fa-
zla hedef digiimii oldugu durumlarda, karigtirici diigimtintin belirli bir hedef
diigimiine olabildigince yakin oldugu veya en iyi karigtirici diigimii konu-
munun iki hedef diigiimi tarafindan belirlendigi kosullari belirten kuramsal
sonuglar ¢ikarilmaktadir.  Ayrica sistemde iki hedef diigtimii oldugu durum-
larda, en iyi karigtirici konumu igin acik ifadeler saglanmaktadir. Buna ek
olarak, karigtirict diigiimii i¢in konum kisitlamalarinin olmadigr ve sistemde iki-
den fazla hedef diigiimii oldugu durumlarda, en iyi karigtirict diigimi konu-
munun birbirine esit CRLB’ye sahip iki ya da ii¢ hedef diigiimiiniin konum-
lar1 tarafindan olusturulan digbiikey zarf tizerinde oldugu ispat edilmektedir.
Elde edilen kuramsal sonuglar1 farkli durumlarda agiklamak igin sayisal ornekler
sunulmaktadir. Ayrica en iyi karigtirict konumunu sayisal olarak belirlemek igin
Ozyineli bir algoritma Onerilmektedir. Algoritmanin her bir 6zyinelemesinde,
karigtirict diiglimi, sistemde o an i¢in bulunan en kiiciik CRLB’ye sahip hedef
diigiimii veya diigtimlerinin CRLB’lerini artirmak amaciyla diiz bir dogru parcasi
iizerinde hareket ettirilmektedir. Karigtiricr diigiimii i¢in konum kisitlamasi ol-
madigl durumlarda ve bazi kogullar altinda, algoritmanin sonsuz kiiciik adim
boyutu kullanilarak en iyi karigtirici diigiimii konumuna hemen hemen kesin
olarak yakinsadigi ispat edilmektedir. Benzetimler, onerilen algoritmanin en
iyi karigtirici konumunu belirlemedeki etkinligini ve hesaplama karmagikligi
acisindan biitiin muhtemel konumlar {izerinde kapsamli aramaya gore avantajini

gostermektedir.
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Chapter 1

Introduction

Position information has a critical role for various location aware applications and
services in current and next generation wireless systems [1,2]. In the absence of
GPS signals, e.g., due to lack of access to GPS satellites in some indoor environ-
ments, position information is commonly extracted from a network consisting of a
number of anchor nodes at known locations via measurements of position related
parameters such as time-of-arrival (TOA) or received signal strength (RSS) [2].
In such wireless localization networks, the aim is to achieve high localization accu-

racy, which is commonly defined in terms of the mean squared position error [3].

Jamming can degrade performance of wireless localization systems and can
have significant effects in certain scenarios. Although jamming and anti-jamming
approaches are investigated for GPS systems in various studies such as [4-6],
effects of jamming on wireless localization networks have gathered little attention
in the literature. Recently, a wireless localization network is investigated in the
presence of jammer nodes, which aim to degrade the localization accuracy of
the network, and the optimal power allocation strategies are proposed for the
jammer nodes to maximize the average or the minimum Cramér-Rao lower bounds
(CRLBs) of the target nodes [7]. The results provide guidelines for quantifying

the effects of jamming in wireless localization systems [7].



The study in [7] assumes fixed locations for the jammer nodes and aims to
perform optimal power allocation, which leads to convex (linear) optimization
problems. In this thesis, the main purpose is to determine the optimal location
of a jammer node in order to achieve the best jamming performance in a wireless
localization network consisting of multiple target nodes. In particular, the opti-
mal location of the jammer node is investigated to maximize the minimum of the
CRLBs for the target nodes in a wireless localization network in the presence of
constraints on the location of the jammer node. Although there exist some stud-
ies that investigate the jammer placement problem for communication systems,
e.g., to prevent eavesdroppers [8] or to jam wireless mesh networks [9], the opti-
mal jammer placement problem has not been considered for wireless localization

networks in the literature.

1.1 Literature Survey on Node Placement

Optimal node placement has been studied intensely for wireless sensor networks
(WSNSs) in the last decade, and various objectives have been considered for place-
ment of sensor nodes. For example, in [10] and [11], the aim is to provide complete
coverage of the WSN area with the minimum number of sensor nodes. In [12],
the aim is to maximize the lifetime of the network via distance based placement
whereas the resilience of the network to single node failures is the main objective
in [13]. In another study, powerful relay nodes are placed together with sensor

nodes in order to increase the lifetime of the network [14].

Placement of jammer nodes in wireless networks can be performed for various
purposes [15]. While the aim of jammer placement is generally to create disruptive
effects on the network operation, different objectives are also considered in the
literature. In [16], the aim is to divide network into subparts and to prevent the
network traffic between those subparts via jamming. In [9], the main objective
is to destroy the communication links in the network in the worst possible way
by placing jammer nodes efficiently. On the other hand, in [8], the purpose

of using jammer nodes is to protect the network from eavesdroppers, and the
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function of jammer nodes is to reduce signal quality below a level such that no
illegitimate receiver can reach the network data. During this protection, signal
quality must be kept above a certain level for other devices so that the actual
network operation is not prevented. Based on these two main criteria, the optimal

placement of jammer nodes are performed in [8].

Against jamming attacks, various anti-jamming techniques have also been de-
veloped [17-23]. Some studies such as [20] focus on finding positions of jamming
devices for taking security actions against them; e.g., physically destroying them
or changing the routing protocol, in order not to traverse the jammed region [20].
Another technique is to rearrange the positions of the nodes in the network after
each attack in order to mitigate the effects of jamming [23]. In addition, [15]
employs a game theoretic approach, in which the attacker tries to maximize the
damage on the network activity while the aim of the defender is to secure the
multi-hop multi-channel network. Actions available to the attacker are related to
choosing the positions of jammer nodes and the channel hopping strategy while

the action of the defender is based on choosing the channel hopping strategy.

In the literature, there also exist some practical heuristic approaches for node
placement. In case of jamming, placing jammer nodes close to source and desti-
nation nodes, at the critical transshipment points of the network, or where sensor
nodes are dense are among such approaches [9]. By evaluating efficiency of differ-
ent jammer locations, these heuristic approaches can be analyzed and compared
for various scenarios. In some studies such as [8], the best jammer location is
chosen among finitely many predetermined locations. The motivation behind
this method is that it is not always possible to place jammer nodes at desired
locations due to topological limitations, risk of visual detection by enemies, or
tight security measurements [9]. In addition, for both jammer and sensor node
placement, the grid-based approach is widely employed. In this approach, the
continuous sensor field is divided into equal-area grid cells and the best location
is determined via evaluation over finite set of points. As the grid size is reduced,
performance of node placement improves in general; however, the required com-
putational effort to find the best location increases as well. In [9], based on the

grid-based approach, it is shown that the most disruptive effect on the network
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occurs when jammer nodes are placed close to source and destination nodes. Sim-
ilarly, in [15], it is stated that the optimal solution for jammer nodes is to jam

the network flow concentrated near source and destination nodes.

Placement of anchor nodes has been studied for wireless localization systems,
in which the aim is to perform optimal deployment of anchor nodes for improving
localization accuracy of target nodes in the system [24-27]. For example, in [25],
placement of anchor nodes is performed in order to minimize the CRLB in an
RSS based localization system. It is stated that anchor nodes should be placed at
the edges of the network area. On the other hand, the authors in [27] employ an
optimization method based on the integer-coded genetic algorithm for optimizing
the average localization error and the signal coverage estimate. In [26], it is stated

that no three anchor nodes should be placed on a straight line.

1.2 Contributions

Although placement of anchor nodes is considered for wireless localization sys-
tems (e.g., [24-27]) and placement of jammer nodes is studied for communication
systems (e.g., [8,9,16]), there exist no studies that investigate the problem of
optimal jammer placement in wireless localization systems. In this thesis, the
optimal jammer placement problem is proposed and analyzed for wireless local-
ization systems [28]. In particular, the minimum of the CRLBs of the target
nodes is considered as the objective function (to guarantee that all the target
nodes have localization accuracy bounded by a certain limit) and constraints are
imposed on distances between the jammer node and target nodes. In addition
to the generic formulation, which leads to a non-convex problem, various special
cases are investigated and theoretical results are presented to characterize the
optimal solution. Especially, the scenario with two target nodes and the scenario
with more than two target nodes and in the absence of distance constraints are
investigated in detail. Various numerical examples are presented to verify and
explain the theoretical results. In addition to the theoretical results, a numerical

algorithm is proposed to determine the optimal jammer location. It is shown
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that the proposed algorithm converges to the optimal jammer location under
some conditions. Simulations illustrate that the algorithm is accurate to find the
optimal jammer location and effective to reduce the computational burden com-
pared to the grid-based exhaustive search algorithm. The main contributions of

this thesis can be summarized as follows:

e The optimal jammer placement problem in a wireless localization system is

proposed.

e In the presence of more than two target nodes, conditions are derived to
specify scenarios in which the optimal jammer location is as close to a
certain target node as possible (Proposition 1) or the jammer node is located
on the straight line that connects two target nodes (Proposition 2). In
addition, for the case of two target nodes, the optimal location of the jammer

node is specified explicitly (Proposition 3).

e In the absence of distance constraints for the jammer node, it is proved,
for scenarios with more than two target nodes, that the optimal location
of the jammer node lies on the convex hull formed by the locations of the
target nodes (Proposition 4), where the projection theorem is utilized for

specifying the location of the jammer node.

e For scenarios with three target nodes and in the absence of distance con-
straints, it is shown that the optimal jammer location equalizes the CRLBs
of either all the target nodes or two of the target nodes, which correspond
to cases in which the jammer node lies on the interior or on the boundary
of the triangle formed by the target nodes, respectively (Propositions 5 and
6-(a)). In addition, a necessary and sufficient condition is presented for
the optimal jammer location to be on the interior or the boundary of that

triangle (Proposition 6-(b)).

e In the absence of distance constraints for the jammer node and in the pres-
ence of more than three target nodes, it is proved that the optimal jammer

location is determined by two or three of the target nodes (Proposition 7).



e A numerical algorithm is proposed to determine the optimal jammer loca-
tion and it is proved that the optimal location is specified almost surely
for an infinitesimally small step size in the absence of distance constraints

under certain conditions (Proposition 8).

The main motivations behind the study of the optimal jammer placement problem
for wireless localization are related to performing efficient jamming of a wireless
localization system (e.g., of an enemy) to degrade localization accuracy, and pre-
senting theoretical results on optimal jamming performance, which can be useful

for providing guidelines for developing anti-jamming techniques (see Chapter 8).



Chapter 2

System Model

Consider a wireless localization network in a two-dimensional space consisting
of N4 anchor nodes and Ny target nodes located at y;, € R? i = 1,..., Ny
and x; € R? ¢ = 1,..., Ny, respectively. It is assumed that x;’s (y,’s) are
all distinct. The target nodes are assumed to estimate their locations based on
received signals from the anchor nodes, which have known locations; i.e., self-
positioning is considered [3]. In addition to the target and anchor nodes, there
exists a jammer node at location z € R?, which aims to degrade the localization
performance of the network. The jammer node is assumed to transmit zero-mean

Gaussian noise, as commonly employed in the literature [9,29-31].

In this thesis, non-cooperative localization is studied, where target nodes re-
ceive signals only from anchor nodes (i.e., not from other target nodes) for
localization purposes. Also, the connectivity sets are defined as A; = {j €
{1,...,Na} | anchor node j is connected to target node i} for i € {1,..., Nr}.
Then, the received signal at target node 7 coming from anchor node j is expressed
as [7]

rig(t) = alisi(t — 75) + 7/ Pruy(t) + ni(t) (2.1)

for t € [0, Tops), @ € {1,..., Nr}, and j € A;, where Ty is the observation time,
ozfj and TZ-]} represent, respectively, the amplitude and delay of the kth multipath
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component between anchor node j and target node 4, L;; is the number of paths
between target node ¢ and anchor node j, P; is the transmit power of the jammer
node, and v;; denotes the channel coefficient between target node ¢ and the jam-
mer node during the reception of the signal from anchor node j. The transmit
signal s;(t) is known, and the measurement noise n;;(f) and the jammer noise
V' Pjv;j(t) are assumed to be independent zero-mean white Gaussian random
processes', where the spectral density level of n;;(t) is No/2 and that of v;;(t) is
equal to one [7]. Also, for each i € {1,..., Ny}, n;;(t)’s (v;;(t)’s) are assumed to
be independent for j € A;.2 The delay TZ-];- is expressed as

7 = (ly; — il +b3;) / c (2.2)

with bfj > 0 representing a range bias and c¢ being the speed of propagation.
Set A; is partitioned as follows: A; & AL U ANE) where AL and AN denote
the sets of anchor nodes with line-of-sight (LOS) and non-line-of-sight (NLOS)

connections to target node 7, respectively.

It is noted from (2.1) that a constant jamming attack is considered in this
study, where the jammer node constantly emits white Gaussian noise [33, 34].
This model is well-suited for scenarios in which the jammer node has the ability
to transmit noise only, or does not know the ranging signals employed between
the anchor and target nodes. In such scenarios, the jammer node can constantly
transmit Gaussian noise for efficient jamming as the Gaussian distribution corre-
sponds to the worst-case scenario among all possible noise distributions according
to some criteria such as minimizing the mutual information and maximizing the

mean-squared error [35-37].

Remark 1: In practical wireless localization systems, multiple access tech-

niques, such as time division multiple access or frequency division multiple access,

'Even though it is theoretically possible to mitigate the effects of zero-mean white Gaus-
sian noise by repeating measurements, the observation interval (the number of measurements)
cannot be increased arbitrarily in practical localization systems since the location of a target
node should approximately be constant during the observation interval. Also, increasing the
observation interval for localization can lead to data rate reduction in systems that perform
both localization and data transmission. When multiple independent measurements are taken,
the \;; term in (3.6) can be scaled by the number of measurements.

2The transmitted signals, s;(¢)’s, are assumed to be orthogonal [32] (cf. Remark 1).
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are employed so that the signal from each anchor node can be observed by each
target node without any interference from the other anchor nodes, as stated in
(2.1) [32]. Therefore, for each target node, the received signals related to dif-
ferent anchor nodes contain jamming signals that correspond to different time
intervals or frequency bands; hence, for each i, v;;(t) for j € A; can be modeled

as independent.



Chapter 3

CRLBs for Localization of Target
Nodes

Regarding target node i, the following vector consisting of the bias terms in the
LOS and NLOS cases is defined [38]:

k] e AL
|:Z]2j:| , 1Ly e A

b;; = T :
Lij . s
[b}j...bij} , ifje ANE

(3.1)
From (3.1), the unknown parameters related to target node ¢ are defined as follows
39].

]T

T T
0; 2 [w;f biAz‘(l) biAz‘(|Az‘|) agj‘\z‘(l) Y aZ:‘li(\AiD (3'2)

where A;(j) denotes the jth element of set A;, |A;| represents the number of

1. -aL-ij}T. The total noise level is assumed to be

elements in A;, and o;; = [aij . i

known by each target node.

The CRLB for location estimation is expressed as [39]

E{|le: - @ill*} > o { [F],,,} (3.3)

where &; represents an unbiased estimate of the location of target node 7, tr

denotes the trace operator, and F'; is the Fisher information matrix for vector 6;.
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Based on the steps in [39], [F; ] n (3.3) can be stated as

2x2 1

F

i ]2X2 = Ji(x;, Py)~! (3.4)

where the equivalent Fisher information matrix J;(x;, P;) in the absence of prior
information about the location of the target node is expressed as (see Theorem 1
in [39] for the derivations)

o
']i iaP - Y .. T 35
(33 J) Z:L N0/2 +PJ|71_7|2 ¢)2]¢)2_7 ( )
JEA;
with
s AT B3 lal;? [ |S5(F)1Pdf
Aij = S ( — &), (3.6)
c
X £ [cos p;; sin gp,-j]T. (3.7)

In (3.6), f; denotes the effective bandwidth, and is given by ﬁ? =
S22 PAIS (OIS 22 1S5 (f)|? df , with S;(f) representing the Fourier transform
of s5;(t), and the path—overlap coefficient &;; is a non-negative number between
zero and one, that is, 0 < &; <1 [40]. In addition, ¢;; in (3.7) denotes the angle

between target node ¢ and anchor node j.

From (3.3) and (3.4), the CRLB for target node i can be expressed as follows:
CRLB; = tr {J;(x;, Py) "'} (3.8)
where J;(x;, Py) is as in (3.5).

Remark 2: Even though the jammer noise received at different target nodes
can be correlated in some cases, this does not have any effects on the formulation
of the CRLB for each target node since the CRLB for a target node depends only
on the signals received by that target node (cf. (3.5) and (3.8)). In other words,
since each target node is performing estimation of its own location, the jamming
signals that affect the signals received by other target nodes are irrelevant for

that target node.
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Chapter 4

Optimal Jammer Placement

4.1 Generic Formulation and Analysis

The aim is to determine the optimal location for the jammer node in order to
increase the CRLBs of all the target nodes as much as possible. The CRLB is
considered as a performance metric since it bounds the localization performance
of a target node in terms of the mean-squared error [32,41,42]. In particular, the
minimum of the CRLBs of the target nodes is considered as the objective function
to guarantee that all the target nodes have localization accuracy bounded by a
certain limit. The proposed problem formulation is expressed, based on (3.8), as
follows:
maximize min  tr {J,-(wi, PJ)_l}
= e (4.1)

subject to ||z —ax;|| >, i=1,...,Np

where € > 0 denotes the lower limit for the distance between a target node and
the jammer node, which is incorporated into the formulation since it may not
be possible for the jammer node to get very close to target nodes in practical

jamming scenarios (e.g., the jammer node may need to hide) [9].

Similarly to [32] and [43], the channel power gain between the jammer node

12



and the ith target node is modeled as

. do v
vi|* = K <7) : (4.2)
’ |z — i

for ||z —a;|| > dy, where dj is the reference distance for the antenna far-field, v is
the path-loss exponent (commonly between 2 and 4), and K is a unitless constant
that depends on antenna characteristics and average channel attenuation [44]. It
is assumed that f(i’s, dp, v, and € are known, and that € > dy. (Also, the channel
power gain between the jammer node and the ith target node is assumed to be
constant during the reception of the signals from the anchor nodes.) From (4.2),
the CRLB in (3.8) can be stated, based on (3.5), as follows:

_ K;Py Ny
CRLB, = tr {Ji(a:, P)~'} = R (Hz—winv 2) (4.3)
where K; 2 K;(dy)” and
-1
Ri2tra | Y Moo . (4.4)

jeAL

Then, the optimization problem in (4.1) can be expressed, via (4.3), as follows:!

K;P N,
maximize min @R [ —o7 1+ 20

(4.5)
subject to ||z — @yl > e, i=1,...,Nr

Since the jammer node is assumed to know the localization related parameters in
this formulation, a performance benchmark is provided for the jamming of wireless
localization systems, which corresponds to the best achievable performance for the
jammer node and the worst-case scenario for the wireless localization network.

Hence, based on the results in this study, a wireless localization network can

'The jammer node is assumed to know the localization related parameters so that it can
solve the optimization problem in (4.5). Although this information may not completely be
available to the jammer node in practical scenarios, this assumption is made for two purposes:
(i) to obtain initial results which can form a basis for further studies on the problem of optimal
jammer placement in wireless localization systems, (ii) to derive theoretical limits on the best
achievable performance of the jammer node (if the jammer node is smart and can learn all the
related parameters, the localization accuracy provided in this study is achieved; otherwise, the
localization accuracy is bounded by the provided results).

13



specify the maximum amount of performance degradation that can be caused by

a jammer node and take certain precautions accordingly (see Section 8).

The problem in (4.5) is non-convex; hence, convex optimization tools cannot
be employed to obtain the optimal location of the jammer node. Therefore, an
exhaustive search over the feasible locations for the jammer node may be required
in general. However, some theoretical results are obtained in the following in order

to simplify the optimization problem in (4.5) under various conditions.

Proposition 1: If there exists a target node, say the (th one, that satisfies
the following inequality,

RZ<KZPJ + %) < min Ri(( Kby + %) (4.6)

ev 2 ) T ie{l,.,Nr} |lzi — x| +)» 2

£l

and if set {z : ||z —xy||=c & ||z—xi|]| >e,i=1,....0 —1,0+1,... Ny} is
non-empty, then the solution of (4.5), denoted by z°P*, satisfies ||z°P" — xy|| = ¢;

that is, the jammer node is placed at a distance of € from the (th target node.
Proof. See Appendix A.1. O

Proposition 1 presents a scenario in which the jammer node must be as close
to a certain target node (denoted by target node ¢ in the proposition) as possible
in order to maximize the minimum of the CRLBs of the target nodes. In this
scenario, the feasible set for the jammer location is significantly reduced, which

simplifies the search space for the optimization problem in (4.5).

In order to specify another scenario in which the solution of (4.5) can be
obtained in a simplified manner, consider the optimization problem in (4.5) in
the presence of two target nodes ¢; and /5 only; that is,

K;P N
maximize min R; (7‘] + —0)

= ie{tr, b} |z —x;||v 2 (4.7)

subject to ||z — x4 || > €, ||z — x| > €

where (1,0, € {1,...,Nr} and ¢; # (5. Let z‘gf,t& and CRLBy, s, denote the

optimizer and the optimal value of (4.7), respectively. (In the next section, the
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solution in the presence of two target nodes is investigated in detail.) Then, the

following proposition characterizes the solution of (4.5) under certain conditions.

Proposition 2: Let CRLBy; be the minimum of CRLBy,,, for (1,0y €

{1,..., Nz} and 1 # (3, and let zzf’it denote the corresponding jammer loca-

tion (i.e., the optimizer of (4.7) for ¢ = k and ¢y = i). Then, an optimal

jammer location obtained from (4.5) is equal to sz’it if zzlfit is an element of set

{z: |z =@l >e, me{l,....,Ne}\ {k,i}} and

Ky Py No
m (m + 7) > CRLBIW' (4.8)
ki m

for me {1,...,Np}\ {k,i}.

Proof. From (4.5) and (4.7), it is noted that CRLBy,;, defined in the proposition,
provides an upper bound for the problem in (4.5). If the conditions in (4.8)
are satisfied, the objective function in (4.5) becomes equal to the upper bound,
CRLBg, for z = zzlj’it. Therefore, if zzlfit satisfies the distance constraints (i.e., if
it is feasible for (4.5)), it becomes the solution of (4.5). O

Proposition 2 specifies a scenario in which the optimal jammer location is
mainly determined by two of the target nodes since the others have larger CRLBs
when the jammer node is placed at the optimal location according to those two
jammer nodes only. In such a scenario, the optimal jammer location can be found
easily, as the solution of (4.7) is simple to obtain (in comparison to (4.5)), which

is investigated in the following section.

4.2 Special Case: Two Target Nodes

In the case of two target nodes, the solution of (4.5) can easily be obtained based

on the following result.

Proposition 3: For the case of two target nodes (i.e., Ny = 2), the solution

z°PY of (4.5) satisfies one of the following conditions:
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(i) if |1 — x2|| < 2¢, then ||z°P" — xq|| = ||z°P" — xo|| = &.
(ii) otherwise,

() if Ry (S22 4+ 50) < By (it +52), then |22 — @y = & and

(le1—z2[|—=

127" = @o|| = [J@1 — @, —e.

(b) if Ry ("5 + 7) < Ry (('L - %) then || 27" — x| = ||&; —

|z1—@2][—€)¥

opt

To|| — € and ||z°P" — xo|| = €.

(c) otherwise, ||z°P" — a1 || = d* and ||z°" — xs|| = ||@1 — x| — d*, where
d* is the unique solution of the following equation over d € (g, ||@1 — @2|| — €).

K,P;, N, Ky P; No
20 _— 4.
Rl( i 2) Rz((ﬂwl—mzn—d)” 2) (4.9

Proof. See Appendix A.2. O

Based on Proposition 3, the optimal location of the jammer node can be spec-
ified for Ny = 2 as follows: If the distance between the target nodes is smaller
than 2 ¢, then the jammer node is located at one of the two intersections of the
circles around the target nodes with radius of € each. Otherwise, the jammer
node is always on the straight line that connects the two target nodes; that is,
|2°PY — &1 || 4 [|2P" — @4|| = ||x2 — @1]|. In this case, depending on the CRLB
values, the jammer node can be either at a distance of € from one of the target
nodes (the one with the lower CRLB) or at larger distances than ¢ from both
of the target nodes. In the first scenario, the optimal jammer position is simply
obtained as zP" = x; + (xx — @;)e/||xr — @;|| when the jammer node is at a
distance of € from the ith target node. In the second scenario, an equalizer solu-
tion is observed as the CRLBs are equated, and the optimal jammer location is

calculated as z°P* = @1 + (x2 — @1)d*/||@2 — @1 ]|, where d* is obtained from (4.9).
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4.3 Special Case: Infinitesimally Small ¢

In this section, the optimal location of the jammer node is investigated for Ny > 3
in the absence of constraints on the distances between the jammer node and the
target nodes; that is, it is assumed that the constraints in (4.5) are ineffective. In
this scenario, various theoretical results can be obtained related to the optimal

location for the jammer node.

Remark 3: The ineffectiveness of the distance constraints can naturally arise
i some cases due to the max-min nature of the problem; that is, the solution of
the problem in (4.5) can be the same in the presence and absence of the constraints
(see Chapter 6 for examples). In addition, for applications in which small (e.q.,
‘nano size’ [17]) jammer nodes with low powers are employed, the jammer node
becomes difficult to detect; hence, it can be placed closely to the target nodes,

leading to a low value of € in (4.5).

First, the following result is obtained to restrict the possible region for the

optimal jammer location.

Proposition 4: Suppose that Ny > 3 and € — 0. Then, the optimal location
of the jammer node lies on the convex hull formed by the locations of the target

nodes.

Proof. Let H denote the convex hull formed by the locations of the target nodes;
that is, H = Conv(xy,...,xN,) = {ngvlwl\ Zf\gvl = 1lv > 0,1 =
1,.. .,NT}. By definition, H is a nonempty closed convex set. Let z; be any
point outside H. Then, by the projection theorem [45], there exits a unique vec-
tor zo in H that is closest to z;; that is, zo = argmin,, ||z — 21| (ie., 22 is
the projection of z; onto H). The projection theorem also states that zs is the
projection of z; onto H if and only if (21 — 22)7 (23 — 2z9) < 0 for all 23 € H [45].

This condition can also be stated as

22y — 272y — 2025+ ||22]* 0. (4.10)
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Figure 4.1: A scenario with Ny = 7 target nodes, where H denotes the convex
hull formed by the locations of the target nodes (the gray area). Point z5 is the
projection of z; onto H.

Multiplying the terms in (4.10) by 2 and moving some of the terms to the other

side, the following inequality is obtained:
227 29 — ||2a]|? > 227 23 + || 22 — 220 25 . (4.11)

Since z; ¢ H and zy € H, ||z1 — 22| > 0 is satisfied, which is equivalent to

|21||* > 22725 — ||22]|>. Then, from (4.11), the following relation is derived:
|z1]1* > 227 25 + || 20| — 225 25 . (4.12)

Adding ||z3]|* to both sides of the inequality in (4.12), and rearranging the terms,

the following distance relation is achieved:
21 — 23] > [|z2 — 23] (4.13)

for all z3 € H. Hence, for any point z; outside H, its projection onto H, denoted
by z,, is closer to any point z3 on H. Therefore, the optimal jammer location
cannot be outside the convex hull H formed by the locations of the target nodes as
the CRLB for each target node is inversely proportional to the distance between

the jammer and the target nodes. O

The statement in Proposition 4 is illustrated in Fig. 4.1. As stated in the
proof of the proposition, for each location z; outside the convex hull H (formed

by the locations of the target nodes), its projection z, onto H is closer to all the
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locations on H, hence, to all the target nodes. Therefore, the optimal jammer

location must be always on the convex hull generated by the target nodes.

In [46], a semidefinite programming (SDP) relaxation based method is pro-
posed for localization of target nodes in the absence of jamming, and it is ob-
served that target nodes should be in the convex hull of the anchor nodes in order
to perform accurate localization. However, this observation is different from the
result in Proposition 4 in terms of both the considered problem and the employed

proof technique.

Towards the aim of characterizing the optimal jammer location for Ny > 3,
the scenario with Ny = 3 is investigated first. Consider a network with target
nodes (1, ly, and /3 (i.e., N7 = 3). The max-min CRLB in the absence of distance
constraints is defined as

CRLBy, 4,0, £ max min  CRLB,,(z) (4.14)

z  me{ly,02,03}

where CRLB,,,(z) is given by (cf. (4.5))

- - 4+ 4.15
F—anl’ 2 (4.15)

According to Proposition 4, the optimal jammer location lies on the triangle
formed by the locations of target nodes ¢y, f5, and ¢3. In particular, the jammer
node can be either inside the triangle or on the boundary of the triangle.? For
the former case, the following proposition presents the equalizer nature of the

optimal solution.

Proposition 5: Consider a network with three target nodes (i.e., Ny = 3).
If the optimal jammer location obtained from (4.14) belongs to the interior of the
convex hull (triangle) formed by the locations of the target nodes, then the CRLBs

for the target nodes are equalized by the optimal solution.

Proof. See Appendix A.3. O

2If the target nodes are co-linear, then the jammer node resides on the boundary of the
‘triangle’; which in fact reduces to a straight line segment.
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Based on Proposition 5, it is concluded that if the optimal jammer location
obtained from (4.14) belongs to the interior of the convex hull (triangle) formed
by the three target nodes, then the resulting CRLBs for the target nodes are all
equal. To investigate the scenario in which the optimal jammer location is on
the boundary of the triangle formed by target nodes ¢, /5, and ¢35, CRLB,,,, is
defined as

CRLB,,,, & max min{CRLB,,(z), CRLB,(2)} (4.16)

where CRLB,,,(z) and CRLB,(z) are given by (4.15). First, based on Propo-
sition 3, the following result is obtained for two target nodes (Ny = 2) in the

absence of distance constraints (i.e., € — 0).

Corollary 1: For two target nodes and without distance constraints on the
location of the jammer node, the optimal jammer location (see (4.16)) is on the
straight line segment that connects the target nodes, and the CRLBs for the target

nodes are equalized by the optimal solution.

Proof. Consider Proposition 3 with ¢ — 0. Then, the only possible scenario
is (4i)—(c), which results in an equalizer solution with the jammer node being

located on the straight line segment that connects the target nodes. O

Then, the following proposition characterizes the scenario in which the optimal
jammer location according to (4.14) is on the boundary of the triangle formed by

the target nodes.

Proposition 6: Consider a network with target nodes (1, ly, and {3, and
suppose that CRLBy, 4, is the minimum of { CRLBy, 4,, CRLBy, 4,, CRLBy, s, } (see
(4.16)).3 Also, let z?ﬁ}z represent the optimizer of (4.16) for m = {1 and n = ls.
Then, the optimal jammer location obtained from (4.14) satisfies the following

properties:

a) If the optimal jammer location is on the boundary of the triangle formed by

target nodes (1, Uy, and (3, then the optimizer of (4.14) is equal to z‘gf’tgz, and the

31t is possible to extend the results to scenarios in which CRLBy, ¢, is not a unique minimum.
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CRLBs for target nodes {1 and ly are equalized by the optimal solution; that is,
CRLBy, (277,) = CRLBy, (27,).

b) The optimal location for the jammer node is on the boundary of the convex

hull (triangle) formed by target nodes {y, Uy, and U3 if and only if

o ) CRLBy, No\ '
e, — 257, || < \/ P K, <7R4 2 ) (4.17)
3

Proof. See Appendix A.5. O

Proposition 6 presents a necessary and sufficient condition for the optimal
jammer location to be on the boundary of the convex hull (triangle) formed by
the three target nodes (see (4.17)) in the absence of distance constraints. To
utilize the results in Proposition 6, CRLBy, 4,, CRLBy, ¢,, and CRLB,, 4, are
calculated from (4.16), and the condition in (4.17) is checked. If the condition
holds, the optimal location for the jammer node is obtained as specified in Part
a) of the proposition, which results in equalization of the CRLBs for (at least)
two of the target nodes. Otherwise, the optimal location for the jammer node

belongs to the interior of the convex hull, and the result in Proposition 5 applies.

Based on Propositions 4-6, the following result is obtained to characterize the
optimal location for the jammer node for Ny > 3 and in the absence of distance

constraints.

Proposition 7: Suppose that Ny > 3 and € — 0. Let the max-min CRLB
in the presence of target nodes (1, ls, and {5 only be denoted by CRLBy, 4, .,
which is as expressed in (4.14). Assume that target nodes i, j, and k achieve
the minimum of CRLBy, 4,4, for (1,0s,05 € {1,...,Nr} and ; # ly # (3, and

opt

let 27, denote the optimizer of (4.14) corresponding to CRLB; ;; that is, for

(bq,05,03) = (i,7,k). Then, the optimal location for the jammer node (i.e., the

optimizer of (4.5) in the absence of the distance constraints) is equal to z?f]’-fk,
and at least two of the CRLBs of the target nodes are equalized by the optimal

solution.
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Proof. See Appendix A.6. O

The significance of Proposition 7 is related to the statement that the optimal
location of the jammer node is determined by no more than three of the target

nodes for infinitesimally small €. In addition, when the optimal location of the

opt

iike 1t also becomes the

jammer node is obtained based on Proposition 7 as z
solution of (4.5) if zf?tk is an element of {z|||z — x| > ¢, i = 1,...,Nr}.

Otherwise, (4.5) results in a different solution.
Finally, the following corollary is obtained based on Propositions 5-7.

Corollary 2: Consider the scenario in Proposition 7 and suppose that the

opt

optimal location for the jammer node, z;”, , belongs to the interior of the convex

hull formed by target nodes i, j, and k. In addition, let CRLB; ; be the minimum
of CRLB; ;, CRLB,, and CRLB,, which are as defined in (4.16), and let 2"

&J
represent the jammer location corresponding to CRLB; ;. Then, zf?tk cannot be
inside any of the circles centered at target nodes i, j, and k with radii ||@; — 27|,
l&; — 2|, and dy:, respectively, where

CRLB;; N,\ '
dyw £ ([ Py Ky | —5—2 —— | . 4.18
R \/ i (S ) (119
Proof. See Appendix A.7. O

The statement in Corollary 2 is illustrated in Fig. 4.2. According to Corol-
lary 2, the jammer node cannot be inside any of the three circles shown in the
figure, and the only feasible region is the shaded area. This corollary is useful to

reduce the search region for the optimal location of the jammer node.

Based on the theoretical results in this section, the following algorithm can be
proposed for calculating the optimal location of the jammer node, z°P*, for the

generic problem in (4.5):
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Figure 4.2: The scenario in Corollary 2, where the optimal location for the jammer
node corresponds to a point in the shaded (gray) area.

Algorithm 1

o If Ny = 1, 2°P* can be chosen to be any point at a distance of € from the

target node.

o If Ny =2, 2°P' can be obtained from Proposition 3, which presents either a

closed-form solution, or a solution based on a simple one-dimensional search
(see (4.9)).

o If Np > 3,
— If the conditions in Proposition 1 hold, z°P is at a distance of € from
a specific target node.

— If the conditions in Proposition 2 hold, z°P* is determined by two of

the target nodes, as described in Proposition 3.
— Otherwise,

x For each distinct group of three target nodes, say ¢, f5, and /3,

- Calculate the pairwise CRLBs in (4.16) considering the equal-
izer property in Corollary 1, and determine the minimum of
them, say CRLBy, 4,.
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- If the condition in (4.17) of Proposition 6 holds, set
CRLB@LZ%& to CRLB@LZT

- Otherwise, obtain CRLBy, 4, ¢, from (4.14) under the equalizer

constraint specified in Proposition 5.

* Determine the minimum of the CRLB, 4, ¢, terms and the corre-
sponding optimal location, z°P¢ (i.e., the optimal location in the

absence of distance constraints).

« If 0Pt is feasible according to (4.5), then z°P* = 2% Otherwise,

unc unc*

solve (4.5) directly to obtain z°Pt.

It should be noted that the solution of (4.5) requires a two-dimensional search
over the set of feasible locations for the jammer node. On the other hand, the
algorithm based on Propositions 5-7 involves (]\;T) optimization problems, each
of which is over a one-dimensional space due to the equalizer properties in the
propositions. In the worst case where (4.5) is solved exhaustively, NgNr evalua-
tions of the CRLB expression in (4.3) is required, with N denoting the number
of feasible locations in the environment (considering a certain resolution for the
search). On the other hand, in the best case, Proposition 1 can be applied and
the optimal jammer location can be obtained with no more than (Nr)? CRLB

evaluations (see (4.6)).
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Chapter 5
Extensions

In practical localization systems, an anchor node can be connected to a target
node if the signal-to-noise ratio (SNR) at the receiver of the target node is larger
than a certain threshold. Since the jammer node degrades the SNRs at the
target nodes, it may be possible in some cases that the set of anchor nodes that
are connected to a target node can change with respect to the location of the
jammer node. In order to incorporate such cases, the problem formulation in
the previous sections can be generalized as follows: Let A; in Chapter 2 now
represent the set of anchor nodes that are connected to the ith target node in the
absence of jamming. In addition, let SNR;; denote the SNR of the received signal
coming to target node 7 from anchor node j, which can be expressed as SNR;; =
Ei;j/(KiP;/||z — z;||” + No/2), where E;; is the energy of the signal coming from
anchor node j (i.e., the energy of the first term in (2.1)) and K;P;/||z — ;|| +
Noy/2 is the sum of the spectral density levels of the jammer noise (cf. (4.2)) and
the measurement noise. Then, the condition that SNR;; is above a threshold,
SNRur, can be expressed, after some manipulation, as follows:
K;P .
==l > (5o s) 2 5.1

fori e {1,...,Nr} and j € A;, where E;;/SNRy,, > Ny/2 holds for j € A; by
definition. The inequality in (5.1) states that if the distance between the jammer

node and target node 7 is larger than a critical distance di-ijm, then target node ¢

25



can utilize the signal coming from anchor node j; otherwise, target node 7 cannot
communicate with anchor node 7. In this scenario, the CRLB expressions can be

updated by incorporating these conditions into (3.5) as follows:

Aij L)z >diimy

Ji i7P =
(@, £1) ZN0/2+PJ|%J'|2

jeEAF

i) (5.2)

where I denotes an indicator function, which is equal to one when the condition
is satisfied and zero otherwise. From (5.2), the CRLB in (4.3) and (4.4) can be

expressed, via (4.2), as

where d; 2 ||z — x;|| and
-1
jeAF
Based on the new CRLB expression in (5.3) and (5.4), the extensions of the
theoretical results in Chapter 4 can be investigated as follows: Proposition 1 can
directly be applied by replacing the condition in (4.6) with the following:
CRLBy(e) < min CRLB;(||z; — x| + ¢). (5.5)

i€{1,....N1}

Similarly, Proposition 2 can be employed by using the following inequality instead
of (4.8): CRLBm(HzZl”it — &,,,||) > CRLBy;, where CRLBg; denotes the solution
of (4.7) when R; in the objective function is as defined in (5.4). Regarding
Proposition 3, Part (i) directly applies, and Part (i7)—(a) and Part (ii)—(b) are
valid when the definition of R; is updated. However, Part (i7)—(c) does not directly
apply since equalization may not be possible due to the discontinuous nature of
the CRLB expression in (5.3) and (5.4). Hence, in this scenario, instead of (4.9),
the following conditions should be employed for d*:

CRLBl(d) > CRLBQ(HiEl — .7:2|| — d) for d < d*

(5.6)
CRLBl(d) < CRLBQ(le — CCQH — d) for d > d*

Proposition 4 can also be directly applied under the assumption that the jammer

node cannot disable all the target nodes from a location outside the convex hull
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(that is, the minimum CRLB of the target nodes should be finite for all jammer
locations outside the convex hull). Regarding Propositions 5-7, the continuity
property of the CRLB plays an important role for proving the results in these
propositions. Therefore, they do not apply in general for the CRLB expression
in (5.3) and (5.4). To extend the results in Propositions 5-7, a continuous ap-
proximation of the CRLB expression can be considered. From (5.4), it is noted
that the CRLB can have finitely many discontinuities, the number of which is
determined by the number of anchor nodes. Hence, by approximating the CRLB
from below (so that it is still a lower bound) around those discontinuities leads
to an approximate formulation for which the results in Propositions 57 can be
applied. Investigation of such approximations and their practical implications are

considered as a direction for future work.

Remark 4: The theoretical results in this thesis are valid not only for the
CRLB expressions that are derived based on the considered system model but
also for any localization accuracy metric that satisfies the following properties:
(1) The localization accuracy improves as the distance between the jammer node
and the target node increases. (i7) The localization accuracy metric is a contin-
uous function of the distance between the jammer node and the target node. In
particular, Propositions 1, 2, 3, 4 and Corollary 1 can directly be extended when
condition (7) is satisfied. On the other hand, the results in Propositions 5, 6, 7
and Corollary 2 are valid when both condition (7) and (i7) are satisfied. Since the
first property should hold for any reasonable average performance metric for lo-
calization, the results in Propositions 1, 2, 3, 4 and Corollary 1 can be considered

to be valid for generic system and jamming models.
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Chapter 6

Numerical Examples

In this chapter, the theoretical results in Chapter 4 are illustrated via numerical
examples. The parameters in (4.5) areset toe = 1m., Ny =2, v =2, and K; = 1
fori =1,..., Ny, and the jammer power P; is normalized as P; = 2P;/Ny. For
each target node, LOS connections to all the anchor nodes are assumed, and
R; in (4.5) is calculated via (4.4) based on (3.7) and the following expression:
Aij = 100||z; — yj||_2; that is, the free space propagation model is considered as
in [40].

First, a network consisting of four anchor nodes (N4 = 4) and three target
nodes (Np = 3) is investigated, where the node locations are as illustrated in
Fig. 6.1. For this scenario, when P; = 6, Proposition 2 can be applied as follows:
CRLBy, 4,’s are calculated from (4.7), and CRLBy; with £ = 1 and ¢ = 3 is found
to be the minimum one. Then, it is shown that the conditions in Proposition 2
are satisfied for k = 1 and ¢ = 3, which means that the solution of the whole
network (i.e., the solution of (4.5)) is determined by the subnetwork consisting
of target node 1 and target node 3. Then, Proposition 3 is invoked, and the
optimal location of the jammer node and the corresponding max-min CRLB are
calculated as z(% = [4.8713 4.5898] m. and CRLB;3; = 0.9279 m?, respectively,
based on Proposition 3-(7i)-(c). In Fig. 6.1, the optimal locations of the jammer

node are also shown (via the green line) for various values of P; ranging from 0.5
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Figure 6.1: The network consisting of anchor nodes at [0 0], [10 0], [0 10], and
[10 10] m., and target nodes at [2 5], [6 2], and [9 4] m.

to 15. In this scenario, the condition in Proposition 6-(b) is satisfied for ¢; = 1
and ¢y = 2 when P; is lower than 2.7, and for /; = 1 and ¢, = 3 when Pj is
higher than 5.8, which imply that the optimal jammer location is determined by
target nodes 1 and 2 for P; < 2.7, and by target nodes 1 and 3 for P; > 5.8, as
described in Proposition 6-(a). For the remaining values of P, the condition in
Proposition 6-(b) is not satisfied, which implies that the solution belongs to the
interior of the triangle formed by the locations of all the target nodes and that
the CRLBs for all the target nodes are equalized as a result of Proposition 5. It
should be noted that since the distances between the target nodes and the optimal
locations of the jammer node are larger than ¢ = 1m. (that is, the constraints
in (4.5) are ineffective), the solution of (4.5) is equivalent to that obtained in the
absence of the distance constraints; hence, the results in Propositions 4-7 can be
invoked. In Fig. 6.2, individual CRLBs of all the target nodes and the max-min
CRLB of the whole network are plotted versus the normalized jammer power.
From the figure, it is observed that the max-min CRLB of the whole network is
equal to the CRLBs of target nodes 1 and 2 for P; < 2.7, and is equal to the
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Figure 6.2: CRLB corresponding to each target node and max-min CRLB for the
whole network for the scenario in Fig. 6.1.

CRLBs of target nodes 1 and 3 for P; > 5.8 in accordance with Proposition 6.
For the other values of P;, the CRLBs of all the target nodes are equalized in

accordance with Proposition 5 and Proposition 6.

Next, another scenario with four anchor nodes and four target nodes is inves-
tigated, where the node locations are as shown in Fig. 6.3. For P; = 6, when
Proposition 7 is employed in this scenario, it is observed that the subnetwork
consisting of target nodes 1, 3, and 4 achieves the minimum max-min CRLB
among all possible subnetworks with three target nodes. In addition, the con-
dition in Proposition 6-(b) is not satisfied, which implies that z‘f%tA belongs to
the interior of the convex hull (triangle) formed by the locations of target nodes
1, 3, and 4; hence, as stated by Proposition 5, the CRLBs of target nodes 1,
3, and 4 are equalized. Accordingly, the corresponding values are obtained as
CRLB; 34 = 0.7983m? and z‘f?;A = [5.5115 5.5717] m., and the calculations show
that the CRLB for target node 2 is larger than CRLB; 34 for the optimal jam-

mer location. Also, according to Corollary 2, the optimal location of the jammer
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Figure 6.3: The network consisting of anchor nodes at [0 0], [10 0], [0 10], and
[10 10] m., and target nodes at [2 5], [4 1], [8 8], and [9 2] m.

node cannot be inside any of the circles centered at target nodes 1, 3, and 4
with radii ||z — 2% |, [|@s — 21%]], and dg,, respectively, which is confirmed
by Fig. 6.4. Hence, Corollary 2 can be useful for reducing the search space for
the optimal location of the jammer node. Since the distances between the tar-
get nodes and z‘l)%tA are larger than € = 1m.; that is, z‘l)%tA is an element of
{z|llz =z > ¢, i =1,2,3,4}, the solution of (4.5) is the same as that of the
subnetwork consisting of target nodes 1, 3, and 4 in this scenario. In Fig. 6.3,
the optimal location of the jammer node is also investigated for the values of
Pj ranging from 0.5 to 15 (the green line in the figure). Proposition 7 indicates
that the subnetwork consisting of target nodes 1, 3, and 4 achieves the minimum
max-min CRLB among all possible subnetworks with three target nodes for all
values of P; in this range. It is also observed that the condition in part (b) of
Proposition 6 is satisfied with ¢; = 1 and ¢, = 3 for the values of P; lower than
3.6, which implies that the solution is determined by target nodes 1 and 3 for
P; < 3.6 as specified by part (a) of Proposition 6. For the other values of P,

the condition in Proposition 6-(b) is not satisfied, indicating that the solution
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Figure 6.5: CRLB corresponding to each target node and max-min CRLB for the
whole network for the scenario in Fig. 6.3.
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belongs to the interior of the triangle formed by the locations of target nodes 1,
3, and 4, and the CRLBs of target nodes 1, 3, and 4 are equalized in accordance
with Proposition 5. In Fig. 6.5, the CRLBs of the target nodes and the max-min
CRLB of the whole network are plotted versus the normalized jammer power for
the values of P; ranging from 0.5 to 15. In accordance with the previous findings,
based on Proposition 5, Proposition 6, and Proposition 7, the CRLBs of target
nodes 1 and 3 are equalized to the max-min CRLB of the whole network when
P; is lower than 3.6, and for the other values of P; the CRLBs of target nodes
1, 3, and 4 are equalized to the max-min CRLB of the whole network.

In the final scenario, the network in Fig. 6.6 with four anchor nodes and five
target nodes is considered. Via Proposition 7, it is calculated for P; = 4 that the
subnetwork consisting of target nodes 1, 3, and 5 achieves the minimum max-min
CRLB among all possible subnetworks with three target nodes, and by checking
the condition in Proposition 6-(b), it is shown that z‘fﬁfﬁ belongs to the interior of

the convex hull (triangle) formed by the locations of target nodes 1, 3, and 5, and
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Figure 6.7: CRLB corresponding to each target node and max-min CRLB for the
whole network for the scenario in Fig. 6.6.

the CRLBs of target nodes 1, 3, and 5 are equalized in compliance with Propo-
sition 5 (see the algorithm at the end of Section IV.). In accordance with these
findings, the corresponding values are obtained as CRLB; 35 = 0.8392m? and
2% 5 = [5.2987 4.0537) m., and the CRLBs for the other target nodes are shown to
be larger than CRLB; 3 5 for the optimal jammer location. In this scenario, similar
to the previous scenarios, z‘fﬁfﬁ is an element of {z | ||z—x;|| > ¢, 1 =1,2,3,4,5};
hence, the solution of (4.5) is the same as that of the subnetwork consisting of
target nodes 1, 3, and 5. Corollary 2 imposes that the optimal location of the
jammer node cannot be inside any of the circles centered at target nodes 1, 3,
and 5 with radii [|@; — 27% |, dinr, and [|@s — 2% ||, respectively, which can easily
be verified in this example. In Fig. 6.6, the optimal location of the jammer node
is also shown for the values of P; ranging from 0.5 to 15. In compliance with
Proposition 7, the subnetwork consisting of target nodes 2, 3, and 4 achieves
the minimum max-min CRLB among all possible subnetworks with three target
nodes for the values of P; lower than 1.7, the subnetwork consisting of target

nodes 2, 3, and 5 achieves the minimum max-min CRLB for P; between 1.7 and
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3.9, and the subnetwork consisting of target nodes 1, 3, and 5 achieves the min-
imum max-min CRLB for P; above 3.9. Since the distances between the target
nodes and the optimal location of the jammer node are larger than € = 1 m. for
all P; in this scenario, the solution of (4.5) is the same as those of the afore-
mentioned subnetworks for the respective ranges of P;. Considering the values of
P; lower than 1.7, the condition in Proposition 6-(b) is satisfied with /; = 3 and
¢y = 4 for P; < 1.1, which implies that the solution is determined by target nodes
3 and 4 for P; < 1.1 as described in Proposition 6-(a), and for 1.1 < P; < 1.7 by
Proposition 6-(b) the optimal jammer location is shown to belong to the interior
of the triangle formed by the locations of target nodes 2, 3, and 4, and the CRLBs
of target nodes 2, 3, and 4 are equalized due to Proposition 5. Similarly, based
on Propositions 5 and 6, it can be shown for 1.7 < P; < 3.9 that the optimal
jammer location belongs to the interior of the triangle formed by the locations
of the target nodes 2, 3, and 5, and that the CRLBs of target nodes 2, 3, and
5 are equalized. In a similar fashion, it can be shown for P; > 3.9 that the
optimal location of the jammer node is determined only by target nodes 1 and 5
for P; > 8.5 as described in Proposition 6-(a), and for 3.9 < P; < 8.5 it belongs
to the interior of the triangle formed by the locations of target nodes 1, 3, and
5, which results in the equalization of the CRLBs of target nodes 1, 3, and 5.
In Fig. 6.7, the CRLBs of all the target nodes and the max-min CRLB of the
whole network are plotted versus the normalized jammer power for the values of

P; ranging from 0.5 to 15. All the previous findings are confirmed by this figure.

To analyze the effects of the SNR on the jamming performance, the max-min
CRLBs for the networks in Fig. 6.1, Fig. 6.3, and Fig. 6.6 are plotted in Fig. 6.8
versus the spectral density level of the measurement noise, Ny, where P; = 10 is
employed. As expected, an increase in Ny (equivalently, a decrease in the SNR)
results in a higher max-min CRLB. Since the network geometries in Fig. 6.1,
Fig. 6.3, and Fig. 6.6 are similar to one another (that is, in particular, the anchor
nodes are located at the same positions), the max-min CRLBs for all the three
networks are close to each other, as observed from Fig. 6.8. However, there also
exist some variations due to the differences in the numbers and configurations of

the target nodes.
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For the network in Fig. 6.1, the minimum CRLB of the target nodes is plotted
versus the location of the jammer node in Fig. 6.9, where Ny = 2 and P; = 10 in
Fig. 6.9-(a) and Ny = 50 and P; = 10 in Fig. 6.9-(b). In the first scenario, the
optimal location of the jammer node is given by z., = (5.031,4.567) m. where
the CRLBs of the target nodes 1 and 3 are equalized as specified by Proposi-
tion 6. On the other hand, in the second scenario, the optimal jammer location is
Zopt = (4.14,3.394) m. and the CRLBs of the target nodes 1 and 2 are equalized
in accordance with Proposition 6. From Fig. 6.9 and the location constraints
shown in Fig. 6.1, the nonconvexity of the optimization problem in (4.5) can be
observed clearly. In addition, it is noted that the minimum CRLB becomes more
sensitive to the location of the jammer node when the spectral density level of
the measurement noise is lower; that is, the minimum CRLB changes by larger

factors with respect to the jammer location in Fig. 6.9-(a).

In order to investigate the optimal jammer placement problem based on the
CRLB expression in (5.3) and (5.4) in Chapter 5, consider a critical SNR level for
the receivers of the target nodes as SNRy,, = 1 (i.e., 0dB). In addition, let the
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E;; parameter in (5.1) be given by Ej; = 2000/||; —y;||*>. Then, it can be shown
that the critical distances, djJ", are lower than e = 1m. (cf. (4.1)) in all the cases
considered in the previous numerical examples. Hence, the results are valid for the
CRLB expression in (5.3) and (5.4), as well. To provide an example in which the
differences due to the CRLB expression in Chapter 5 can be observed, reconsider
the network in Fig. 6.1 in the presence of higher powers for the jammer node.
Fig. 6.10 illustrates the CRLBs for the target nodes, together with the max-min
CRLB, where the optimal locations for the jammer node are obtained based on
the CRLB expression in (5.3) and (5.4). For comparison purposes, the max-min
CRLB corresponding to the optimal locations for the jammer node obtained from
the CRLB expression in (4.3) and (4.4) is also illustrated in the figure (labeled as
“original”). It is noted that there exist discontinuities in the CRLBs due to the
fact that the connections between the anchor and target nodes are lost when the
SNRs get below the critical SNR level (cf. (5.3) and (5.4)). Also, up to P; = 338.5,
the max-min CRLBs with and without the consideration of lost connections take
the same values. Considering that both of the max-min CRLBs achieve the value
of 17.23m? just before P; = 338.5 and that the maximum distance between the
anchor nodes is equal to 10v/2m in the network, it can be concluded that the
extended formulation based on the CRLB expression in (5.3) and (5.4) reduces
to the original formulation based on the CRLB expression in (4.3) and (4.4) for
the practical ranges of localization accuracy in this example (i.e., the differences
are observed only for the cases in which the localization accuracy is unacceptable
for practical applications). From Fig. 6.10, it is also observed that the CRLBs of
target node 2, 1, and 3 go to infinity at P; = 419.5, P; = 468.6, and Py = 747.1,
respectively, due to the loss of connections to the anchor nodes. As a result,
the max-min CRLB becomes infinity after P; = 747.1. Table 6.1 presents the
optimal jammer locations according to both formulations for various values of the
normalized jammer power. It is noted that the change in the optimal location
of the jammer node with respect to P; is relatively noticeable according to the
extended formulation compared to that according to the original formulation, for

which the change is almost indiscernible.
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Figure 6.10: CRLB of each target node and the max-min CRLB of the network
for the scenario in Fig. 6.1, where the optimal locations for the jammer node are
obtained based on the CRLB expression in (5.3) and (5.4). The max-min CRLB
corresponding to the optimal locations based on the CRLB expression in (4.3)
and (4.4) is also shown (‘original’).

Table 6.1: The optimal location of the jammer node according to the original and
extended formulations for the scenario in Fig. 6.1.

‘ P, ‘ Original formulation ‘ Extended formulation ‘

320 | (5.2802, 4.5314) m. | (5.2802, 4.5314) m.
339 | (5.2807, 4.5313) m. | (5.4610, 4.5046) m.
420 | (5.2822, 4.5311) m. | (4.9232, 4.7215) m.
470 | (5.2829, 4.5310) m. | (4.6000, 4.6286) m.
747 | (5.2849, 45306) m. | (4.6092, 4.6286) m.
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Chapter 7

A Numerical Algorithm

In this chapter, a numerical and recursive algorithm is proposed to determine the
optimal jammer location in wireless localization systems. The problem is to de-
termine the jammer position at which the minimum CRLB among the CRLBs of
all the target nodes takes its maximum value. Each point in the two-dimensional
space is a candidate for the optimal position in general. To solve the problem

numerically and in a computationally efficient manner, an algorithm is proposed.

The problem formulation in (4.5) leads to a non-convex problem. Therefore,
it is not possible to use the convex optimization tools to determine the optimal
jammer location. To solve the problem, an exhaustive search over all the feasible
points is required, in general. For instance, if the grid-based algorithm is used, the
continuous sensor field is divided into smaller grids and after placing the jammer
node at each feasible grid point, the CRLBs of all the target nodes are calculated
and the minimum CRLB is determined. The grid point with the highest minimum
CRLB is declared as the optimal jammer location. However, to determine the
optimal jammer location more accurately, the grid size needs to be reduced in
general. As the grid size is reduced, the computational effort to solve the problem
increases significantly. For practical systems, in which the position of the jammer
node needs to be changed dynamically, this may bring a huge computational

burden to the system. Thus, a more efficient algorithm is proposed to solve the
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optimization problem.

7.1 Description of the Algorithm

In the algorithm, a proper initial position is chosen to place the jammer node.
Then, the position of the jammer is updated during the iterations. The jammer
is always moved in accordance with the objective function of the problem. Since
the objective is to maximize the minimum CRLB based on the location of the
jammer, the jammer node is moved with the purpose of increasing the CRLB(s)
of the target node(s) with the minimum CRLB at each iteration. The jammer
movements are simple: it is moved on a straight line at each iteration. The
points at which the jammer node is located during the iterations of the algorithm
compose the jammer path. Since the candidate positions for the optimal jammer
location are restricted with the jammer path, the search space is greatly reduced

with the proposed algorithm in most of the cases.

Due to the location constraints in (4.5) for the jammer node, each target node
has an e-radius circular area around it and these regions are not allowed for
locating the jammer node (except the boundaries). Since the points composing
the jammer path are candidates for the optimal location, they also satisfy the
location constraints. Furthermore, it is assumed that the distance between each
pair of target nodes is at least 2¢, i.e., there is no intersection between the e-radius

circles around the target nodes.

If the jammer node is placed at one of the nearest possible points to a target
node and after this placement, that target node has the minimum CRLB in the
system, then the jammer is located optimally, as stated in Proposition 1. To
be able to exploit this fact, the jammer is initially located at the intersection of
the e-radius circle around the target node that has the minimum CRLB before

) and the straight line segment between 7’ ©) " and the

main

jammer placement (T(O)

min

target node with the second minimum CRLB (T(O)

min2

). The following equation
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gives the initial position of the jammer node:

0 0 0) 0
Z(l) = Xinzn + (X£n2n2 £nm>€/||xm2n2 XgnZnH (71)

After initial placement of the jammer, if the same target node has the minimum
CRLB, the algorithm ends; otherwise, iterations begin. Before the first iteration,

the jammer is located on the e-radius circle around 7/ and on the straight

mzn

line segment between 7T\ mm and the (new) target node with the minimum CRLB
(T(l-) ). C’RLBZ-(k) denotes the CRLB of target node i at the kth iteration and

CRLBTS’;)H represents the minimum CRLB in the system at the kth iteration. The
jammer node is then moved one step size (0) towards the target node with the
minimum CRLB (T, T(mn) along the straight line segment between the positions
z*) and xmm of the jammer node and the target node with the minimum CRLB,
respectively, as stated in Eq. (7.2). Then at each iteration, based on the new
position of the jammer, the CRLB values of the target nodes are updated and

the (new) target node with the minimum CRLB is determined.

2 = 2 4 (), — 26 /I, — 2| (7.2)

min

If there exist more than one target nodes with the minimum CRLB in an
iteration, the jammer should be moved in a way to increase the CRLBs of all
the target nodes with the minimum CRLB. However, this may not always be
possible. The set S®*) contains the target nodes which have the minimum CRLB

at the kth iteration, which is expressed as
M ={i|ie{l,...,Ng}, CRLB® = CRLB" 1. (7.3)

Let Conv(S™®) denote the convex hull formed by the locations of the target nodes
with the minimum CRLB at the kth iteration of the algorithm, that is,

C’onvS(k {szx,| sz—l v; > 0,Vi e S } (7.4)
icS(k) icS(k)

If, at any iteration, the jammer node is in Conv(S®), it is certain that after
jammer movement in any direction, the CRLB of at least one of the target nodes

with the minimum CRLB decreases (see the proof in Appendix A.8). In this
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case, the jammer is moved towards one of the target nodes with the minimum
CRLB. If the jammer is outside Conv(S™)), then it is moved towards the convex
hull in the direction of the closest straight line segment between the jammer node

and the convex hull, i.e., the jammer moves along the line segment between its
(k)

o) onto Conv(S™). By exploiting the projection

position and its projection (z
theorem [45], it can be shown that the distances between the jammer node and
all the target nodes with the minimum CRLB decrease so that the CRLBs of all
the target nodes with the minimum CRLB increase as a result of this jammer

movement.

According to the jammer movements described up to this point, the jammer
path may intersect with e-radius circles around the target nodes in some local-
ization networks. In order to prevent the violation of the location constraints,
different jammer movements must also be proposed. In the algorithm, firstly the
target node that leads to the violation is determined. If the violation occurs at
the kth iteration, this target node is denoted as 7% and its position is denoted

(k)

as X,,,. Then, the jammer node is moved one step size along the line perpen-

dicular to the line segment between the jammer node and 7| (k) Hence, nearly

vio *
a tangential movement to the e-radius circle around the violating target node
is considered. Since the jammer can move in two opposite directions along this

(or Conv(S™)) is

chosen. If there is again a violation of the location constraints in the new jam-

line, the direction that leads the jammer to be closer to Tn(z)n
mer position, in accordance with the actual route, the jammer is moved onto the
e-radius circle around 7% such that it lies on the line segment between 7% and

70

man

(or the projection of Tv(zko) onto Conv(S™®), which is denoted as x %) ).

V10,pT ]

CRLB,,;, represents the highest minimum CRLB value obtained until the kth
iteration of the algorithm, and z®9 denotes the best jammer location found in

49 is the jammer location for which

the algorithm until the kth iteration, i.e., z
CRLB,,;,, is achieved. CRLB,,;, and z%9 are stored in order to display them at
the end. The iterations are terminated if the C'RLB,,;, value does not change
for a certain number of iterations. More explicitly, if the C' RLB,,;, value stays
constant during two consecutive iterations, a parameter (1) is increased by one;

otherwise it is set to zero. If the value of I,. increases up to the value of a
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predetermined parameter (I,s,), the algorithm is terminated, which indicates

that more jammer movements are unlikely to increase C RLB, ;.

The following proposition states that the proposed algorithm determines the
optimal jammer location for an infinitesimally small step size and an infinitesi-

mally small ¢.

Proposition 8: Assume that the minimum distance between any two target
nodes in the system is nonzero (i.e., 0 > 0). If for a given wireless localization

network, the minimum CRLB of the target nodes as a function of the jammer
K,P;

2=l

location is unimodal, i.e., f(z) = min R; ( + %) has a single maz-

i€{1,....N1}
imum, the algorithm converges almost surely to the optimal jammer location in
the absence of location constraints and for an infinitesimally small step size; i.e.,
ife = 0 and § — 0, then 29 — 2°P* as k — oo where 2°P* is the solution of the

optimization problem in (4.5).
Proof. See Appendix A.8. O

The significance of Proposition 8 is that the convergence to the max-min CRLB
is obtained by the algorithm under some conditions for very low step sizes in the
absence of location constraints for the jammer node. Since the max-min CRLB
corresponds to the optimal jammer location, the algorithm solves the optimiza-
tion problem numerically with its simple structure. In practice, since the step
size cannot be chosen infinitesimally small due to the computational complexity
considerations, it is possible to observe slight decrements in the level of the mini-
mum CRLB in the system during some iterations of the algorithm. However, this
generally does not lead the jammer node not to pass through the optimal jammer
location along its path. It is numerically observed that the minimum CRLB value
during the iterations of the algorithm has a general trend of increasing up to the
iterations at which the jammer node gets close to the optimal location. After
then, the minimum CRLB curve shows a fluctuating behavior about the highest
minimum CRLB level since the jammer node moves around the optimal jammer

location in the remaining iterations. The details of the algorithm are presented
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in Algorithm 2 below.

Algorithm 2

Calculate CRLB(O), ‘v’z' e{l,...,Nr}

Determine Tmm and T

m2n2
0 0 0) 0
Z(l) = X£n2n + (X£n2n2 - X£mn>€/||xmm2 nggn”
Calculate C’RLB , Yie{l,...,Nr}

Determine Tmm and C’RLBmm
Set initial values as C RLB,,;, = C’RLBfmn and z9 = z()
it 70 £ 7O

i+ (Soatn = Xoni)/ [Xoni = X
Set k=2 and [,,. =
while Ip,. < Ippsh,
Calculate CRLB(k), Vie{l,...,Np}
Determine 7% i ) and CRLBmm
if CRLBmm > CRLBpin,
CRLB i, = CRLBY) and 29 = 7
I.=0
else
Lne =T+ 1
end if
if |S®| > 2 and 2z ¢ Conv(S™) |
75D — 5(k) 4 ( (k) _ gk )5/”2
else
204 = 20+ (e, — 200/ [, — 2|
end if
if 34 such that |25 — x| < e, i€{l,...,Np},
Set T Uw =4 and Xm()) =X;
Find the unit vector @, such that @ L (x5 —z(®)
if |S®)| > 2 and z® ¢ Conv(S(k ),
if |z, )+ ad)|| < |z,

Z(2) = X

k
'pry Z( )H

k A
prj ( 'pr] (Z( ) — U'5)||7
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2040 = 0 4 ag

else
zFH) = z(F) — 6
end if
if 37 such that [|z* ) —xi|| <e, i€ {l,...,Np},
20 = x50 (X g — Xeio)e/ X0y — X
end if
else

if [[xih, — (2 + 1) < [[xi), — (2% —@d)],
zFHD) — Zz(k) 1§45
else
end if
if 37 such that [|z*T) — x| <e, i€ {1,...,Np},
z(k+1) — (B (X(k) _ X(/?))g/HX(k) _ X(E)H
end if
end if
end if

k=k+1

end loop

end if

7.2

In this section, the algorithm is tested for some wireless localization networks. In
the simulations, for all the networks, there exist four anchor nodes located at the
corners of a square area, namely, at [0 0], [10 0], [0 10], and [10 10} m. The jammer

power parameter P; is chosen to be 6 and the noise spectral power level Ny is set

to 2.

is taken as 0.001 m. Iy, is chosen as 10 so that if the highest minimum CRLB

value stays constant for 10 iterations, then the iterations are terminated.

Performance Evaluation

The step size of the jammer movement at each iteration of the algorithm
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The network shown in Fig. 7.1-(a) contains three target nodes located at [2 1],
3 8], and [9 8 m. The triangles in Fig. 7.1-(a) represent the anchor nodes.
The minimum allowed distance between a target and the jammer node is taken
as ¢ = 0.6m. In Fig. 7.1-(a), the e-radius red circles around the target nodes
represent the forbidden regions to place the jammer node. Unimodality of the
minimum CRLB of the target nodes as a function of the jammer location is ob-
served in Fig. 7.2; hence, for the given network the proposed numerical algorithm
is expected to work well. The jammer is initially placed on the circle around the
target node located at [3 8] m. along the straight line segment between the target
nodes at [3 8] and [2 1]m. After 7538 iterations, the highest minimum CRLB
value is obtained when the jammer node is located at [4.8123 5.1877] m. and the
CRLBs of all the three target nodes are calculated as 0.7952m? at this point. In
Fig. 7.1-(a), the blue curve represents the jammer path and the square on the
jammer path represents the best jammer location determined by the algorithm.
Then, the grid-based exhaustive search method is used where the grid size is taken
as 0.001 m. The highest minimum CRLB is searched by placing the jammer node
at all feasible grid points, which are outside of the e-radius circles around the
target nodes. Then, the optimal grid point is obtained as [4.8120 5.1880] m.
at which the CRLBs of all the three target nodes are calculated as 0.7952m?.
Therefore, for the scenario given in Fig. 7.1, the proposed algorithm determines
the optimal jammer location accurately. The grid-based algorithm searches for
the optimal jammer location over approximately 9.66 x 107 grid points. Since
the jammer path of the algorithm contains only 7538 points for this specific ex-
ample, a considerable amount of computations is eliminated with the proposed
algorithm. Fig. 7.1-(b) shows the minimum CRLB values calculated based on
the jammer path shown in Fig. 7.1-(a). It is observed that the minimum CRLB

generally increases along the jammer path until the optimal point is reached.

In the second network shown in Fig. 7.3-(a), there exist thirteen target nodes
located at [1 1], [1 9], [2 6], [3 4], [4 8], [5 2], [6 4], [6 6], [7 9], [8 1], [8 3],
9 6], and [9 8 m., and ¢ is taken as 0.4m. In Fig. 7.4, it is observed that the
minimum CRLB of the target nodes versus the jammer location is a unimodal

function. After 3081 iterations, the highest minimum CRLB is calculated when
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Figure 7.1: An illustration of the algorithm for a network in which the target
nodes are at [2 1], [3 8], and [9 8] m. (a) The network and the jammer path. (b)
The minimum CRLB in the system during the iterations of the algorithm.
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Figure 7.2: The minimum CRLB of the target nodes versus the location of the
jammer node for the network given in Fig. 7.1-(a).
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Figure 7.3: An illustration of the algorithm for a network in which the target
nodes are at [1 1], [1 9], [2 6], [3 4], [4 8], [52], [64],[66],[79],[81], 8 3], 9 6],
and [9 8] m. (a) The network and the jammer path. (b) The minimum CRLB in
the system during the iterations of the algorithm.

the jammer node is located at [5.2313 4.8076] m. The CRLBs of the target nodes
at this point are calculated as 0.8199, 0.8088, 0.8017, 0.9973, 0.8053, 0.9510,
2.8254, 1.9305, 0.8522, 0.8176, 0.8018, 0.9548, and 0.8017m?, respectively for
the target node positions given above. Thus, the minimum CRLB is found as
0.8017m?2. By having a grid-size of 0.001m., the grid-based exhaustive search
algorithm calculates the highest minimum CRLB as 0.8017 m? when the jammer
node is placed at [5.2310 4.8080] m. Thus, for the network given in Fig. 7.3,
the proposed algorithm works well. The exhaustive search algorithm seeks the
optimal jammer location over approximately 9.35 x 107 grid points. The proposed
algorithm searches for the optimal jammer location over 3081 points; hence, it is
computationally far more efficient. In Fig. 7.3-(b) the minimum CRLB curve is

shown for the jammer path illustrated in Fig. 7.3-(a).

The third network is presented in Fig. 7.5-(a), which contains five target nodes
located at [1 7], [4 2], [5 4], [6 2], and [8 5| m. The minimum CRLB of the target
nodes is plotted versus the location of the jammer node in Fig. 7.6. From this
figure, unimodality of the minimum CRLB function is observed. The location

constraint parameter is chosen as ¢ = 0.8 m., i.e., tighter security measurements
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Figure 7.4: The minimum CRLB of the target nodes versus the location of the
jammer node for the network presented in Fig. 7.3-(a).

are considered compared to the previous networks. The initial location of the
jammer is on the e-radius circle around the target node located at [5 4] m. and
on the straight line segment between the target nodes located at [5 4] and [8 5] m.
During some iterations, in order not to violate the location constraints, as pro-
posed in the algorithm, the jammer node makes nearly tangential movements to
the e-radius circle around target node located at [5 4] m. After 1461 iterations,
z9 is determined as [4.8395 4.8673] m. The CRLBs of the target nodes at this
point are calculated as 0.8663, 0.8903, 4.2870, 0.8663, and 0.8663 m?, respectively.
Thus, the minimum CRLB is found as 0.8663 m?. With the grid-based algorithm
and the grid size being equal to 0.001 m., the highest minimum CRLB value is
obtained as 0.8662 m? where the jammer node is located at [4.8390 4.8670] m. It
is then concluded that for the network given in Fig. 7.5, the proposed algorithm
determines the optimal jammer location accurately. The grid-based exhaustive
search algorithm looks for the optimal location over approximately 8.99 x 107 grid
points. On the other hand, the jammer path includes 1461 points. Hence, for the
given scenario, the computational complexity is considerably reduced with the

proposed algorithm. Fig. 7.5-(b) shows the minimum CRLB levels accordingly
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Figure 7.5: An illustration of the algorithm for a network in which the target
nodes are at [1 7], [4 2], [5 4], [6 2], and [8 5|m. (a) The network and the

jammer path. (b) The minimum CRLB in the system during the iterations of the
algorithm.

to the jammer path shown in Fig. 7.5-(a).
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Figure 7.6: The minimum CRLB of the target nodes versus the location of the

jammer node for the network presented in Fig. 7.5-(a).
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Chapter 8

Concluding Remarks

The problem of optimal jammer placement has been proposed for maximizing the
minimum of the CRLBs for a number of target nodes in a wireless localization
system. Theoretical results have been obtained for specifying scenarios in which
the jammer node is located as close to a certain target node as possible, or the
optimal location of the jammer node is determined by two of the target nodes.
Also, explicit expressions for the optimal location of the jammer node have been
derived in the presence of two target nodes. In the absence of distance constraints
for the jammer node, it has been shown that the optimal jammer location lies on
the convex hull formed by the locations of the target nodes, equalizes the CRLBs
of at least two of the target nodes, and is determined by two or three of the target
nodes. Numerical examples have provided an illustration of the theoretical results
in different scenarios. Performing experiments to evaluate the effects of jamming
and to investigate the optimal location for a jammer node in a practical wireless

localization system can be considered as an important direction for future work.

In addition to the theoretical results, a numerical algorithm has been proposed
for optimally placing a jammer node in a wireless localization network. The
algorithm has a simple structure, which is intuitive and easy to implement. The
need for such an algorithm is due to the fact that the existing numerical methods

for determining the optimal jammer location may require a brute-force technique.
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Also, based on the presented theoretical results, a direct solution of the problem
is required in the worst case. Then, the computational effort and the required
time to find the optimal jammer location may be huge depending on the desired
accuracy. Especially, for the localization systems used for tracking target nodes,
the location of the jammer node may be updated dynamically. For such systems,
simpler algorithms are required in general. With the proposed algorithm, it has
been shown that the computational complexity is significantly reduced and the
accuracy in determining the optimal location is very high. In fact, it has been
proved that the algorithm converges to the optimal jammer location under certain
conditions. The algorithm can be extended to the multi-jammer case in which
the joint optimization of the locations and the power levels of jammer nodes is
required. Furthermore, the computational complexity can be reduced further by

changing the step size adaptively during the iterations of the algorithm.

Based on the results in this thesis, various guidelines can be provided related
to jamming mitigation in wireless localization systems. Since the solution of
the optimal jammer placement problem (cf. (4.5)) corresponds to the maximum
degradation that can be caused by a jammer node, the transmitted powers of the
anchor nodes in the wireless localization system can be adjusted accordingly in
order to satisfy certain accuracy requirements in all scenarios. (A target node can
measure the received noise level in certain intervals to determine the presence and
power level of the jammer node.) In addition, for applications in which the anchor
nodes can be moved, the locations of the anchor nodes (hence, the geometry of
the system) can be adapted for reducing the effectiveness of jamming (cf. (4.4)).
Furthermore, if possible, additional anchor nodes can be employed depending on

the required localization accuracy and the severity of jamming.

Although the jammer node is assumed to know all the localization related
parameters in this study, the results can also be extended to scenarios with certain
types of uncertainty. For example, if Ry, ..., Ry, Ki,...,Kn,, and Ny in (4.5)
are confined to linear uncertainty sets as in [40], it can be shown that a robust
jammer placement algorithm can be designed based on the minimum possible
values of these parameters in the uncertainty sets. Since the structure of the

CRLB expressions will not change, all the theoretical results will be valid in that

o4



scenario, as well.!

'In practice, the jammer node can obtain information about the localization parameters
by, e.g., using cameras to learn the locations of the target and anchor nodes, performing prior
measurements in the environment to form a database for the channel parameters, and listening
to signals between the anchor and target nodes [7].
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Appendix A

Proofs and An Auxiliary Result

A.1 Proof of Proposition 1

First, an upper bound is derived for the optimization problem in (4.5) as follows:

K;P N,
max min R,-( J —O)g

z  ie{l,..,Nr} |z —x;||¥ 2

K,P; No KZPJ No

where the inequality follows by definition, and the equality is obtained from the
constraint in (4.5). Next, towards the aim of proving the achievability of the upper
bound in (A.1) under the conditions in the proposition, the following relation is
presented for i € {1,..., Ny} \ {¢} and for all z such that ||z — x|| = ¢:
K;Py Ny K, Py Ny KyP; Ny
i (n ~ e *7) =t (<||wz-—:ce|| oy *7) - Rf( z *7)
(A.2)

where the first inequality follows from the triangle inequality; that is, ||z — x;|| <
|z — xo|| + ||z — x|| = ||®; — @4|| + €, and the second inequality is due to the
condition in (4.6). The inequality in (A.2) for i € {1,..., Ny} \ {¢} implies that,
for ||z — @¢|| = € and under the condition in (4.6), the upper bound in (A.1)

can be achieved as follows: min R (2L 4 NO = R (L4 No) —
ey e Te—ail” T 2
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0]

Figure A.1: Tllustration of the scenario in Part (ii) of Proposition 3.

Ry(BEr + ) ifset {2z : |z—a| =c & |z~ > e, i=1,....0—-1(+
1,..., Nz} is non-empty. In other words, under the conditions in the proposition,
the optimization problem in (4.5) achieves the upper bound in (A.1) for ||z—x|| =
e. Hence, the solution z°P* of (4.5) satisfies ||z°P* — x,|| = ¢ if the conditions in

the proposition hold. |

A.2 Proof of Proposition 3

(i) If ||y — x2|| < 2¢, the optimal location for the jammer node, z°P*, is equal to
one of the two intersection points of the circles centered at x; and @, with radii
e. In that case, [|z°P" — x| = ||z°P" — @3] = € is obtained, which achieves the
upper bound of the problem in (4.5) for Ny = 2. Hence, the solution of (4.5) is
given by z°P.

(i) Suppose that ||, —xo| > 2. Consider the straight line segment between
x; and x5. Let z; and z, denote, respectively, the intersections of this line
segment with the circles centered at x; and x; with radii €, as illustrated in
Fig. A.1. Denote the straight line segment between z; and z, as L. First, it
can be proved that for any feasible location z* that is not on L, there exists a
location z* on L which satisfies either [|z* — x| < |27 — @1 & [|2* — @3] <
|zt — x| or ||zF — 1| < ||zT — 1] & ||zF — 2] < ||zT —a2]|. Since, the CRLB
is inversely proportional to the distance between the jammer and target nodes,
it is concluded that z* (i.e., any location not on L) cannot be a solution of

(4.5) for Ny = 2. Hence, the optimal location for the jammer node must satisfy
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2P — || + ||z°P" — @3] = ||@a — @1|| together with the distance constraints
|2°Pt — @1]| > € and ||2°P* — a5]| > e. In addition, if the condition in (ii)—(a)
is satisfied, it means that the CRLB for target node 1 is the minimum CRLB
for all z on Ljs; hence, the optimal solution is to place the jammer node as
close to target node 1 as possible in this case; i.e., [|2°P* — @1|| = . Similarly,
if the condition in (ii)—(b) is satisfied, the CRLB for target node 2 becomes the
minimum CRLB for all z on Ljs, and ||z°P* — @y = ¢ is obtained. For the
condition in (ii)—(c), first suppose that ||z°P* — a1 || > d*, where d* is as defined in
the proposition. In this case, the CRLB for target node 1 becomes the minimum,
which is lower than Ry (KP;/(d*)” + No/2) (see (4.9)). Hence, a contradiction
arises, implying that [|z°P* — ;|| > d* cannot hold. Similarly, in the case of
|z°P* — &1]] < d*, the CRLB for target node 2 becomes the minimum, which
is lower than Ro(KyPs/(||x1 — x2|] — d*)” + No/2) (see (4.9)), which leads to a
contradiction. Hence, the optimal solution must satisfy ||z°P* — x|| = d* under
the condition in (i7)—(c). [ |

A.3 Proof of Proposition 5

Consider target nodes /1, {5, and /3, and let z(gf’fh@ denote the optimizer of (4.14).
Also, let H represent the convex hull formed by the locations of the target nodes,
which corresponds to a triangle with the target nodes at the vertices. As stated

in the proposition, z(gftez 4, belongs to the interior of H.

First, suppose that the CRLB for one of the target nodes is the minimum
and those for the other target nodes are strictly larger for z?ffzﬂ?). Without loss
: opt opt opt
of generality, let CRLBy, (2}, ,,) > CRLBy (2,7, ,,) and CRLB, (2,7, ,.) >
CR‘LBZS('Z({?itZ%Zg)' In this case, CRLBy, ¢, s, in (4.14) is equal to CRLBy, (z(gf’;%&).
Then, consider the projection of z?ﬁt@% 4, onto the straight line that passes through
target nodes ¢, and /3, and denote it by zg. Since z‘gffgm belongs to the interior
: opt opt opt
of H, there exists A > 0 such that z5 £ sz,zz,eg + (20— Zgng,gS)(;/HZo - zgf’ZMSH

belongs to the interior of H for § € (0, A) (see Fig. A.2-(a) for illustration). For a

given value of 6 € (0, A), zs also corresponds to the projection of zZ’tZZ 4, onto the
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(a) | (b)

Figure A.2: (a) Illustration for the proof of Proposition 5. (b) [llustration for the
proof of Proposition 6.

triangle with vertices at z;, xy,, and xy,. Therefore, based on similar arguments
to those in Proposition 4, the projection theorem [45] can be invoked to show

that zs is closer to both target node /5 and target node /3 than z(gft& 0,5 that is,

lzs — x| <1250 0,0, — el (A.3)
25 — e, || < 122700, — sl - (A4)

Based on Lemma 1 in Appendix A.4, (A.3) and (A.4) implies that

25 — e || > 12000, — el - (A.5)

From (A.3)—(A.5), it is concluded via (4.15) that

CRLBq, (277, ,,) > CRLBy, (25) . (A.6)
CRLB, (27, 1,) < CRLBy,(25) . (A.7)
CRLB, (27, 5,) < CRLB,(25) - (A.8)

Since CRLBy, (2", 5,) > CRLBy, (2{", ,,) and the CRLB in (4.15) is a continu-
ous function of the distance, there exists 6 € (0, A) such that

CRLB, (z5) > CRLBZS(in‘;%&) = CRLBgl,MS(z;f;m) . (A.9)

The relations in (A.6)—(A.9) together with CRLBgl(sz’tZMB) > CRLBZ:;(ZZ)’;%(B)
and CRLBgz(z‘gf’tth) > CRLng(z?itgﬂs) imply that there exists § € (0, A) such
that CRLBy, 4,.0,(25) > CRLBy, 4,4,(2;",, ,,). Therefore, g™, , is not optimal,
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Figure A.3: Illustration for the proof of Lemma 1.

which leads to a contradiction. Hence, it is not possible that the CRLB for one of
the target nodes is the minimum and those for the other target nodes are strictly

opt
larger for z,,, .-

Secondly, suppose that two of the CRLBs for the target nodes are the same
and that for the other target node is larger. Without loss of generality, let
CRLBy, (27, ,) > CRLBg, (2,7, ,,) = CRLBy, (2", ,,). Based on the same ar-
guments as in the previous case, it can be shown that there exists z5 for which the
relations in (A.6)-(A.9) hold. Therefore, CRLBy, ¢, ,(25) > CRLthb,g:;(z‘gf’tZz’gs)
is obtained, resulting in a contradiction. Hence, the only feasible scenario in
which zZ’fbx3 belongs to the interior of H is the one with CRLBgl(sz;%@) =
CRLBy, (277, 1,) = CRLBy, (207, 1,)- u

A.4 An Auxiliary Result

Lemma 1: Consider a triangle in a two-dimensional space with vertices A, B,
and C, and a point Py inside the triangle. Let da,, dpa, and dc, denote the
distances of Py from vertices A, B, and C, respectively. Consider another point
P, on the triangle with distances da2, dp 2, and dco from vertices A, B, and C,
respectively. If dpo < dp; and dca < dcj, then das > da;.

Proof. Consider a triangle with vertices A, B, and C', and two points P; and P
as shown in Fig. A.3. First, a new triangle with vertices A’, B’, and C" is formed

as shown in the figure, where the edges of the triangle are the straight lines which
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pass through A, B, and C, and are perpendicular to the straight lines from point
P, to the vertices of triangle ABC'. Since P; belongs to the interior of triangle
ABC, the edges A'B’, B'C’, and A'C" are guaranteed to form a triangle (i.e.,
they cannot be parallel to each other). The area of triangle A’B’'C” is given by

do1|A'B'| + dp1|A'C'| + d s | B'C'|

Area(A'B'C") = 5

(A.10)

where da 1, dp;, and dc; are the distances between point P, and vertices A, B,
and C, respectively, and |A'B’|, |A’C’|, and | B’C"| denote the lengths of the edges
between vertices A’ and B’, A" and C’, and B’ and C’, respectively. The same
area can also be calculated as

c|A'B'| + Wg|A'C'| + by |B'C|

Area(A'B'C") = 5

(A.11)

where h/y, W'z, and hy, are the distances between point P, and edges B'C’; A'C’,
and A’'B’, respectively. From the definition of distance between a point and a

straight line, the following relations are obtained:
Wy <daz, hg <dpa, hg <dcy (A.12)

where da 2, dpo and dc o are the distances between point P, and vertices A, B
and C, respectively. Suppose that dgo < dp; and dco < d¢1, as stated in the
lemma. Then, from (A.12), bl < dp; and hi < de; hold, which imply that
for the equality of the area expressions in (A.10) and (A.11), d4; < h/; must be
satisfied. Hence, d4 1 < d42 must hold due to (A.12). O

A.5 Proof of Proposition 6

Part a): Consider the scenario in which the optimal jammer location is on the

boundary of the triangle formed by target nodes ¢, /5, and /5. First, suppose

that z; is an optimal location for the jammer node, which lies on the straight line

segment between x,, and z(gitég, where x,, is the location of target node ¢; and
opt

Zy, ¢, 18 the optimizer of (4.16) for target nodes ¢; and ¢3, which corresponds to
CRLBy, ¢,. As stated in the proposition, CRLBy, ¢, < CRLBy, 4,. Therefore, due
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to the equalizer property in Corollary 1, CRLBy, (2,,) < CRLBgl(zZ’;g) must

hold. Then, the following relations are obtained:

lace, — 230, | > llze, — 2751l = e, — 21 (A.13)

where the first inequality follows from CRLBgl(z‘gf’tZQ) < CRLBgl(Z(Z)’tZS) and
(4.15), and the second inequality is by the definition of location z; (see Fig. A.2-
(b) for illustration). The inequality in (A.13) and the equalizer property in Corol-
lary 1 imply that

CRLBy, (z1) > CRLBy, (25",,) = CRLBy, , . (A.14)

On the other hand, due to the definitions in (4.14) and (4.16), the following

relation always holds:
CRLBy, 4,0, < CRLB, 4, - (A.15)

Since z; is an optimal solution of (4.14), CRLB 40, 1is equal to
min{CRLBy, (z1), CRLBy,(2z1), CRLB,(21)}, which, together with (A.14) and
(A.15), imply that CRLBy, (21) is not a minimum of {CRLBy, (z1), CRLBy,(z1),
CRLBy,(21)}. Then, a new location 2¢ is defined, which is at distance of § > 0
from z; and is on the straight line segment between z; and the projection of z;
on the straight line that passes through x;, and x,,, as shown in Fig. A.2-(b).!
Since the distance between z¢ and x;, (x,) is smaller than the distance between
z; and @y, (@,) (based on the projection theorem [45] and similar arguments
to those in the proof of Proposition 4), the following relations are obtained from
(4.15):

CRLB,(2%) > CRLBy,(2;) (A.16)
CRLB,(29) > CRLBy,(2)) (A.17)

In addition, since the CRLB is a continuous function of the distance, there al-
ways exists a sufficiently small § > 0 such that CRLBy, (2) > CRLBy, 4, (see

(A.14)). Hence, based on similar arguments to those above, CRLBy, (29) is not

!Note that 2z is not required to be on the triangle formed by the locations of the target
nodes; it may also be outside that triangle.
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the minimum of {CRLBy, (23), CRLB,(23), CRLB,(29)}. Therefore, based on
(A.16) and (A.17), it is concluded that

min{CRLB, (23), CRLBy,(2), CRLB, (25)} >
min{ CRLBy, (z1), CRLBy,(21), CRLB,(21)} (A.18)

which contradicts the optimality of z;. Hence, it is proved via contradiction that

no locations on the straight line segment between x,, and z?itgg can be optimal.

Secondly, suppose that z is an optimal location for the jammer node, which
lies on the straight line segment between x,, and z?ﬁt&, where z(gff& is the opti-
mizer of (4.16) for target nodes ¢; and (3, corresponding to CRLBy, 4,. Let the
upper bound in (4.17) be denoted by dip,,. Then, it is obtained that

CRLBy, ¢, = Ry, (Ky, Py/dg, + No/2) . (A.19)

Since CRLBy, ¢, < CRLBy, 4, as stated in the proposition, the equalizer property
in Corollary 1 implies that CRLBy, 4, < CRLBgl(z(gf;g), which, via (4.15) and
(A.19), leads to

dite > |[®e, — 2374, || 2 |22, — 2] (A.20)
where the last inequality follows from the definition of zs. From

(A.19) and (A.20), it is obtained that CRLB,(z2) > CRLBy, 4. Since
min{CRLBy, (z2), CRLBy, (22), CRLB,(22)} is upper bounded by CRLB, 4,
by definition (see (4.14) and (4.16)), it can be concluded from the re-
lation CRLB,(z2) > CRLB, 4, that CRLBg(z2) is not a minimum of
{CRLBy, (z2), CRLB,(z5), CRLBy,(22)}. Then, a new location 25 can be de-
fined as in the first case, and it can be shown that z, cannot be optimal (cf.

(A.16)-(A.18)).

Based on similar arguments to those in the two cases above, it can be shown

that no locations on the straight line between x,, and x,, can be optimal.

Next, suppose that z3 is an optimal location for the jammer node, which lies on

: : opt . opt opt
the straight line segment between x,, and z;),, (excluding 2,7, ), where 2|7, is
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the optimizer of (4.16) for target nodes ¢; and £, which corresponds to CRLBy, ,.

Since ||xy, — z?itbﬂ > ||xe, — 23], it is obtained that

CRLBy, (2z3) > CRLBy, (2{",,) = CRLBy, 4, (A.21)

where the equality is due to Corollary 1. Based on similar arguments to those
in the first two cases, (A.21) implies that CRLB,(z3) is not a minimum of
{CRLBy, (z3), CRLB,(z3), CRLBy,(23)}. Then, a new location 2§ can be de-
fined as in the first case, and it can be shown that z3 cannot be optimal (cf.

(A.16)-(A.18)).

Finally, if z, is an optimal location for the jammer node, which lies on the
straight line segment between x,, and Z(z?f,tez (excluding z?ﬁ}z), it can be shown in

a similar manner to the previous case that z, cannot be optimal.

Overall, the only possible location on the boundary of the convex hull (triangle)
is z?ffb for which CRLBZl(ZZf,tez) = CRLB&(ZZ%Z) due to Corollary 1. Hence, if
the optimal jammer location is on the boundary of the triangle formed by target

nodes (1, {5, and /3, then the optimizer of (4.14) is equal to z‘gf’t&.

Part b): If the condition in (4.17) holds, it then follows form (4.15) that
CRLng(z(gffez) > CRLBy, 4,. Then, Proposition 2 can be invoked to conclude
that z(gfk is the optimal jammer location corresponding to (4.14). Hence, the
optimal location for the jammer node is on the boundary of the convex hull
(triangle) formed by the target nodes. To prove the necessity of (4.17), suppose
that the optimal jammer location is on the boundary of the triangle. Then, the
proof of Part a) shows that the optimal location for the jammer node is z?ffez,
which achieves a CRLB denoted by CRLBy, ¢,. Due to the formulation in (4.14),
CRLBy, 4, is equal to min{ CRLBy, (25" ), CRLBy, (2;", ), CRLB,(2{",,)} in this
scenario. Hence, CRLBy, (z(gfk) > CRLBy, 4, must hold, which, based on (4.15),
leads to (4.17). |
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A.6 Proof of Proposition 7

Consider the optimal jammer placement problem in (4.5) in the absence of dis-

tance constraints:

max min  CRLB,,(z) (A.22)

z mE{l ..... NT}

where CRLB,,,(2) is as in (4.15). The aim is to prove that the optimizer of (A.22)
and the corresponding optimal value are equal to z k and CRLB; ; x, respectlvely,

which are as defined in the proposition. Based on Propos1t10n 4, 22, lies on the

1,7, k
convex hull (triangle in this case) formed by the locations of target nodes i, j,

and k.

Case 1: First, assume that 2", belongs to the interior of the triangle formed

irj, '
by these target nodes. Then, from Proposition 5, the max-min solution in (4.14)
for target nodes i, j, and k equalizes the CRLBs of these target nodes; that is,
CRLB;(z",) = CRLB,(2;",) = CRLB(2",) = CRLB, ;1. Next, consider tar-
get node ¢*, which is different from target nodes ¢, j, and k. Since all the targets
are on the two dimensional space, zf?tk must be on one of the triangles formed by
target node ¢* and any two of target nodes 7, 7, and k. Without loss of generality,
let that triangle be formed by target nodes ¢*, i and j (see Fig. A.4), and let the
max-min solution in (4.14) for these three target nodes be denoted by CRLB,; ; ¢
with the corresponding optimizer of =z g* Since CRLB; ;,» > CRLB,; by

definition, CRLB; ;,» = min{CRLB;(z ‘?P.t .), CRLB;(25%,.), CRLB(2%',.)} >

z,j,f 1,5,0* i,7,0%
CRLB;;, = CRLB;(2;",) = CRLB;(2;",) = CRLBy(2;",) must hold. There-
fore, CRLB;(2;"',.) > CRLB;(z{",) and CRLB;(z",.) > CRLB j(2:%,) are ob-

tained, which imply that (cf. (4.15))

s = 2550l < s = 205 s = 250 < 2 = 2050 (A29)
Next, consider the two possible cases for z‘;?tk-

Case 1-(a): In this case, 2.7, belongs to the interior of the triangle formed

1,7, k
by target nodes i, j, and ¢*, as shown in Fig. A.4-(a). Then, by Lemma 1 (see
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Figure A.4: Illustration for Case 1 of the proof of Proposition 7: (a) Case 1-(a),
(b) Case 1-(Db).

Appendix A.4), it follows from (A.23) that

e — 25500l < Nl — 255 (A.24)
which implies CRLBy+(2{",) > CRLB:(2{",.); hence, the following relation is
obtained:

CRLB-(2%}) > CRLB(2{%),.) > CRLB; ;» > CRLB, (A.25)

where the second inequality follows from (4.14) and the third inequality is due
to the assumption in the proposition. The inequality in (A.25) indicates that the

opt

optimal jammer location 2z,

obtained by considering target nodes ¢, j, and k
only results in a larger CRLB for target node ¢* than CRLB, ;, where £* is an

arbitrary target node with ¢* ¢ {i, j, k}. Therefore, for the jammer node location

zzl;’tk, the objective function in (A.22) becomes
me{r?.i.%} CRLB,,(2;",) = CRLB, ;. (A.26)

Since CRLB,; ; is an upper bound on (A.22) (since only three target nodes are
considered in (4.14)), which is achieved for z‘;stk as specified in (A.26), the solution

of (A.22) is given by zfg’tk under the conditions in the proposition.

Case 1-(b): In this case, z(f]’tk is on the edge of the triangle connecting target
nodes i and ¢*, as shown in Fig. A.4-(b). (The same arguments below apply to

the case in which zf?tk is on the edge of the triangle connecting target nodes
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j and ¢*.) Then, it is first obtained that CRLB,, > CRLB;;, > CRLB; ;,
where CRLB; 4« denotes the solution of (4.16) for target nodes ¢ and ¢*. Let
z. denote the optimizer of (4.16) that results in CRLB;,-. Due to the equal-

izer solutions corresponding to CRLB;,» and CRLB;;; (see Corollary 1 and
Proposition 5), CRLB; s« > CRLB, ;  implies that CRLBi(z?sz) > CRLB;(25%").

1,5,k
Hence, the distance between z; zE and target node ¢ is smaller than or equal

opt
i7j7k

are on the straight line segment connecting target nodes ¢ and ¢*, the follow-

, which leads to

to the distance between z; jk and target node 7. Since both zflzt and z

opt
0,5,k

CRLBy(z; Opt W) = CRLBZ*(zOIg,E) hence, it follows that

opt

ing distance relation is obtained: @, — 277 || < [0 — 27

CRLB (2",) > CRLB,- (2%!) > CRLB, - > CRLB, ;,- > CRLB, ;;. (A.27)

.9,k

Then, arguments similar to those in Case 1-(a) can be employed to prove that

the solution of (A.22) is given by 2{", in this case, as well.

Case 2: Secondly, consider the case in which z! tk is on the boundary of the

opt

triangle formed by target nodes 7, j, and k. Let 27"} be on the straight line con-

necting target nodes ¢ and j without loss of generality. Then, from Proposition 6,

the jammer location 2/, equalizes the CRLBs for target nodes 7 and j, and is

o
given by the optimal S(jhlthIl of (4.16) corresponding to target nodes i and j;
that is, zf?tk = f?t and CRLB, ;, = CRLB; ;. Since the network consisting of
the target nodes ¢ and j is a subnetwork of the network consisting of the target
nodes 4, j, and ¢*, the following relation holds: CRLB;;, < CRLB;;. On the
other hand, since CRLB; ;; < CRLB, ;¢ by definition, CRLB;; < CRLB;
must also hold. Therefore, CRLB, ; = CRLB,; ;¢ in this case, and it can shown
that zzpt = 2 ' is the only possibility. Then, based on similar arguments to

those in Case 1, it can be shown that target node ¢* has no effect on the optimal

opt
7]

solution for all ¢* ¢ {i, 7, k}; i.e., the solution of (A.22) is given by z”k =z,

under the conditions in the proposition. [ ]
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A.7 Proof of Corollary 2

Since z:%, , belongs to the interior of the convex hull formed by target nodes i, j,

2]k7

and k, Proposition 5 implies that CRLB; ;, = CRLB;(2{",) = CRLB;(2{%,) =

0,5,k 1,5,k

CRLB&(z%},). In addition, CRLB; ;;, < CRLB; ; = CRLB;(2{%") = CRLB; (")

1,5,k

always holds due to (4.14), (4.16), and Corollary 1. If zf?tk is inside the circle

centered at target node i with radius ||z; — 27" "||, it implies that CRLBi(Z?,Ifk) >
CRLB;(2{"") = CRLB;; > CRLB;, which results in a contradiction (c.f. the
first sentence of the proof). Similarly, if z k is inside the circle centered at target
node j with radius |z; — 27" ‘|, it 1mp11es that CRLB;(z; Opt B > CRLB i(z Opt) =
CRLB,;; > CRLB, j x, which is again a contradiction. Flnally, if z k is inside the
circle centered at target node k with radius dy,,, it can be shown via (4.18) that

CRLB(2®",) > CRLB,; > CRLB, ;, which leads to a similar contradiction. W

1,3,k

A.8 Proof of Proposition 8

As e — 0, it is almost sure that the points included in the jammer path does not
violate the location constraints. The jammer is initially located at the e-vicinity
of Tn(m Since € — 0 and assuming that the jammer power is nonzero, the CRLB
of T#Lm goes to infinity after initial placement of the jammer. Moreover, since
0 > 0, the target nodes other than T mm take finite CRLB values so TSZL #* Tﬁ)n
unless Ny = 1. If Ny = 1, the optimal jammer location is on the e-radius circle
around the target node as stated in Proposition 1 so that z*? = z™) is one of the
optimal locations for the jammer. If Ny > 2, iterations begin. The remaining

analysis is for the case of Ny > 2.

Since ¢ > 0, there is no point for locating the jammer node such that at that
point, the CRLBs of all the target nodes go to infinity. Then, the minimum
CRLB in the system is bounded from above with a finite value. Based on the
jammer movements during the iterations, the minimum CRLB value is updated;

hence, the minimum CRLB values during the iterations can be considered as a
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sequence of numbers. By the monotonic sequence property [47], if the minimum
CRLB is monotonically increasing during the iterations, since it is bounded from
above, it converges to a finite value which can be either a local maxima or the
global maxima of the minimum CRLB of the target nodes as a function of the
jammer location. If this function is unimodal, i.e., the condition presented in
the proposition holds, then the algorithm converges to the global maxima which
corresponds to the optimal jammer location z°*. Suppose that there exists a
suboptimal point z*“?, which different than z°, on the jammer path such that if

sub at the next iteration of the algorithm, the minimum

the jammer is placed at z
CRLB does not increase. Furthermore, the minimum CRLB value obtained when
the jammer is located at z*“ is strictly less than the max-min CRLB obtained

at z°Pt.

When the jammer node is located at z*“’, the number of target nodes with
the minimum CRLB can either be 1 or greater than 1. Before proceeding to
analyze these cases separately, it is stated that by moving the jammer node by
any amount of distance towards any direction in the convex hull formed by the
locations of N target nodes (2 < N < Nr), the jammer node cannot get closer to
all the N target nodes. Likewise, it is not possible to increase all of the pairwise
distances between the jammer node and the N target nodes. Let the number
of target nodes with the minimum CRLB be equal to N when the jammer is
located at z°** at the kth iteration of the algorithm. To clarify the statement, let
Py and P, be two different points in the convex hull, i.e., P, P, € Conv(S™®) and
P, # P,. Suppose that the jammer node is moved from P, to P, along the straight
line segment between P, and P,. Since the line segment is in the convex hull,
there exists at least one vertex of the convex hull which is closer to P, compared
to P, and there also exists at least one vertex which is closer to P, compared
to P;. Since the vertices of the convex hull correspond to the locations of some
of the N target nodes which form the convex hull, it is not possible to increase
or decrease all of the pairwise distances between the jammer and the N target
nodes by moving the jammer node from a point to any other point in the convex
hull. Since the CRLB of a target node is inversely proportional to the distance

between the jammer node and the target node, it is not possible to increase or
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decrease the CRLBs of all the target nodes that form the convex hull. Thus, the
CRLB of at least one of the target nodes increases and the CRLB of at least one
of them decreases as a result of any jammer movement in the convex hull. This
also implies that there exists at most one point in the convex hull such that if the
jammer node is located at that point, the CRLBs of all the target nodes which
form the convex hull are equal to each other (any amount of deviation from that
point breaks the equality of the CRLBs).

If the number of target nodes with the minimum CRLB is equal to 1 when
the jammer is located at z*“* at the kth iteration of the algorithm, the CRLBs
of all other target nodes in the system are strictly greater than CRLBmm Let
the target node with the minimum CRLB at the kth 1terat10n of the algorithm
be target node j. Then, CRLBY) = CRLB\" < CRLB", Vie {1,...,Nr}\
j. Then, at the (k + 1)th iteration of the algorithm, the jammer node moves
one step size towards target node j. Then, the distance between the jammer
node and target node j decreases; hence, C’RLBJ(»kH) > C’RLBJ(-k). Since the
jammer node moves in the convex hull formed by the locations of all the target
nodes, the CRLB of at least one of the target nodes in the system decreases
as a result of the jammer movement. The CRLB is a continuous function of
the distance between the jammer node and the target node for all target nodes;
hence, there exists a nonzero step size p*) such that if § < p*), C’RLB (k+1)
CRLB"™Y, ¥ie{1,...,Nr}\j. Then, CRLBYY = CRLB!*™". This 1mphes

min

that CRLBNZJ;1 > CRLBmm Slnce 0 — 0, by choosing 0 to be less than the the
minimum of the sequence of p(*)’s for all k, the inequality 6 < p® can always be
satisfied. Therefore, if the number of target nodes with the minimum CRLB at
an iteration is 1, then at the next iteration, the minimum CRLB value increases.
Therefore, there cannot exist a suboptimal point at which if the jammer node is

located, only one of the target nodes has the minimum CRLB.

If the number of target nodes with the minimum CRLB is equal to N (2 < N <
Nr) when the jammer node is located at z**® at the kth iteration of the algorithm,
it is either z°" ¢ Conv(S™®) or z°** € Conv(S®). If z°** ¢ Conv(S™), then at
the next iteration of the algorithm, the jammer moves towards its projection onto
Conv(S™) so that the CRLBs of all N target nodes increase. Based on similar
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arguments to those in the previous paragraph, the minimum CRLB in the system
increases at the next iteration of the algorithm. Therefore, there cannot exist a
suboptimal point at which if the jammer node is located, the CRLBs of at least
two target nodes are equal to each other and the suboptimal point is outside
the convex hull formed by the locations of the target nodes with the minimum
CRLB. If z°** € Conv(S™), then at the next iteration of the algorithm, the
jammer node moves towards one of the target nodes with the minimum CRLB.
Since the jammer moves in the convex hull formed by the target nodes with
the minimum CRLB, it is certain that the CRLB of at least one of these target
nodes increases and CRLB of at least one of them decreases. Thus, if such a
suboptimal point exists, then at the next iteration, the minimum CRLB value

decreases. Therefore, it must be shown that there cannot exist such a z%.

It is stated in Proposition 7 that under the absence of location constraints
for the jammer node, the optimal jammer location is determined by at most
three target nodes in the system and the CRLBs of at least two target nodes
are equal to each other and to the minimum CRLB in the system, when the
jammer node is placed at the optimal location. The optimal location for the
jammer node lies in the convex hull (triangle) formed by the three target nodes.
Based on this fact, let target nodes m, n, and k determine the optimal jammer
location so that CRLB,,;, = CRLB,,(z"") = CRLB,,(z") = CRLB(z%") <
CRLB;(z""), Vi € {1,...,Nr} \ {m,n,k}, where CRLB,,(z") represents the
CRLB of target node m when the jammer node is located at z°'. Since z*"* # z!,
when the jammer node is located at z*“*, at least one of the target nodes among
m, n, and k takes a lower CRLB value compared to its CRLB when the jammer
node is located at z°?'. Assume, without loss of generality, that target node
m takes a lower value, i.e., CRLB,,(z***) < CRLB,,(z°"). Furthermore, since
z°"* ¢ Conv(S™) and the CRLBs of the N target nodes which form Conv(S®)
are equal to each other and to the minimum CRLB in the system, when the
jammer node is located at z°?", at least one of the N target nodes gets a lower
CRLB compared to its CRLB when the jammer node is located at z*“*. Let this
target node be target node b so that CRLBy(z?") < CRLB,(z*"*). Moreover,
by the definition of the optimal point, C RLB,,(z?") < CRLB,(z°"). If all the
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inequalities are combined, it is observed that CRLB,,(z***) < CRLB,,(z°") <
CRLBy(z") < CRLB,(z**). Initially, it was assumed that when the jammer
node is located at z*“*, the CRLBs of the N target nodes which form Conv(S®)
are equal to the minimum CRLB in the system. However, it is shown that there
exists at least one target node (target node m) with a lower CRLB value than the
CRLB of the N target nodes, which leads to a contradiction. Therefore, there
cannot exist such a suboptimal point. Note that same arguments apply if the
CRLBs of only two target nodes are equal to each other at the optimal jammer
location (e.g., CRLBy;, = CRLB,,(z?") = CRLB,(z"") < CRLB;(z°""), Vi €
{1,....Nr}\ {m,n}).

Therefore, no suboptimal points can exist on the jammer path and the mini-
mum CRLB monotonically increases during the iterations of the algorithm. Then,
the jammer location determined in the algorithm converges almost surely to the

optimal jammer location at which the minimum CRLB is maximized. [ |
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