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Organic Light-Emitting Physically Unclonable Functions

Nilgun Kayaci, Resul Ozdemir, Mustafa Kalay, N. Burak Kiremitler, Hakan Usta,* 
and M. Serdar Onses*

The development of novel physically unclonable functions (PUFs) is of 
growing interest and fluorescent organic semiconductors (f-OSCs) offer 
unique advantages of structural versatility, solution-processability, ease of 
processing, and great tuning ability of their physicochemical/optoelectronic/
spectroscopic properties. The design and ambient atmosphere facile fabrica-
tion of a unique organic light-emitting physically unclonable function (OLE-
PUF) based on a green-emissive fluorescent oligo(p-phenyleneethynylene) 
molecule is reported. The OLE-PUFs have been prepared by one-step, brief 
(5 min) thermal annealing of spin-coated nanoscopic films (≈40 nm) at 
a modest temperature (170 °C), which results in efficient surface dewet-
ting to form randomly positioned/sized hemispherical features with bright 
fluorescence. The random positioning of molecular domains generated the 
unclonable surface with excellent uniformity (0.50), uniqueness (0.49), and 
randomness (p > 0.01); whereas the distinctive photophysical and structural 
properties of the molecule created the additional security layers (fluorescence 
profile, excited-state decay dynamics, Raman mapping/spectrum, and infrared 
spectrum) for multiplex encoding. The OLE-PUFs on substrates of varying 
chemical structures, surface energies and flexibility, and direct deposition on 
goods via drop-casting are demonstrated. The OLE-PUFs immersed in water, 
exposed to mechanical abrasion, and read-out repeatedly via fluorescence 
imaging showed great stability. These findings clearly demonstrate that ration-
ally engineered solution-processable f-OSCs have a great potential to become 
a key player in the development of new-generation PUFs.
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counterfeit goods (e.g., electronics, bank-
notes, and medicines),[1] they have an addi-
tional significance in the information age 
for hardware and data security, for which 
novel ways are still needed to develop 
robust authentication processes.[2,3] One 
common approach to prepare an encoded 
surface is the generation of a geometrically 
defined response as a result of an external 
challenge.[4,5] The one-dimensional bar-
codes used with consumer goods are 
one of the best-known examples of such 
encoded surfaces. When challenged with 
a scanner, the response is a well-defined 
array of lines completing the authentica-
tion process. An inherent limitation of this 
approach is, however, that the determin-
istic processes used during the fabrication 
of such geometrically defined patterning 
make these encoded surfaces vulnerable 
to third parties. A promising solution 
that has gained recent attention involves 
the exploitation of physically unclonable 
functions (PUFs).[6,7] In this approach, the 
response of the encoded surface against a 
challenge is determined through a phys-
ical and stochastic process.[8] This stochas-
ticity and inherently random responses 
prevent the replication of encoded surfaces 
by third parties or even by the manufac-

turer itself.[9] Starting from the seminal work by Pappu et al.,[6] 
optical PUF systems have been an active research area.[10–17] In 
the past decade, a range of material types and manufacturing 
routes have been studied to demonstrate PUFs using silica 
microparticles,[6] inherent randomness of surfaces,[18,19] ran-
domly positioned scatterers challenged by quantum states of 
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1. Introduction

The design and development of novel encoded surfaces are of 
great research interest in today’s world for use in anti-counter-
feiting and authentication applications. Although the majority 
of encoded surface applications relate to the prevention of 
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light,[20,21] carbon nanotubes,[22] spherical[23,24] and rod shaped[25] 
plasmonic nanoparticles, silver nanoislands,[26] core-shell nano-
particles,[27] polymeric particles,[28] diamonds,[29] and fluores-
cent compounds.[30]

For the development of PUFs, fluorescent compounds are 
particularly interesting because they allow for rapid and simple 
authentication with multiple and interactive challenge-response 
pairs using facile and well-developed spectroscopic/microscopic 
techniques and portable tools. Several recent demonstrations 
have reported the fabrication of PUF-based encoded surfaces 
using a few different fluorescent compounds. In an earlier 
work, Gooding and coworkers have used an organic dye conju-
gated plasmonic nanoparticles for multiplex encoding.[31] While 
Sorensen and coworkers[32–33] used lanthanide ions-doped 
materials that were randomly dispersed in a polymeric matrix, 
Liu et al. generated randomly positioned arrays of quantum 
dots and perovskite nanocrystals using an inkjet printing tech-
nique that was assisted with a surface functionalization.[34–35] 
In another example, Kim and coworkers fabricated fluores-
cent and silk proteins-based edible PUFs that can be directly 
attached onto the surface of medicines.[36] Addressable PUFs 
were reported using silk-based laser arrays with randomized 
lasing response.[37] Very recently, the modulation of the fluo-
rescence intensity and lifetime for perovskite nanocrystals via 
metasurfaces has been demonstrated as a novel method of PUF 
fabrication.[38]

As far as fluorescent materials are concerned for the fab-
rication of PUF-based encoded surfaces, rationally designed 
π-conjugated organic semiconductors[39–41] could be a highly 
attractive material family based on their ease of synthesis and 
structural modification, high photoluminescence efficiency, 
solution-processability to form thin-films, and fingerprint-like 
spectral information. Precise control and tuning over their 
chemical structures, physicochemical (e.g., thermal transi-
tions or solubility in a specific solvent) and photophysical (e.g., 
absorption/emission maxima, optical band edge, or excited-
state lifetime) properties are possible to meet the specific needs 
of a particular application.[42] The exploratory organic syn-
thesis of π-conjugated systems offers an extremely rich chem-
istry for fluorescent organic semiconductors (f-OSCs) with an 
extremely wide range of structures/properties as compared to 
other types of fluorescent materials.[43,44] Even a confidential f-
OSC molecule, which has been unknown to everyone, with very 
specific challenge-response pairs could easily be designed and 
synthesized for a particular company or a consumer product. 
The f-OSC molecules could open new avenues for next-
generation unique PUF-based encoded surfaces. Despite all 
these premises, the strong potential of f-OSCs in the fabrica-
tion of PUF-based encoded surfaces, especially by employing 
facile methods, have remained underutilized. At this point, it 
is noteworthy that f-OSCs are robust compounds both from 
materials development and thin-film functionality perspectives, 
and they have already shown great promise in electrolumi-
nescent devices[45] and sensor technologies.[46] Today, there is 
an increasing amount of organic light-emitting diode (OLED) 
displays[47] on varied commercial electronics that are fabricated 
using f-OSCs.

In this perspective, the question arises as to how ran-
domized features could be formed by fluorescent organic 

semiconductors. In some recent studies, random fluorescent 
features were created for fluorescent π-conjugated molecules. 
In the first study, organic single-crystalline arrays with random 
sizes and dual-wavelength lasing emission properties were 
solution-deposited on top of topographically and chemically 
patterned substrates.[48] In the other study, a diarylethene-based 
molecule was first processed to form microparticles and then 
deposited on hydrophobic/hydrophilic micropatterns to afford 
highly integrated micro-hemisphere resonators with pixel-spe-
cific spectral fingerprints.[49] Despite these recent advancements, 
a desired method for practical PUF applications should not 
involve complicated, expensive, and time-consuming processes 
(i.e., lithography or printing techniques), and it should allow for 
rapid, direct, and simple fabrication that is applicable to large 
areas on various types of surfaces. To this end, it is well known 
that π-conjugated molecules typically show thermal transitions 
below 200 °C, which is well below their thermolysis onset tem-
peratures (i.e., >300—350 °C), and their nanoscopic thin-films 
(thickness <  100  nm) could exhibit strong microstructural/ 
morphological changes upon thermal treatment.[50] And, in 
some examples, thermal annealing on spin-coated organic 
semiconductor films was even found to cause the formation 
of discontinuous crystal grains deterring the semiconducting 
channel in organic transistors.[51] The temperatures required 
for these changes in the nanoscopic thin-films are gener-
ally below their bulk solid-state transition temperatures.[52] 
Therefore, nanoscopic thin-films of a rationally designed f-
OSC offer a great potential to yield efficient surface dewetting 
upon thermal annealing at modest temperatures, which could 
enable the fabrication of randomized molecular domains with 
distinct photophysical properties and spectral fingerprints. 
We have recently demonstrated that the dewetting of poly(2-
vinyl pyridine) in thin films provides a robust platform to gen-
erate PUF-based security layers.[53] To this end, oligo(p-phe-
nyleneethynylene) π-frameworks stand out as an ideal f-OSC 
family for PUF applications with their favorable structural (i.e., 
flexible swallow-tailed alkyl chains), physicochemical (good 
solution-processability, low-temperature thermal transitions, 
and amorphous solid-state) and photophysical (efficient and 
unique fluorescence) properties.

Herein, we present the design and facile ambient atmos-
phere fabrication of organic light-emitting physically unclonable 
functions (OLE-PUFs) based on a green-emissive oligo(p-phe-
nyleneethynylene) molecule, 1,4-bis((4″-diphenylamino-3-cyano-
[1,1″-biphenyl]-4-yl)ethynyl)-2,5-bis(2-ethylhexyloxy)benzene 
(2EHO-TPA-CNPE, Figure 1a).[54] 2EHO-TPA-CNPE is a highly 
fluorescent molecule (ΦPL-solution  ≈ 1 and ΦPL-solid state  ≈ 0.5) 
showing hybridized local and charge-transfer excited state 
properties, and its emission profile in the spin-coated neat 
thin-film phase has a CIE 1976 (u'',v'') chromaticity coordinate 
of (0.10, 0.55) corresponding to a night vision imaging sys-
tems (NVIS) compatible Green A region. The OLE-PUFs were 
prepared by one-step brief (5 min) thermal annealing of spin-
coated nanoscopic thin films at a modest temperature (170 °C), 
which results in excellent surface dewetting to form randomly 
positioned/sized hemispherical features with bright fluores-
cence. While the random positioning of molecular domains 
generated the unclonable surface with inherent randomness, 
the distinctive photophysical and structural properties of 
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2EHO-TPA-CNPE created the additional security layers (fluo-
rescence profile, excited-state decay dynamics, Raman map-
ping/spectrum, and infrared spectrum) for multiplex encoding. 
The size and spacing of the random features were found to 
depend on the film thickness and thermal annealing condi-
tions. The presence of 2-ethylhexyloxy’s located on the central 
phenylene ring and the terminal triphenylamine groups does 

not only provide good solution-processing, but also induces an 
amorphous microstructure in the dewetted solid-state domains. 
During the formation of randomized domains, the amorphous 
nature further contributes to the randomness of this process. 
The OLE-PUFs on PS-grafted or freshly cleaned (only native 
oxide layer) silicon substrates, flexible substrates, and direct 
deposition on goods (via drop-casting) were demonstrated. 

Figure 1. Schematic description for the fabrication of organic light-emitting physically unclonable functions (OLE-PUFs). a) Structure of the green-
emissive fluorescent organic molecule 2EHO-TPA-CNPE and the solid-state fluorescence emission maximum/quantum efficiency values. b) Fabrication 
steps for OLE-PUFs on varied substrates (bare/PS-grafted silicon, poly(vinyl chloride), and goods): the organic molecule is dissolved in chloroform and 
spin-coated/drop-casted on a substrate. Heating (in the ambient atmosphere or under nitrogen) results in spontaneous dewetting and the formation 
of randomly positioned features. c) Representative authentication process. Fluorescence microscopy images are used to construct binary images and 
keys. These keys can be compared with the database to verify the originality of the entity. d) Multiple additional security layers of OLE-PUFs based on 
photoluminescence profile, excited state decay kinetics, and Raman/Infrared spectrum.
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Finally, the current OLE-PUFs immersed in water, exposed to 
mechanical abrasion by sand, and read-out repeatedly via fluo-
rescence imaging retained their functionality.

2. Results and Discussion

The synthesis, purification, and characterization of 2EHO-
TPA-CNPE were performed in accordance with our recently 
reported procedure.[54] As shown in Figure  1, f-OSC solutions 
were first prepared by dissolving 2EHO-TPA-CNPE in chlo-
roform in the ambient atmosphere at room temperature. The 
molecular dissolution was instantaneous due to its excellent 
solubility in common organic solvents, which is provided by 
the presence of swallow-tailed flexible 2-ethylhexyloxy substitu-
ents on the central phenylene ring and highly twisted terminal 
triphenylamine groups. f-OSC solutions were then spin-coated 
on polystyrene (PS) grafted silicon substrates in the ambient 
atmosphere at room temperature to yield nanoscopic molecular 
thin-films with thicknesses of ≈30-60  nm. Here, we note that 
our later findings (vide infra) revealed that the thin-film deposi-
tion process is adaptable to flexible plastic substrates without 
needing an end-grafted PS layer, and, other than spin-coating, 
drop-casting is also possible, which is particularly advantageous 
for the direct formation of OLE-PUFs on goods. Considering 
that 2EHO-TPA-CNPE’s dimensions along the long and short 
molecular axes are 3.55 nm and 1.51 nm (Figure S1, Supporting 
Information), respectively, and the as-deposited thin-films do 
not have a specific molecular orientation (vide infra), there 
seems to be about ≈20–40 molecules deposited along the film 
thickness. In order to generate OLE-PUFs via spontaneous 
dewetting of molecular thin-films, a brief (5  min.) one-step 
thermal annealing was performed. Although we have initially 
performed this annealing in an inert atmosphere, our later 
experiments (vide infra) have demonstrated that the ambient 
atmosphere annealing is also possible, thanks to the good 
thermal stability and the robust chemical structure of 2EHO-
TPA-CNPE. While heating above glass transition at relatively 
high temperatures (>200—250 °C) was typically required for the 
formation of dewetted structures in polymer thin films,[53,55,56] 
the dewetting dynamics are quite different in the case of nano-
scopic molecular thin-films. The solid-state of molecular semi-
conductor thin-films, from the cumulative cohesive energetics 
perspective, are bound by relatively weak π-interactions and 
van der Waals forces, especially when compared with polymeric 
materials.[57–60] Therefore, molecular mobility and diffusion 
could easily become effective at a moderate temperature that is 
typically well below the melting temperature, and the molecular 
film could be disintegrated into separate domains to minimize 
the surface energy.[52] For 2EHO-TPA-CNPE thin-films, the 
formation of the first holes was observed at 100—120 °C as 
the beginning of film disintegration (Figures S2 and S3, Sup-
porting Information). Note that this is well below the melting 
point (195 °C based on DSC) of the bulk solid-state (Figure S4, 
Supporting Information). With the increased temperature get-
ting close to the melting point, the dewetting became more 
evident and the complete dewetting from the underlying poly-
meric interface to form randomly positioned hemi-spherical 
molecular domains occurred at a modest temperature of 170 °C.  

The large variations observed in the sizes of these f-OSC 
domains and in the separation distances between them offer a 
great advantage contributing to the randomness of these pat-
terns. Also, the separation distances between f-OSC domains 
are in the micrometer length scale, which makes the OLE-PUFs 
identification via optical and spectroscopic-mapping techniques 
viable. The fluorescence microscopy images of the random 
features obtained served as the basis of our OLE-PUF design. 
These images are binarized and reduced to generate binary 
keys that consist of zeros (no fluorescence) and ones (fluores-
cence). In a real-world application, such keys can be attached 
to products and the authenticity can be verified by comparing 
these binary codes with the ones in the database. An inherent 
characteristic of OLE-PUFs is multiplex encoding (Figure  1d). 
While random positioning of f-OSC domains is the basis of the 
generation of an unclonable surface, the unique photophysical 
and structural properties of π-structures offer additional secu-
rity layers that can be probed using different spectroscopic tech-
niques. The fluorescence maximum and onset wavelengths, 
full-width-at-half-maximum (fwhm) value, and the excited state 
decay dynamics (i.e., exponential fit and lifetime) are highly 
specific to the π-structure of an organic molecule, and they all 
can be used as an encoding medium for the current OLE-PUFs. 
As a complementary security layer, 2EHO-TPA-CNPE has also 
a fingerprint Raman scattering and infrared spectrum. Besides 
the particular Raman bands, note that confocal Raman micro-
scope setups[61] could allow mapping for the response of the 
system.

With the increased spin-coating solution concentration, the 
initial film thickness prior to thermal annealing was found to 
increase from 31.9 nm (for 0.1 wt.%) to 40.7 nm (for 0.2 wt.%) 
and 59.1  nm (for 0.4  wt.%). When these films with different 
thicknesses were annealed at 170 °C for 5 min, the size, height, 
and interstitial spacing between the formed hemi-spherical 
molecular domains were found to strongly depend on the ini-
tial spin-coated 2EHO-TPA-CNPE film thickness. The dewetted 
f-OSC surfaces were imaged via optical, fluorescence, and 
atomic force microscopy (AFM) techniques (Figure 2). As evi-
denced from these images, both the diameter and height of the 
hemi-spherical caps were found to increase with the initial film 
thickness. An increase in the film thickness, as a result of an 
increased number of molecular layers per unit area, reduces the 
nucleation density of holes upon thermal annealing and facili-
tates molecular diffusion to yield polygon-like large hole forma-
tions (≈200 µm in diameter) arranging the molecular features 
(≈10–25 µm in diameter) around these holes to form a cellular 
pattern. The average diameter/height (at the maximum) of the 
hemi-spherical caps were measured to be 1.14  µm/51.63  nm, 
2.94  µm/160.84  nm, and 17.14  µm/745.79  nm, respectively. On 
the other hand, while relatively thicker films prepared from 
0.4 wt.% solution show domain thinning at 100 °C (Figure S2, 
Supporting Information), thinner films prepared from 0.2 wt.% 
solution already show a high density of hole formation at 100 °C  
(Figure S3, Supporting Information). The polygon or cellular 
pattern structures observed for the thick films are in between 
regular (e.g., well-ordered crystals) and completely disordered 
structures (e.g., amorphous glass), and similar structures could 
be found in nature in soap froths, soil of deserts, and plants.[55] 
Apparently, increasing film thickness induces an energetic 
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barrier to the formation of favorable OLE-PUFs. In order to 
reveal the origin of the observed changes in the diameter and 
height of the hemi-spherical caps, we performed two control 
experiments. First, the morphology and crystallinity of the 
2EHO-TPA-CNPE films prior to thermal annealing were probed 
using AFM and θ–2θ out-of-plane XRD analysis, respectively, 
which showed (Figure S5, Supporting Information) very similar 
characteristics. In a second experiment, we varied the thickness 
of the 2EHO-TPA-CNPE films by spin-coating the same concen-
tration at different rotation speeds. The diameter and height of 
the hemi-spherical caps following thermal annealing decreased 
with the increased rotation speed (Figure S6, Supporting Infor-
mation). These results further suggest that the thickness of 
the film, rather than the solution concentration of the f-OSC, 
determines the characteristics of the dewetted features. Due to 
high surface coverage, perfect randomness with no evident pat-
tern formation, and easily conceivable feature sizes for optical 
microscopy, we choose 2EHO-TPA-CNPE-based OLE-PUFs 

with a thickness of ≈41 nm for the rest of this study. However, 
we note that the observed tuning of the f-OSC features via ini-
tial film thickness and annealing temperature could provide 
further novel ways to encode information.

To investigate the microstructural ordering in these mole-
cular domains, the θ--2θ out-of-plane XRD scans were measured 
for the current OLE-PUFs. As shown in Figure S7, Supporting 
Information, a strong diffraction peak in the low-angle range 
(θ < 10°), which is typically observed for thin-films of molecular 
π-systems, was absent. The observed featureless diffraction 
 pattern in the θ = 0–40° range clearly demonstrates that the cur-
rent dewetted 2EHO-TPA-CNPE domains consist of highly dis-
ordered (amorphous) molecules. The amorphous nature of the 
heated-cooled dewetted features is consistent with the thermal 
behavior of 2EHO-TPA-CNPE’s bulk solid-state as charac-
terized via differential scanning calorimetry measurement 
(Figure S4, Supporting Information).[54] On the other hand, 
when the XRD characterization was performed on the as-spin 

Figure 2. Effect of the film thickness on OLE-PUFs. Spin-coated films on PS-grafted substrates using f-OSC solutions of varying concentrations (0.1, 0.2, 
and 0.4 wt.%). a) Optical microscopy, b) fluorescence microscopy, and c) AFM images. d) The average diameter (in black) and height (in red) of the 
features as derived from the optical microscopy and AFM images, respectively.
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coated semiconductor film prior to thermal annealing (Figure 
S7b, Supporting Information), the thin-film was again found to 
be amorphous indicating that 2EHO-TPA-CNPE does not crys-
tallize from solution phase during spin-coating. During the for-
mation of OLE-PUFs, amorphous nature of 2EHO-TPA-CNPE 
greatly contributes to the randomness of this process. An unde-
sired molecular crystallinity behavior could induce preferential 
crystal growths in certain directions to form ordered structures, 
which would be expected to reduce the degree of randomness. 
It is noteworthy that the fluorescent molecules previously 
developed in our research in the oligo(p-phenyleneethynylene) 
molecular family,[54,62–63] regardless of their π-architectures and 
acceptor units, indeed shows a common feature of amorphous 
nature and no-crystallization for heated-cooled samples. There-
fore, the oligo(p-phenyleneethynylene) molecular family, with 
varied structures and properties, offers a great potential for 
the development of OLE-PUFs consisting of randomly formed 
amorphous domains. The structural and excited state informa-
tion encoded within the current OLE-PUFs is revealed by steady-
state fluorescence and time-resolved photoluminescence decay  
measurements, Raman mapping, and Infrared spectrum  

(Figures 3 and S8, Supporting Information). The fluorescence 
spectrum taken directly on the OLE-PUF surface gave an emis-
sion maximum and an onset at specific wavelengths of 508 nm 
and 590  nm, respectively. As shown in Figure 3a-inset, the  
PL decay profile recorded at the fluorescence maximum  
(λexc = 375 nm and 200 ps pulse width) by the time-correlated 
single photon counting method showed a very unique behavior 
with regards to exponential fitting and lifetimes. The curve was 
best fitted to a three-exponential function giving two prompt 
lifetimes of 0.33  ns (61%) and 1.04  ns (38%) followed by a 
delayed PL of 5.2  ns (1%). The Raman spectrum (Figure  3b) 
taken over the dewetted features reveals three distinct peaks 
positioned at 1100 cm–1, 1590 cm–1, and 2200 cm–1 associated 
with –C–H, –CC–, and –CN/–CC– groups, respectively. 
The Raman spectrum taken across the OLE-PUF background 
does not include these peaks and is rather dominated by the 
silicon peak positioned at ≈520 cm–1. This strong contrast in the 
Raman spectra provides a great opportunity to generate excel-
lent Raman mapping images for the current OLE-PUFs. In 
addition to excited state and fluorescence properties, this chem-
ical information serves as an additional security layer. Here, 

Figure 3. Photoluminescence and chemical based security layers of OLE-PUFs. a) Fluorescence microscopy image and the corresponding photolu-
minescence spectrum. The inset shows the transient photoluminescence decay profile with the lifetimes (prompt PL-1 and PL-2, and delayed PL) and 
their contributions based on a three-exponential fitting. b) Raman mapping image and Raman spectra were obtained on the dewetted features and 
the background regions. The mapping image was generated using the Raman band at a position of 521 cm–1 for blue and 1594 cm–1 for red color. The 
OLE-PUF was generated by spin-coating a 0.2 wt.% solution of f-OSC on the PS-grafted substrate.
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it is noteworthy that the low-energy band edge of the optical 
absorption spectrum for 2EHO-TPA-CNPE thin-film extends to 
450–500  nm. Therefore, the OLE-PUF features could be elec-
tronically excited with a relatively long wavelength eliminating 
the need for using higher energy (<400 nm) photons, at which 
a much larger number of π-systems could be excited. From a 
counterfeiting perspective, this reduces the chance of finding 
a fake fluorescent molecule if the input challenge is properly 
adjusted. In addition, the ATR-FTIR spectrum (Figure S8, Sup-
porting Information) gave fingerprint-like spectral data for the 
current OLE-PUFs, which provides another strong barrier for 
the counterfeiters.

We finally investigate the performance of OLE-PUFs. To 
generate quantitative metrics that are commonly used as fig-
ures of merit in PUF studies, fluorescence microscopy images 
were first converted to security keys. For this purpose, the 
images were first binarized and their sizes were reduced to 16 
× 16 pixels. Figure 4b presents a representative binarized image 
with a reduced size. In this image, white pixels correspond 
to fluorescent regions which consist of dewetted f-OSC. This 
binarized image is then used to generate 256-bits long security 
keys consisting of 1-bits and 0-bits. This procedure is repeated 
for 10 samples to generate 10 different security keys (see 
Figure S9, Supporting Information for the images). For each 
of these keys, uniformity, uniqueness, and randomness values 
were then calculated (see supporting information for details).[64] 
The uniformity is an important metric giving insights on the 
equal distribution of 1-bits and 0-bits. The ideal value is 0.5, 

showing a perfectly equal distribution of 1-bits and 0-bits, in 
an analogy to the probability of having heads and tails being 
equal in an unbiased coin. Figure 4d shows that the uniformity 
values are close to the ideal value with an arithmetic average of 
0.503. Note that such uniformity is achieved without the use 
of any debiasing algorithm,[36] thanks to the high surface cov-
erage of the dewetted features. Next, we calculate the Hamming 
distance values for the keys generated from 10 samples. When 
comparing two different chips, inter-chip Hamming distance 
compares two different keys and indicates the number of bits 
with a different value. This comparison is made for 45 combi-
nations. The distribution of normalized inter-chip Hamming 
distances (i.e., Hamming distance divided by the key length) is 
presented in Figure 4e. The uniqueness derived from the Ham-
ming distance values is calculated as 0.4901. This uniqueness 
value is close to the optimal value of 0.5, implying the ability of 
the current physical system to generate distinct codes. Finally, 
we probed the randomness of the features using frequency 
test.[65] The p-value was greater than 0.01 for each sample, 
further supporting the great randomness of the dewetted fea-
tures (Table S1, Supporting Information). OLE-PUF exhibited 
remarkable levels of reliability. To simulate authentication via 
different imaging conditions, we took fluorescence microscopy 
images of a sample at 6 different exposure times ranging from 
250 ms to 5000 ms (Figure S10, Supporting Information). The 
randomly positioned features could be clearly detected in all 
these different imaging conditions. These fluorescence images 
were then processed using a MATLAB code to generate keys. 

Figure 4. Key generation and extraction of PUF parameters. a) Representative fluorescence microscopy image used in the PUF analysis. b,c) Bina-
rization and size reduction of images for generation of a security key. d) Uniformity of bits obtained from 10 samples. e) Distribution of Hamming 
distances for keys generated from 10 samples. Gaussian fitting is shown with the black curve. The OLE-PUF was generated by spin-coating a 0.2 wt.% 
solution of f-OSC on the PS-grafted substrate.
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The fluorescence microscopy images were taken using dif-
ferent exposure times resulted in keys with intra-chip Ham-
ming distance[64] values very close to zero (Table S2, Supporting 
Information). This capability is important, for example, in the 
authentication of a product at different locations throughout 
the supply chain. Markers can be defined on top of the OLE-
PUF by physical vapor deposition of metals through a stencil 
mask. Such markers enable addressable sites for the authenti-
cation process (Figure S11, Supporting Information).

Despite all promising results demonstrated herein for the 
current f-OSC-based OLE-PUFs on PS-grafted silicon sub-
strates, practical applications would require several character-
istics including the ambient atmosphere processing/stability, 
adaptability to existing objects, resistance against ambient 
mechanical abrasion and water/humidity, and applicability to 
substrates of varying degrees of surface energy and flexibility. 
To this end, as shown in Figure 5, we have fabricated and 
characterized additional OLE-PUFs. First, the entire process 
including thermal annealing was performed in the ambient 
atmosphere, and excellent OLE-PUF domains, with similar 
properties to those fabricated under nitrogen, were obtained 
(Figure 5a). The thin-layer chromatography characterization of 
the molecular domains on the thermally annealed OLE-PUFs 
confirmed a robust molecular structure for 2EHO-TPA-CNPE 
(Figure S12, Supporting Information). The ambient atmosphere 
processing could greatly improve the applicability of the pre-
sent OLE-PUFs. On the other hand, one would think that the  
relatively high surface energy (contact angle ≈ 95° and γ  ≈  
41.1 mJ m−2) of the end-grafted PS layer is the main thermody-
namic driving force for the observed dewetting process, as we have 
recently seen in polymer films.[53] Thanks to the great structural 

mobility, flexible alkyl chains, and amorphous microstructure 
of the current small molecule, perfect dewetting with randomly 
positioned features was formed also on a freshly cleaned silicon 
substrate (contact angle ≈ 0° showing a high surface energy) 
(Figure 5b). In this case, the thermal annealing was performed 
in the ambient atmosphere at the same temperature (170 °C). 
To further take advantage of the ability to form random fea-
tures on substrates of varying chemical structures and surface 
energies, we prepared OLE-PUFs on a flexible and transparent 
poly(vinyl chloride) substrate via ambient atmosphere spin-
coating/thermal annealing, which again gave excellent results 
(Figure  5c). This kind of flexible substrates could be attached 
to flexible goods such as credit cards or future flexible (opto)
electronic devices. We note that spin-coating may be unfeasible 
in certain cases, particularly when it is undesirable to coat the 
whole object. To this end, as shown in Figure 5d, we have dem-
onstrated that drop-casting/thermal annealing allows for the 
generation of OLE-PUFs directly on goods. It is worth noting 
that solid-state dewetting is known to be influenced by the 
roughness of the substrate.[66] This behavior could be exploited 
in future studies to fabricate good specific PUFs. Finally, contact 
with humidity/water and mechanical abrasion due to ambient 
(micro)particles (e.g., dust, dirt, and sand) exposure is unavoid-
able in real-world samples, and security labels should survive 
such conditions. For this purpose, we used sand particles in 
which OLE-PUF is physically moved around and then washed 
the sample with water under sonication (Figure  5e). The flu-
orescence microscopy images (see Figure S13, Supporting 
Information for unmagnified images following cleaning) 
confirm that the OLE-PUF retains its functionality. The OLE-
PUF was remarkably stable and could be authenticated after 

Figure 5. Enabling characteristics for practical applications. a,b) Fluorescence microscopy images of OLE-PUFs fabricated via ambient atmosphere 
processing and using a bare silicon substrate without an end-grafted PS layer. c) Demonstration of using a flexible plastic substrate. The OLE-PUF was 
formed on a flexible poly(vinyl chloride) film with a thickness of ≈280 µm. d) Direct deposition by drop-casting followed by thermal annealing allows 
for the generation of OLE-PUF on goods. e) The OLE-PUF is sufficiently robust to survive mechanical abrasion and washing in water under sonication. 
The scale bars in the inset images are 20 µm.
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9 months of ambient atmosphere storage (Figure S10, Sup-
porting Information). OLE-PUF retained its fluorescence after 
thermal treatment performed at 50 °C in the ambient atmos-
phere for 1h (Figure S14, Supporting Information), suggesting 
its potential use in goods encountering different temperatures 
around the world. TLC analysis also confirmed that the OLE-
PUFs exposed to thermal treatment (50 °C for 1h) retained their 
chemical stability (Figure S15, Supporting Information). An 
additional consideration for PUFs, is tampering, which relates 
to unauthorized access to the system. An ideal PUF should be 
tamper resistant and also indicate the tampering attempt.[67–68] 
The dis-continuous nature consisting of discrete domains 
and the ability to directly form on goods of interest makes it 
challenging, if not impossible, to physically remove OLE-PUF 
without damaging the features. Tampering with more compli-
cated means need to be investigated prior to practical validation 
of the proposed material system. All these capabilities demon-
strated herein strongly encourage the practical fabrication and 
use of the 2EHO-TPA-CNPE-based OLE-PUFs.

We performed additional experiments to probe the photo-
stability of the OLE-PUF. In a first challenge, 100 fluorescence 
microscopy images were captured from the identical location. 
This experiment simulates 100 times read-out of OLE-PUF. 
Figure S16a, Supporting Information presents representative 
fluorescence images taken after different numbers of consecu-
tive imaging. These images qualitatively show the photosta-
bility of OLE-PUF. The images taken at identical conditions 
were analyzed and the intensity of fluorescence as a function of 
the number of images was plotted in Figure S16b, Supporting 
Information. The fluorescence intensity from the randomly 
positioned domains was higher than 90% of the initial value. 
In the second experiment, OLE-PUF was exposed to UV light 
in the ambient atmosphere for 1 h (wavelength of 365 nm and 
excitation power of 3 W). The fluorescence microscopy images 
(Figure S17, Supporting Information) of the domains were 
nearly identical following the UV light exposure. TLC anal-
ysis also confirmed that the OLE-PUF exposed to continuous 
UV-light retain its chemical stability (Figure S15, Supporting 
Information).

3. Conclusion

Our study has demonstrated a novel approach for the design 
and facile fabrication of OLE-PUFs based on a solution-
processable highly fluorescent green-emissive oligo(p-phe-
nyleneethynylene) molecule, 2EHO-TPA-CNPE. All ambient 
atmosphere-processed OLE-PUFs with excellent uniformity 
(0.50), uniqueness (0.49), and randomness (p > 0.01) were cre-
ated by employing a spin-coating process followed by one-step 
thermal annealing (5  min). Spin-coating on low-/high-energy 
silicon surfaces and flexible substrates, and direct drop-casting 
on goods all yielded great OLE-PUF characteristics. While 
the random positioning of molecular domains generated the 
unclonable surface, the unique photophysical and structural 
properties formed the basis for the additional security layers 
(i.e., fluorescence profile, excited-state decay dynamics, Raman 
mapping/spectrum, and Infrared spectrum) for multiplex 
encoding. The size and spacing of the random features were 

found to depend on the film thickness and thermal annealing 
conditions. The amorphous microstructure of the f-OSC 
domains, enabled by the π-structure employing swallow-tailed 
2-ethylhexyloxy chains and triphenylamine end-units, greatly 
contributes to the randomization process. The current OLE-
PUFs immersed in water and exposed to mechanical abrasion 
by sand retained their functionality. The proposed materials 
and processing techniques are compatible with manufacturing 
routes used for the fabrication of electronic devices in the 
semiconductor industry. The findings presented herein clearly 
demonstrate that f-OSCs have a great potential to become a key 
player in the development of new-generation PUFs. This poten-
tial is not only due to its facile fabrication methodology, but also 
due to unique advantages of small molecules such as structural 
versatility, ease of synthesis/purification, high batch-to-batch 
reproducibility, solution-processability, and great tuning ability 
of their physicochemical/optoelectronic/spectroscopic prop-
erties. The future studies may include some molecular engi-
neering perspectives focusing on modulating the π-conjugation 
length and the functional units to tune photoluminescence 
characteristics, improving photostability or tailoring alkyl 
chains to further decrease the dewetting temperature. From a 
f-OSC materials development perspective for future OLE-PUFs, 
we note that the side (hetero)aromatic units are introduced in 
the final step of oligo(p-phenyleneethynylene) synthesis, and 
they can directly tune the physicochemical/photophysical prop-
erties. This tunability could open new avenues towards great 
structural and properties versatility, all of which could provide 
the parametric support to bring in the required strong security 
barrier, including high-level trade secret molecules. Also, sev-
eral host matrices with varied dielectric constants and polarities 
could be employed, into which the current 2EHO-TPA-CNPE 
molecule could be doped to yield tuned excitonic properties and 
emissive electronic transitions. Finally, solvent annealing[69] can 
also be used to facilitate the dewetting of organic materials for 
room temperature fabrication of PUFs.

4. Experimental Section
Preparation of Polystyrene-Grafted Substrates: Hydroxyl-terminated 

polystyrene (Polymer Source Inc.) with a molecular weight of 
22 000  g mol−1 was used. Prior to the deposition of the polymer, the 
silicon substrates were cleaned through a UV ozone treatment for 
20  min. The deposition of the polymer was performed by spin-coating 
2% (w/w) solutions of hydroxyl-terminated polystyrene in toluene 
(Sigma-Aldrich) at 4000  rpm for 30 s. The grafting was achieved by 
heating the substrate at 250 °C in an argon-filled glovebox for 5 min. The 
excess and unreacted polymeric material were then removed by washing 
in toluene. The substrates were ready for the deposition of the f-OSC 
material after drying with nitrogen.

Deposition of f-OSC Material and Formation of Unclonable Surfaces: 
Highly efficient, green emissive 1,4-bis((4”-diphenylamino-3-cyano-[1,1” 
biphenyl] -4-yl) ethynyl) -2,5-bis (2-ethylhexyloxy)benzene (2EHO-TPA-
CNPE) molecule was synthesized following a previous study.[54] Solutions 
of 2EHO-TPA-CNPE were prepared in chloroform (Sigma-Aldrich) by 
instant dissolution at concentrations of 0.1%, 0.2% and 0.4% (w/w). 
The deposition of thin-films was performed in the ambient atmosphere 
by spin-coating at 1200  rpm for 40 s. After spin-coating, the thin-films 
were annealed by heating the substrate in an argon-filled glovebox or 
in the ambient atmosphere for 5  min. Unless otherwise stated, the 
temperature of annealing was 170 °C.
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Characterization: Optical and fluorescence images were taken 
by using a ZEISS Axio Imager 2 microscope. The fluorescence 
microscopy images were taken by a filter cube of GFP (S65T) with an 
emission wavelength of 525–540  nm. The morphology of the surface 
was acquired using a Zeiss EVO LS10 brand SEM microscope at 
25  kV. The chemical composition of the surface was probed using 
an energy dispersive X-ray (EDX) detector (XFlash 6110, Bruker) 
connected to the SEM. The topography of the surfaces was analyzed 
by scanning an area with a size of 50  µm × 50  µm using an atomic 
force microscope (AFM, VEECO MULTIMODE 8). X-ray diffraction 
(XRD) measurements, were made via an X-ray diffractometer (Bruker 
AXS D8) using a Cu K-α source with an omega angle of 0.5° at 25 °C  
at a scanning step of 0.1° for 2θ = 2–40°. Raman spectra and Raman 
mapping images were taken using a laser with a wavelength of 532 nm, 
at a power of 0.1 mW power with a confocal Raman spectrometer (WITec 
Alpha300 M+) integrated with a fine focusing microscope. Infrared 
spectrum was obtained using a PerkinElmer 400 Fourier transform 
infrared spectrometer with a MIRacle attenuated total reflection 
accessory. Photoluminescence (PL) measurements were performed 
using an Agilent-Cary Eclipse fluorescence spectrophotometer. 
Fluorescence lifetime measurements were taken using the Pico Quant 
FluoTime 200 equipped with a 375 nm pulsed laser diode.

PUF Performance Analysis: All images were processed using MATLAB 
software. First, the images were converted from the RGB color space to 
the LAB color space. The images were then converted to gray scale. The 
images were then processed using inverting, dehazing and denoising 
algorithms. The images were then binarized. Following binarization, 1- and 
0-bits refer to green fluorescent and dark regions, respectively. From these 
binary security keys, uniformity, uniqueness and p-values were calculated 
using a code prepared in MATLAB. The marker was fabricated by physical 
vapor deposition of gold using a sputter-coater through a stencil mask 
made of steel. The stencil mask was prepared by laser writing.

Stability Experiments: For the photostability experiments, successive 
fluorescence microscopy images were taken at the same position using 
an exposure time of 2000 ms. 100 images were taken. The fluorescence 
intensity from the randomly positioned domains was measured using 
the ZEN Blue Lite software of the ZEISS Axio Imager 2 microscope. For 
the UV stability, OLE-PUF was exposed to UV light with a wavelength 
of 365  nm with a power of 3 W. Thermal stability experiments were 
performed by placing silicon substrate with the OLE-PUF on a hot-plate 
set at a temperature of 50 °C for 1h. The sample was removed from the 
hot-plate at the end of the duration.

Supporting Information
Supporting Information is available from the Wiley Online Library or 
from the author.
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