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Estimation Theoretic Secure Communication
via Encoder Randomization

Cagri Goken™, Student Member, |EEE, and Sinan Gezici

Abstract—Estimation theoretic secure transmission of a scalar
random parameter is investigated in the presence of an eavesdrop-
per. The aim is to minimize the estimation error at the receiver
under a secrecy constraint at the eavesdropper; or, alternatively,
to maximize the estimation error at the eavesdropper for a given
estimation accuracy limit at the receiver. In the considered setting,
the encoder at the transmitter is allowed to use a randomized
mapping between two one-to-one and continuous functions and the
eavesdropper is fully aware of the encoding strategy at the transmit-
ter. For small numbers of observations, both the eavesdropper and
the receiver are modeled to employ linear minimum mean-squared
error (LMMSE) estimators, and for large numbers of observations,
the expectation of the conditional Cramér-Rao bound (ECRB)
metric is employed for both the receiver and the eavesdropper.
Optimization problems are formulated and various theoretical
results are provided in order to obtain the optimal solutions and to
analyze the effects of encoder randomization. In addition, numer-
ical examples are presented to corroborate the theoretical results.
It is observed that stochastic encoding can bring significant perfor-
mance gains for estimation theoretic secrecy problems.

Index Terms—Estimation, secrecy, Gaussian wiretap channel,
optimization, Internet of Things (1oT).

|. INTRODUCTION AND MOTIVATION
A. Literature Review

N A secure communication system, the main goal is to

secretly transmit datato an intended receiver in the presence
of amalicious third party such as an eavesdropper. As the age
of Internet of Things (1oT), smart homes and cities, self-driving
cars, and wireless sensor networks with a vast number of nodes
has already arrived, it is necessary to find ways to ensure secure
communication of data in such systems. Massive deployments
of sensors, the nature of wirelesslinks across a network, and the
sensitivity of data collected by sensors present serious security
challenges. Traditionally, key-based cryptographic approaches
have been employed in many applications for secure commu-
nication [1], [2]. However, the management of key generation
and distribution can be very chalenging in heterogenous and
dynamic networks with vast numbers of connections [3], [4].
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Furthermore, as many nodes in sensor networks are |ow-cost
with limited battery power and bandwidth and have strict latency
requirements, it might not be suitable to consider cryptographic
solutions as the only layer of security in such systems|[5].
Based on these motivations, there has been arenewed interest
in physical layer secrecy to develop aternative or complemen-
tary layers of security technologies. Physical layer secrecy is
based on the idea of exploiting the randomness in wireless
channel conditions to ensure secure communication [6]. In this
regard, information theoretic metrics and tool s, such as capacity,
have been employed in amultitude of studiesfor variouschannel
models such as fading channels [7], [8], Gaussian wiretap,
broadcast and interference channels [9]{12]. In the literature,
alternative metrics and frameworks have also been utilized to
quantify secrecy levels. For example, in [13] and [14], secure
communication problem is investigated based on the signal-
to-noise ratio (SNR) metric in the quality-of-service (QoS)
framework. In [15], the secrecy constrained distributed detec-
tion problem is studied under Bayesian and Neyman-Pearson
frameworks. Alternatively, secrecy levels can be measured via
estimation theoretic tools and metrics, such as Fisher informa-
tion and mean-squared error (M SE), wheretheaimisthe design
of low-complexity, practical, and secure systems [16]—{29].
Estimation theoretic secrecy hasbeen studiedinawidevariety
of settings. In[16], the secret communication problemisconsid-
ered for Gaussian interference channels with vector parameters
in the presence of eavesdroppers. The problem is formulated
to minimize the total minimum mean-squared error (MM SE) at
the intended receivers while keeping the MM SE at the eaves
droppers above a certain threshold, where joint artificial noise
and linear precoding schemes are used to satisfy the secrecy
requirements. In [17], privacy of households using smart meters
is considered in the presence of adversary parties who estimate
energy consumption based on data gathered in smart meters.
The Fisher information is employed as a metric of privacy for
both scalar and multivariable parameter cases, and the optimal
policies for the utilization of batteries are derived to minimize
the Fisher information to achieve privacy. Both [18] and [19]
investigate secrecy in adistributed inference framework, where
the information coming to a fusion center from various sensor
nodes can also be observed by eavesdroppers. In [18], the esti-
mation problem of asingle point Gaussian sourceinthe presence
of an eavesdropper isanalyzed for the cases of multipletransmit
sensors with a single antenna and a single sensor with multiple
transmit antennas. Optimal transmit power allocation policies
are derived to minimize the average M SE for the parameter of
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interest while guaranteeing a target MSE at the eavesdropper.
In[19], theasymptotic secrecy and estimation problemisstudied
when the sensor measurements are quantized and the channel
between sensorsand receiversare assumed to be binary symmet-
ric channels. The sensor quantization thresholds are designed
to ensure perfect secrecy when the number of sensors is very
large. In [20], the secure inference problem is investigated for
deterministic parameters in 10T systems under spoofing and
man-in-the-middle-attack (MIMA). For MIMAS, necessary and
sufficient conditions are derived to decide when the attacked
data can or cannot improve the estimation performance in terms
of the Cramér-Rao bound. For spoofing attacks, effective attack
strategies are described with aguaranteed performancein terms
of Cramér-Rao bound (CRB) degradation and it is shown that
quantization imposes a limit on the robustness of the system
against such attacks.

Stochastic encryption has been used as a defense mecha-
nism against eavesdropper attacks in the estimation theoretic
security framework [21]-{24]. In [22], stochastic encryption
is performed based on the 1-bit quantized version of a noisy
sensor measurement of a deterministic parameter to achieve
secret communication, where both symmetric and asymmetric
bit flipping strategies are considered under the assumptions that
the intended receiver is aware of the flipping probabilities and
the eavesdropper is unaware of the encryption. It is shown that
it is possible to create biased estimation and large errors at the
eavesdropper viathissimple scheme. In[23], the binary stochas-
tic encryption (BSE) approach proposed in [22] is extended
to non-binary stochastic encryption (NBSE) to facilitate vector
parameter estimation. In[24], secrecy provided by stochastic en-
cryption is studied under the assumptions that the eavesdropper
isaware of the particular technique, e.g., BSE, NBSE, employed
inthetransmitter, usesan unbiased estimator, and does not know
the encryption key and quantizer regions. It is shown that such
ascheme is secure in the domain of unbiased estimators.

While the aforementioned studies focus on the stochastic
encryption of a quantized measurement of a deterministic pa-
rameter, [25] and [26] focus on the secrecy problem for a
random parameter in the Bayesian estimation setting. In [25],
the optimal deterministic encoding of ascalar random parameter
isinvestigated based on the minimization of expectation of the
conditional Cramér-Rao bound (ECRB) in order to guarantee
a certain level of estimation accuracy at the intended receiver
while keeping the estimation error at the eavesdropper above
a certain level. In [26], a robust parameter encoding approach
is developed and the optimization is based on the worst-case
CRB of the parameter in order to guarantee a certain level of
estimation accuracy at the intended receiver. Theresultsin [25]
are extended to vector parameter estimation scenarios in [27].
The common assumption in [25]-{27] is that the encoding
function is not available to the eavesdropper; hence, it acts like
asecret key similarly to the assumption of flipping probabilities
not being available to the eavesdropper in [22] and [24]. On
the other hand, for determining fundamental security limits
of many systems (such as those investigated in the classical
information theoretical framework), it is a common practice
to assume that the eavesdropper has the full knowledge of the
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encoding strategy at the transmitter. For example, in a Gaussian
wiretap channel, the positive secrecy capacity is possible even
though the eavesdropper knows the encoding scheme [12]. In
particular, data is kept private as a result of the condition that
the noise present in eavesdropper’s received signal is stronger
than the noise at the intended receiver. In that setting, the key
ingredient is to apply stochastic encoding at the transmitter to
achieve apositive rate with no data leakage to the eavesdropper.
Theencoder isusedto confusethe eavesdropper withthecost of a
reduced communicationrate. Inspired fromthisclassical setting,
in this manuscript, estimation theoretic secure transmission of
ascalar random parameter isinvestigated in a Gaussian wiretap
channel under the Bayesian framework, which has not been in-
vestigated in the literature. Asthe encoding strategy isavailable
to the eavesdropper, the encoder randomization is allowed to
increase ambiguity to possibly enhance security. The work in
this manuscript is distinguished from [25]-{27] as it assumes
that the mapping strategy is available to both the eavesdropper
and the receiver (i.e., not secret), allows stochastic encoding
in the transmitter, considers multiple observations rather than a
single one, and employs different performance metrics leading
to adistinct optimization problem. It isalso different from those
studies (such as[22], [23]) that allow stochastic encryption asit
considers direct encoding of a random parameter rather than a
measured deterministic one.

B. Contributions

In this manuscript, estimation theoretic secure transmission
of a scalar random parameter is investigated in the presence
of an eavesdropper in a Gaussian wiretap channel. The aim is
to achieve accurate estimation of the parameter at the intended
receiver while keeping the estimation error at the eavesdropper
above acertainlevel; or, aternatively, to ensure that the estima-
tionerror at theeavesdropper isaslarge aspossiblewhil e satisfy-
ing an estimation accuracy constraint at theintended receiver. To
enhance security, stochastic encoding is employed at the trans-
mitter, and the encoder is modeled to perform randomization
between two one-to-one, continuous encoding functions, which
should bedesigned. Itisassumed that the mapping at the encoder
isfully available to the eavesdropper and the receiver. For small
numbers of channel observations, both the eavesdropper and the
receiver are modeled to employ linear MMSE (LMMSE) esti-
mators, and for large numbers of observations, the ECRB metric
isemployed both in the receiver and the eavesdropper [30]. This
is because of the fact that even though the optimal estimator in
termsof the M SE metricisthe MM SE estimator, the cal cul ations
foritsM SE have high computational complexity anddonotyield
closed-form expressionsin general. LMM SE and ECRB tightly
approximate the optimal metric for small and large numbers of
observations(e.g., seeFigs. 2-4), respectively, in our setting, and
they facilitate theoretical analyses with intuitive explanations
based on closed-form expressions. Therefore, based on these
metrics, the optimization problems are formulated to perform
optimal encoding for small and large numbers of observations
separately. Both generic and affine functions are considered in
the proposed encoding scheme, and a number of theoretical
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results on the solutions of the problems are provided. Finally,
numerical examplesare presented to illustrate the theoretical re-
sultsfor both small and large numbers of observations. Themain
contributions and novelty in this manuscript can be summarized
asfollows:

* The problem of parameter encoding via encoder random-
ization is analyzed to ensure estimation theoretic secure
communication under the assumption that the encoding
scheme is available to the eavesdropper.

 For small numbers of observations, a closed form expres-
sion for the MSE of the LMMSE estimator is derived for
both the receiver and the eavesdropper for the considered
transmission and encoding scheme. The optimization prob-
lems to minimize the MSE at the intended receiver for a
given secrecy target at the eavesdropper and to maximize
the MSE at the eavesdropper for a given estimation accu-
racy limit at the receiver are formulated. The relationship
between the solutions of those problems is characterized.
An optimal solution of the optimization problems is ob-
tained theoretically when the channel of the eavesdropper
is noisier than the channel of the intended receiver. It is
also shown that a simple deterministic affine function can
attain the optimal value. For the case of affine functions,
the monotonicity behavior of the MSE is obtained with
respect to the randomization probability when the encoding
functions are fixed.

* For large numbers of observations, the optimization prob-
lems to minimize the ECRB at the intended receiver for a
given secrecy target at the eavesdropper and to maximize
the ECRB at the eavesdropper for a given estimation accu-
racy limit at the receiver are formulated. The optimizations
problems are theoretically solved when only deterministic
encoding isconsidered. It isalso shown that under symmet-
ric mapping, the ECRB is maximized when the randomiza-
tion probability is 1/2. Also, the monotonicity behavior of
the ECRB is obtained with respect to the randomization
probability when the encoding functions are fixed for this
case, aswell.

II. SYSTEM SETUP

Consider the transmission of a scalar parameter 6 A to
an intended receiver in the presence of an eavesdropper who
wants to estimate parameter 8. Both the intended receiver and
the eavesdropper obtain n-dimensional observations over their
respective additive noise channels. The aim is to achieve accu-
rate estimation of the parameter at the intended receiver while
keeping the estimation error at the eavesdropper above acertain
level; or, aternatively, to ensure that the estimation error at
the eavesdropper is as large as possible while satisfying an
estimation constraint at the intended receiver. To that aim, the
parameter is encoded by an encoding function f : A - I". Let
T(0) denote the encoded version of the parameter. Hence, the

ith observation at the intended receiver can be written as
Yi=Ff®)+V;, i=12,...,n. D

where the noise V; is modeled as a zero-mean Gaussian random
variable with variance 0\2,, and V; and 6 are assumed to be
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0 f() é Y;  (Receiver)
(Encoder)
—»@—» Z; (Eavesdropper)
W;
Fig. 1. System model for the parameter encoding problem.

independent [12]. On the other hand, the ith observation at the
eavesdropper is

Zi=f@O)+W;, i=12....n. @)

where W; iszero-mean Gaussian noisewith variance g, , which
isindependent of 8 fori = 1,2,..., n. Also, the prior informa-
tion on parameter 8 isrepresented by a probability density func-
tion (PDF) denoted by pg(0) for 8  A. The signal model in (1)
and (2) can aso be employed for flat-fading channels assuming
perfect channel estimation and appropriate equalization [31].
The intended receiver aims to estimate parameter 6 based on
observationsY  [Y1,Y2,...,Yn]" whereas the eavesdropper
usesobservationsZ  [Z1,Z>,...,Zn]" for estimating 8. The
system model isillustrated in Fig. 1.

The considered system model is aso known as the Gaussian
wiretap channel [9], [12], and has been studied extensively
via information theoretical tools, as mentioned in Section |I.
In that framework, it is assumed that the eavesdropper knows
the codewords (mapping) in the encoder and has unlimited
resources/time for computation. Therefore, the encoder applies
a stochastic mapping from messages to codewords to ensure
that the message can be kept unknown to the eavesdropper by
exploiting the degradedness of eavesdropper’s channel while
still being able to transmit the message to the intended receiver
at a certain rate.* Motivated from such a setting, the following
assumptions are made for the rest of this study:

» Theencoding function at thetransmitter isfully availableto
the eavesdropper and the receiver. Therefore, it is possible
that both the eavesdropper and the receiver can utilize
optimal estimators according to a certain metric.

 To enhance security, stochastic encoding is employed and
the encoder is modeled to perform the following mapping:

£1(0), with probability y

T8 = : o
T2(8), with probability 1 —y

©)

where i (8) : A - T isacontinuous and one-to-one func-
tionfork =1,2andy [0,1].2

 Each observation is corrupted by independent and identi-
cally distributed noi secomponents. Therefore, based onthis

1Unlike the classical Gaussian wiretap channel [9], [12], we consider a
scenario in which the channel of the eavesdropper is not necessarily worse than
that of the intended receiver.

2The stochastic encoder in (3) both facilitates practical implementations and
alows for theoretical investigations. Note that it can also be represented as
T(8) = f2—x (0), where X is a Bernoulli random variable with parameter y
and X is statistically independent of all other variables.
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and the previous assumption, the conditional PDF of the n
observations at the receiver given 8, denoted by p(y|8), can
be expressed as

n

pyl8) = p(yil6) (4)

i=1

wherey  [y1,Ya, ..., ¥nl", P(yil8) = v pv (vi — T1(6))
+ (1=y) pv (vi—F2(8)) andpy () = 52— exp{—55=}.
Similarly, the conditional PDF of the n observations at the
eavesdropper given 6, p(z|8), can be stated as

n

p(z8) =  p(zil6) ©)
i=1
where z  [21,22,...,2Za]", P(Zi|0) =Y pw (zi — F1(8))
+(1—y)pw (@i —f2(8)) and  pw(X) = ¥t —exp
(-2}

In this setting, the encoder should be designed in such away
that the estimation errors at the eavesdropper or, alternatively,
at the intended receiver satisfy the constraints. It is noted that
the secrecy capacity in information theory is an asymptotic
metric and assumesthat n — oo. In practice, itisalso important
to investigate how much secrecy can be achieved in the finite
regime with asmall number of observations. For example, [32]
provides new achievability results and converse bounds for the
maximal secret communication rate of wiretap channels for a
given finite blocklength n. Similarly, we focus on the optimal
encoding design in the non-asymptotic region for both small and
large numbers of observations in this work.

It isknown that the optimal estimator for Bayesian parameter
estimation in terms of the MSE metric is the MM SE estimator.
However, in most scenarios, the MSE of the optimal MMSE
estimator does not have a closed form expression. Therefore,
even though the encoding operation can be performed with such
an approach by using numerical methods, it does not allow theo-
retical investigationsfor achieving intuitive understanding of the
parameter encoding problem. It isknown that for alarge number
of observations, the M SE of the MM SE estimator converges to
the ECRB [30], and for asmall number of observations, the M SE
of the LM M SE estimator isaclose approximation to the optimal
MM SE (seeFigs. 2—4 for anillustration). (Notethat the LMM SE
estimator would actually be the optimal MM SE estimator if the
parameter of interest and the observationswerejointly Gaussian
random variables.) Therefore, instead of the optimal MM SE, the
ECRB and the LMM SE estimator will be considered in the rest
of the manuscript.

Remark 1: The main reason for employing the M SE metric
in both the receiver and the eavesdropper is that we focus on a
parameter estimation problemintheBayesian settinginthepres-
ence of an eavesdropper and the MSE metric iswidely used in
practice with or without secrecy concernsin such problems. For
example, estimation theoretic secrecy based on the M SE metric
has been considered in various channel scenarios such as Gaus-
sianinterference channel [16], multiuser MIM O broadcast chan-
nel [28], sensor network systems with eavesdroppers [18] and
MIMO Gaussian wiretap channel [29]. In addition to parameter
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estimation problems, the MSE metric is also utilized to design
practical and implementable methods to degrade performance
of eavesdroppers for enhancing security as an additional layer.

I1l. SMALL NUMBER OF OBSERVATIONS

In this section, it is assumed that a small number of observa-
tions are available to the intended receiver and the eavesdropper
to estimate 8. As motivated in the previous section, both the
eavesdropper and the intended receiver are modeled to employ
LMM SE estimators for a given number of observations n.

A. Generic Encoding Functions

First, generic encoding functions are considered at the trans-
mitter. To that end, as motivated in [25], the parameter space
and the intrinsic constraints on the functions f1(0) and f,(0)
are specified as follows:

e 8 A=]Jab]

o () [a,bjfork=1,2.

» T,1(8) and T, (B) are continuous and one-to-one functions.

The LMM SE estimator at theintended receiver can explicitly
be written for given observationsy as

6r = E(8) + Zo,v =3 (y — E(Y)), (6)
and the corresponding M SE can be obtained as
r =MSE =Var(8) — ZovZ'Z] v (7)

where gy = [Cov(6,Y1),Cov(8,Y2)...Cov(8,Yn)] and
Sv =EWY —EM))(Y —E(Y))"). Similarly, the MSE of
the LMM SE estimator at the eavesdropper, e, can be obtained
for given observations z by using Z instead of Y in (7). Based
on these MSE expressions, the optimization problems can be
proposed as follows:

min r St. e=0g (8)
Y. F1(8),12(8)

and

max e r<0a ©
y.1(8),12(6)
where a; and a, denote, respectively, the secrecy target for
the first problem and the estimation accuracy (error) limit at
the intended receiver for the second problem. The following
proposition provides a closed form expression for the MSE of
the LMM SE estimator at the intended receiver.

Proposition 1: TheMSE( ) of theLMM SE estimator at the
intended receiver for the encoding model specified in (3) with
given f1(8), f2(0) andy is

n(yci+(1—y)c)’

r=Var(®) - (n—1x+1—nt

(10)

where
X yiri+ (1 —y)’ra +2y (1 —y)E(FL(0) F2(6))
T yri+{1=y)rp+0f

t (ymy+(1—y)my)? (11)
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with m; = E(fi(e)), ri = E(fi(e)z) and ¢j = COV(fi(e),e)
fori=1,2.

Proof: Note that v =E(YYT)—E(Y)E(Y)'.
Also, E(Yk|8) =y f1(68) + (1 —y)T2(8). Then, E(Yy)=
E(E(NYk®)=ym+(@Q—y)m, for k=12,...,n
Therefore, E(Y) = (ymy + (1 —y) my)1, where 1 denotes
the n <1 column vector of ones. Thus, E(Y)E(Y)" =
(ymy+ (1—y)my)2117 =t117.

In addition, E(Y,2|8) =y (f1(8)? + 02 ) + (1 — y) (F2(6)?
+0%); hence, E(Y2)=yri+({1—y)ro+05 =1 for
k=1,2,...,n. Smilaly, E(Y;Y«|8) = E(Y;|6)E(Yk|0) =
(v F1(8) + (L —y) F2(8))>. Then, E(Y;Yi) =y*ri+(1—
V)21, +2y (1 —y)E(f(8) f2(8)) = x for j,k =1,2,...,n
and j = k. Overal, the value of the diagona elements of >+
isT — t and therest of the elementsare x — t.

Furthermore, gy = Cov(6,Yx)1T and Cov(8,Yk) =
E(0Yk) — E(B)E(Yk). Note that E(BYk) = E(E(0Yk]D)) =
E(0 E(Yk|0)) =y E(6F.(0))+ (1 — y)E(6F,(0)). Then, Cov
(6,Yi) =y (E(8F1(6))—E(B)E(F1(6)))+(1-y)(E(6F2(8))
— E(0)E(f2(0))) =ycy + (1 —y)c,. Therefore, the MSE
becomes Var(e) — Zev= =5y =Var(®) — (yc, +
(1 —vy)c2)?1T=M1. Note that the sum of the elements in
each row of Xy is the same; therefore, >~ 1 = Al, where
A=(n—1)x+1—nt. As A is an eigenvalue of >+ with
a corresponding eigenvector 1, ~*1 = (1/A)1 holds. Then,
1T = (1/N)171 =n/A. Hence, the MSE becomes
Var(8) — (yc1 + (1 —y)c2)?n/A, and inserting the value of
A = (n — 1)x + T — nt concludes the proof.

Proposition 1 provides a tool to calculate the MSE for any
given prior information pg(8), encoding scheme (f1(8), f2(8),
y) and number of observations n. Note that Proposition 1 can
similarly be derived for the eavesdropper by using 63, instead of
02 whenever necessary. It can be observed that the M SE in (10)
increases when the noise variance increases; therefore, r < o
when 02 < a3,.

It is noted that the optimization problems in (8) and (9) are
related such that the expressions for  and  differ only in
the noise variance terms. Therefore, it is possible to find a
relationship between the solutions of (8) and (9), as stated in
the following proposition.

Proposition 2: Supposethat S = {(y , f;, T,)} isthe set of
optimal solutionsto (8). Let the optimal value of (8) be denoted
as ,.Ifozissetasa, = | in(9), then the optimal solutions
of (9) satisfy the constraint in (9) with equality, and [ =
maXey f,.f) s e Where ! isthe optimal value of (9). Similarly,
let S = {(y', f], 1)} denote the set of optimal solutionsto (9).
If a; = [ in (8), then the optimal solutions to (8) satisfy the
constraint in (8) with equality, and = min ¢, ,) § r-

Proof: We provide a proof only for the first statement as the
second one can be shown in a similar fashion. Let the MSEs
of the intended receiver and the eavesdropper be denoted, re-
spectively, as = T(y,f1,f2,05) and ¢ = T(y, f1, F2,03)
for given y, f, and f,. Suppose that (y!, !, f}) is an op-
timal solution to (9) with T(y', !, f},02) <a, = ,. Then,
(y', f, 1) cannot be in the feasible set of (8) as a, = min
for ¢ =y in(8), implyingthat T(y', f], ¥}, 02,) < a;. Note
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that any (y ,f,,f,) S satisfies T(y ,f;,f,,03%)=0; >
T(y', £, £},062,), which shows that (y!, !, f]) cannot be an
optimal solution to (9). Therefore, the optimal solution to (9)
should satisfy T(y', f/,f},02) =a, =T(y ,f,,f,,02) =
» and it needs to be in S. Hence, the sufficient space to
search for the optimal solution of (9) reducesto S, and [ =
MaXey,f;,f2) s e

The following corollaries
Proposition 2.

Corollary 1: If (y ,f;,T,) isaunique solution to (8) with
the optimal value ., then it is also a unique solution to (9) for
O = .

Corollary 2: If all the optimal solutions to (8) satisfy the
congtraint in (8) with equality, then the optimal value of (9), I,
isequal toay foro, = .

Corollary 3: If (y',f{,f}) is a unique solution to (9) with
the optimal value [, then itis also aunique solution to (8) for
a; = Z'..

Corollary 4: If al the optimal solutions to (9) satisfy the
constraint in (9) with eguality, then the optimal value of (8), ,,
isequal to o, for oy = .

As the optimization problemsin (8) and (9) require a search
over functions, characterizing the set of optimal solutions in
every case may not be possible. However, Proposition 1 provides
the required expressions to eval uate the objective and constraint
functions for given 63, and o2 . Based on those expressions,
the following proposition provides a closed form expression
for an optimal solution to (8) and (9) when the channel of
eavesdropper isnoisier than that of theintended receiver; that is,
0z, > 02.

Proposition 3: If 63, > 02, an optima solution to (8) is
a deterministic affine function, denoted by T (8) = k,6 + k,,
where

immediately follow from

gz 1 1
= 4+ v _—

Ky == n o Var() (12)
and k, can be anything as long as T ()

optimal value of (8) is

[a,b]. Then, the

_ 02 Var(8) oy .
~ 0Z,(Var(8) —ay) + o2 oy

(13)

r

Similarly, an optimal solution to (9) is a deterministic affine
function, () = k6 + ki, where

n o, Var(d)

2
K=+ Sw 1 ! (14)

and k} can be anything as long as f1(6)
optimal value of (9) is

[a,b]. Then, the

oz, Var(8) oz .
oz (Var(8) — az) + 03,02

: (15)

Proof: First, we focus on the optimization problem in
(9). The denominator of the second term in (10) can be
rewritten as n(x —t) + T — X, where x —t =V ar(yf,(8) +
(1—y)f2(8)) and T—x =y (L —Y)E(f(8) — F2(8)]°) +
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02 . Also, the numerator of the second term in (10) can be
expressed as n Cov(yf1(8) + (1 — y)F»(8), 8)2. Therefore, .
and  become

e =Var(8)

3 n Cov(f, 0)2
nVar(f) +y (1 —y)E (If1(8) — F2(8)|2) + a3,
r =Var(0)

3 n Cov(f, )2
nVar(f) +y (1 —y)E (If1(8) — F2(8)]2) + 03

respectively, where yf1(0) + (1 —y)F2(8). Itisnoted that
unless we have thetrivial case of f = 0, the following equation
holds:

r—V _A+03
e—V  A+0?
whee V =Var(®) ad A nVar(f)+y(@d-—

V)E([F1(8) — F2(8)[2). Then, for all feasibley, F1(8), F(8),

_ A+0f A+0f
e—V (V )A+ 2 =V (V GZ)A'FO'\%V
A + o2
sV —( —ap)——~ 16
V — o) F o (16)

where A = miny ¢, £, A St., ¢ < 0. Note that the first in-
equality in (16) is due to the fact that , < a5 in the feasi-
ble region, and the second inequality is due to the fact that
(A +07)/ (A + 03,) isanincreasing function of A as 67, >
02 with A =0. As (16) provides a global upper bound for
e, If there exists a feasible (y, 1, f2) such that ¢ attains the
global bound, then it is concluded that . is maximized with it.
A sufficient condition for the existence of such a case is that
the solution of miny ¢, f,, ,<a, A satisfies the constraint with
equality, i.e,, = ay. Therefore, we aim to obtain the solution

of the following problem:
y,flig)l,r}z(e) nVvVar(f) +y(1—y)E |[fi1(8) —F2(0)|° st
n Cov(f, 6)2

— =V —a
nVar(f) +y (1 —y)E (Ifi(8) — F2(8)|?) + o

(17)

Note that for any possible f, which is obtained usi ng afeasible
(y, f1, ), there are infinitely many alternative ways of con-
structingitwith other feasible (y, f1, f2)’s. Among al construc-
tions, choosing f = f; = T, yieldsasmaller objectivevalueand
alarger valuefor theleft side of the constraint in (17), implying
that it is the optimal selection. Therefore, the problem reduces
to

- £ 0)2
min Var(f) st. V — M <oy
f

nVar(f)+ a2 (18)
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The constraint in (18) can be expressed as
n Var(®)Var(f) — Cov(f,08)2 +c2Var(d)

nVar(f) + o2

= 02

Note that Var(®)Var(f)—Cov(f,8)2=0 for any f
due to Cauchy-Schwarz inequdity. Therefore, Var(f) =
oz (Var(e) — az)/(nag) for any f. This global lower bound
canbeachievedviaf (8) = ki8 + k; withkj beinggivenby (14)
and kT being selected as any valueto guaranteef(e) [a,b]. It
is noted that when (9) is afeasible problem, |kT| < 1. For such
anencoding, A = a3 (Var(f) — az)/azand , = ay,i.e, the
constraint issatisfied with equality in (17). Therefore, an optimal
solution of (17), which is adeterministic affine function, is also
an optimal solution of (9), which yields the optimal value of

_ o2, Var(6)ax

e o2 (Var(6)—ay)+0Z, 0z

Based on the preceding discussion and Corollary 4, it can be
argued that an optimal solution to (8) is a deterministic affine
function when 63, > 0?2 . First, notice that any optimal solution
to (9) should satisfy the constraint with equality, i.e., » = as.
This is due to the fact for any other solution which does not
satisfy the constraint with equality, the inequality in (16) would
strictly be implying a gap between . and the global bound,
and it isalready shown that this bound can actually be achieved.
Therefore, theresult of Corollary 4 can be applied to connect the
solutions of (8) and (9) and to imply that the deterministic affine
functions solve (8) aswell under the conditions of Proposition 3.
ViaCorollary 4 and (15), the expression in (13) can be obtained
after arearrangement.

There are some interesting observations regarding the result
in Proposition 3. First, randomization between two functions
does not bring any benefits over deterministic encoding when
the intended receiver has aready a less noisy channel than
the eavesdropper, and the encoding function can be selected
as a simple affine function. Second, for a given a; (or, ;)
value, , (and [) does not depend on n; however, the slgpe
of the deterministic affine optimal function decayswith 1/ " n.
This means that the transmit power per channel use should be
decreased as n increases such that the total transmitted signal
power to send 6 with n channel uses stays constant. Also, the
constant term in the deterministic affine optimal function does
not have any effects; hence, it can be chosen freely as long as
the function remains in the feasible set.

Even though Proposition 3 provides aclosed-form expression
for an optimal solution when 63, > 02, it does not bring any
conclusions into the case of 63, < ¢ . In order to obtain the
solutions of the optimization problemsin (8) and (9) inthiscase,
the solution methods provided in [25] can be adopted, and . and

r can directly be calculated using (10). In this study, the piece-
wise linear approximation method described in [25] is utilized
to obtain the optimal solutions when 63, < 2. In particular,
for f;(8), theincrement in the kthinterval in [a, b] is defined as
AP fi(a+kAe) — fi(a+ (k—1)A0) fork =1,... M,
and the optimization is performed over 2M + 1 variables, that
is, [Axgl),Ax(l) .. Ax,(\?, Axf), Ax(z) e ,Axfﬁ,), v], by
using the Global Opt|m|zat|on Toolbox of MATLAB. In the
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numerical examples, M istakento be25, which seemsto provide
agood trade-off between accuracy and complexity.

Next, we investigate a special case in which the encoding
function is restricted to be affine.

B. Affine Encoding Functions

In this section, it is assumed that encoding is performed
via affine encoding functions such that f1(6) = k18 + k, and
f5(8) = 10 + s,.2 For this case, the MSE of the intended
receiver (and the eavesdropper by using 63, ) can be expressed
intermsof k1, k2, s3 and s, asacorollary to Proposition 1.

Corollary 5: The MSE ( ) of the LMM SE estimator at the
intended receiver for the encoding model specified in (3) when
fl(e) = k,6 + k, and fz(e) =s0+s5is

y(l—-vy)k+ad

r = Var(®) nVar(®)(yks +({@1—y)s1)2+y(1l—-y)K+ 0\2,
(19)

where
K E ((ky—s1)8+ (ko —s2))? . (20)

Proof: For the given f; and f;, ¢; and ¢, defined in Propo-
sition 1 becomek; V ar(8) and s V ar(8), respectively. Hence,
the numerator of the second term in (10) becomes n(y ki +
(1 —vy)s1)?Var(8)?. Also, the denominator of (10) can be
rewrittenasn(x —t) + T — X, wherex, T andt areasdefinedin
(12). Notethat (x — t) = y?k2V ar(8) + (1 — y)?s3V ar(6) +
2y(1 —y)kisiVar(8) = (vki + (1 —y)s1)*Var(8),andt —
x =y (1l —y)k+0Z, where K is as defined in (20). Af-
ter arranging the terms, the final expression in (19) is
obtained.

When the encoding functionsarerestricted to affinefunctions,
the optimization problems in (8) and (9) involve a search over
only 5variablesinstead of functions. Let X, [y, k1, k2, S1, S2]
and T, (Xa, 0\2}) r» Where | isasdefinedin (19). Then, the
optimization problems can be written as

max Ta(Xa, 02,) st. Ta(Xa,03) <0y (22)
where Ta(Xa, 03,) - Itisnoted that the optimization prob-
lemsin (21) and (22) are much easier to solve than those in the
case of encoding with generic functions.

Finally, as the closed form expression for the MSE with
affine encoding can be calculated based on given encoding
coefficients, it is aso possible to investigate its behavior as 'y
changes. Namely, the aim isto provide regionsof y [0, 1] in
which the MSE increases or decreases with respect to y. Such
a characterization is helpful for both theoretical analysis and
gaining intuition on the benefits of randomization. In addition,
it facilitates the specification of the exact optimal solution of y
for the given encoding functions, i.e., k1, ko, S1, S, and secrecy

3k4 and ko should be such that k16 + ko
s10 + s, needstobein[a, b] for al 6
and |s1| < 1.

[a,b]forall & [a,b]. Similarly,
[a, b]. Notethat thisrequires|ki| < 1
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target. The following proposition characterizes the behavior of

the MSE with respect to y, where y is taken as a real number

(thecaseof y [0, 1] immediately follows as acorollary).
Proposition 4: Definev(y) Voy? + v1y + Vg with

Vo —K(kf —s%)
Vi —2Ks? — 202 (ky — s1)?
Vo KS% - 20\2/ (kl - Sl)Sl

where K isas defined in (20). Then,

e ifv, =0andv; > 0,then isanincreasing (adecreasing)
function of y fory > —vgo/v1 (Y < —Vo/V1);

e ifv, = 0andv; < 0,then isadecreasing (anincreasing)
function of y for y > —vg/vy (Y < —Vo/V1);

e if v, > 0,then  isadecreasing function of y wheny isin
between the roots of v(y) = 0, which are %
and kl‘fgl , and an increasing function elsewhere;

e if v, <0, then [ isanincreasing function of y wheny is
in between therootsof v(y) = 0, and adecreasing function
elsewhere;

e if vy =v, =0, then | isconstant with respect toy.

Proof: From (19), the MSE can be expressed as , =

Var(®)h(y)/(Eg(y)> + h(y)), where h(y) =y(1—y)k+
02,9(y) = (ky —s1)y + s1, and & = nV ar () > 0. Consider
the derivative of the MSE with respect to vy, i.e., d /dy. As
the denominator of d /dy is always positive, it is enough to
characterizethe sign of itsnumerator with respecttoy. Let V(y)
denote the numerator of d /dy.* Then,

U(y) =h(y) &(y)*+h(y) —h(y)(2&g(y)g () +h(y))

=&g(y) (h (Y)a(y) —2h(y)g (v)) &v(y) (24)

whereh (y) = (1 —2y)k and g (y) = ki — s;. After inserting
these into (24), v(y) becomes

V(y) = (k1 —s1)y +5s1)

x —K(K1 + S1)y + Ks1 — 208 (K1 — S1)

(23)

=Vay? +V1y + Vg (25)

where v,, V1, and vg are as given in (23). As the roots of v(y)

are K81;§g§ Jf's‘;)_ 51) and -, theconclusionsintheproposition
can be obtained by applying the sign test to v(y).

The result in Proposition 4 can be used to find the optimal
y directly when k1, ko, s; and s, are fixed. For example, con-
sider a scenario with a single observation (n = 1), oy = 0.01,
ow = 0.5, and a secrecy target of a; = 0.08. If f,(8) =6 and
f,(6) = 1 — 8, where 8 is uniformly distributed in [0,1], then
v, =0 and v <0 with —vo/v, = 1/2 for both , and .
Therefore, wheny > 1/2, the MSE is a decreasing function of
y and wheny < 1/2 itisan increasing function of y according
to Proposition 4. Due to the symmetry in this specific problem,
it is possible to restrict y toy [0, 1/2]. Therefore, when y
increases, the MSEs (both  and ) increase monotonically
until y = 1/2, as well. As the goal is to minimize , it is

4TheV ar () term is omitted in the expression asit is always positive.
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obviousthat y should beincreased until ityields ¢ = a; = 0.08
but no more. Finaly, y = 0.3 can be obtained as the optimal
probability, and the corresponding M SE at the intended receiver
becomes = 0.07.

IV. LARGE NUMBER OF OBSERVATIONS

In this section, it is assumed that alarge number of observa-
tions are available to the intended receiver and the eavesdropper
to estimate 8.5 As motivated in Section |1, the ECRB metric is
employed for both the intended receiver and the eavesdropper
in this scenario. The constraints on the parameter space and the
encoding functions are the same as in the previous section.

The ECRB is defined as the expectation of the conditional
CRB with respect to the unknown parameter [30], which is
expressed as

Eo((1M(8))™) = ECRB  (26)

where pg(8) is the prior PDF of 8, 1 (8)~1 corresponds to
the conditional CRB for estimating 8 and 1™ (8) denotes the
Fisher information based on n observations. Therefore, for the
intended receiver, |$”)(e) can be expressed as

dlogp(yl) *
o= 29U gy @
with p(y|8) representing the conditional PDF of the n obser-
vations for a given value of 6 [33]. Also, dueto (4), | r')(6) =
nl.(0), wherel(0) istheFisher information based on p(y|8) =

ypv (y — F1(8)) + (1 —y) pv (y — F2(8)). Therefore,

°° u(G)2
1.(0) = — 28
O= oY )
where
e fl(e»2
u(e) =ya [271 e 2cr (y fl(e)) fl(e)
MOy ag
—(y=F2()2
ra-pve—e = CZre) (29)
MOy
and
—(y=F1(8)2 _ —(y=F2(8)2
oy0) = vl e 2% 4 E_Y e =g (30)
2MOoy 2naoy

In addition, when (28) is employed in (26), the ECRB at the
intended receiver, E,, is obtained as

1 b 1
n . |0e(9)I (e)

Similarly, the ECRB at the eavesdropper can be obtained by
defining Fisher information 1.(0) based onp(z|0) =y pw (z —

Er = (31)

51t should be emphasized that the ECRB approaches the MSE of the MM SE
estimator in the asymptotic region, which refers to either a large number of
observations or high SNR/SINR scenarios [30]. When stochastic encoding is
employed, there exists a certain interference term in the received signal limiting
theeffective SINR. Therefore, the ECRB metricisnot reliablefor asmall number
of observations even for a small noise variance.
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1(0)) + (1 —y) pw (z — T2(8)), which can be calculated asin
(28)—30). Then, the ECRB at the eavesdropper, Ee, is
1 b

Ee= 1 Po@)y g

Therefore, similarly to (8) and (9), the optimization problems
can be proposed as follows:

(32)

Er S.t. Ee = rll (33)

min
Y, F1(8),F2(0)

Ee st. Er=np (39

max

y.F1(8).12(6)
where n; and n, denote the secrecy target for the first problem
and the estimation accuracy limit at theintended receiver for the
second problem. Even though the simplification to (28) may not
be possible for the generic case, calculating the ECRB is still
easier and more practical for a large number of observations
than calculating the MSEs of estimators such as the MAP or
MM SE estimators.

Remark 2: Similarly to the results in Proposition 2 and
Corollary 1-4, the exact relationship between the solutions of
(33) and (34) can be obtained based on asimilar approach, which
is not repeated here for brevity.

It is noted that if the encoding function is deterministic, then
simplification is possible for both E, and E.. The following
proposition provides the solutions to the optimization problems
in (33) and (34) in the absence of randomization.

Proposition 5: Suppose that a deterministic encoding func-
tion £(0) is employed at the transmitter. For a given feasi-
ble secrecy target ng, the optimal value of the optimization
problem in (33) is ny 62 /03,. Furthermore, any f(6) with
(a2, /n) :pe(e)/f (8)2d8 = is an optimal deterministic
encoding function for (33). Similarly, for a given estima-
tion accuracy limit n,, the optimal value of the optimization
problem in (34) is np03,/0 . Furthermore, any f(6) with
(a2 /n) a pe (8)/F (8)?d8 = n, isan optimal deterministic en-
coding function for (34).

Proof: When a deterministic encoding function () isem-
ployed at the transmitter, 1,(0) in (28) simplifies to 1,.(8) =
T (0)?/02 [25]. Similarly, 1.(6) = T (8)?/03, . Then, the opti-
mization problem in (33) becomes

min ﬁ b (e)i de
f® N 4 Pol®)F (9)2
of °
st. i pe(e)f OB dod=n;. (35)

As the integra term is |dent|cal in both the objective and the
constraint functions, the argument in Proposition 5 follows by
choosing an encoding function that satisfies the constraint with
equality. The result for (34) can be justified similarly.
Proposition 5 shows that if there is no randomization in the
encoding function, then the ratio of E,/Ee depends only on
the noise variances in the channels of the eavesdropper and
the intended receiver. Therefore, any deterministic encoding
function can be used at the transmitter as long as it satisfies
the constraints. Also, it isnoted that the only difference between
using a generic deterministic encoding function and an affine
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deterministic encoding function is that the former may support
alarger set of feasiblen; (or, nz) values.

Finaly, it is possible to obtain some theoretica and in-
tuitive results for the generic stochastic encoding scheme in
(3) by using the convexity of the Fisher information with re-
spect to the conditional distribution [34]. Specificaly, let the
Fisher information based on p;1(y|8) and p»(y|6) be denoted
by 11(8) and 12(8), respectively. If ps(y[8) = yp1(y[6) + (1 —
Y)p2(y|6), then the Fisher information 13(8) based on p3(y|6)
satisfies 13(0) < yl11(8) + (1 —y)I2(8) given that y (0, 1)
and p1(y|0) = p2(y|8). Thisimpliesthat 13(0) is also a convex
function of y for any given 8 [a,b], and it always remains
below the linear line connecting 1,(0) and 1,(8).

This convexity property is helpful for providing a few in-
tuitive and analytical results. For example, a lower bound for
the ECRB can be obtained when f1(8) and f,(6) correspond
to affine encoding. To that end, consider the affine encoding
scheme described in Section 111-B. Then, 1;(8) = k?/0? and
1,(6) = k3/02. Then, 13(8) < (Yk? + (L —y)k3)/c?> 0
[a,b]. Therefore, for the ECRB of the intended receiver, it
is obtained that E, > %o and for the ECRE of
the eavesdropper, it is obtained that Ee > W%’?) The
following proposition provides aresult for symmetric encoding:

Proposition 6: Consider the symmetric mapping with
f1(8) = g(8) and f2(6) = go — 9(B) suchthatg(6) [a,b] and
go—g(®) [ab]foradl 6 [a,b]. Then, the ECRB is maxi-
mizedaty = 1/2.

Proof: Let y =vyo [0,1]. For the given model, 1(0) =
g (8)* =, G(8)*/p(y|8)dy, where

0(8) = yo e~ 52 V= 90)
21no o

B e O
210

02
m(y, 8, Yo) (36)
and
1 —(y=9(6)?
p(YI8) = Yo %e v
MOy
1 —(y+g(92)—go)2
+ (1—yo)%/ﬁe Y d(y, 8, o).
v
(37)

If the change of variables with go—y =V is applied
in the integration for 1(B), it is obtained that 1(6) =
g (8)2 2, MI3AVoX 4y Therefore, 1(6) attains the same
value for y =yp and y = 1 —yo; hence, it is a symmetric
function of y around y = 1/2 for any 6 [a,b]. Due to this
fact and the convexity of 1(8) with respect to y, its minimum
occursaty = 1/2 foral 8 [a,b], implying that the ECRB is
maximized aty = 1/2.

Finally, the behavior of the ECRB with respect to y can be
investigated for the general encoding scheme in (3) based on
the convexity property, as stated in the following proposition.
(Similar results can also be derived for 1¢(8).)
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di(6)

- |V_0 . dl(6)
v ly=

Proposition 7: Let &y ly=1-
d1. Then,

e ifdy<Oforal® [a,b], I(0) is monotone decreasing
with y, implying that the ECRB is monotone increasing
withy  (0,1);

e if dp >0 for al 8 [a,b], I:(8) is monotone increasing
with y, implying that the ECRB is monotone decreasing

do and

withy  (0,1);
e ifdg<Oanddy; >0 for agiven 6 [a,b], I,(8) has a
minimumy  (0,1). Furthermore, if y minimizes 1(6)

foral ® [a,b],then E, ismaximizedaty =y
Proof: Dueto the strict convexity of 1,(8) with respecttoy,
ie® > gholdsfory  (0,1).1fdy <Oforall @ [a,b], then

d'g—ée) <O0foradly (0,1) asthe value of the derivative only
increasesasy increases. Hence, 1, (8) isamonotone decreasing
functionof y foral® [a, b], whichimpliesthat E, ismonotone
increasing. Similarly, if do > 0foral 6 [a,b], d'g§9> > 0 for
aly (0,1); hence, 1-(6) is a monotone increasing function
of y for al 8 [a,b], which implies that E, is monotone
decreasing. Finally, if dg <0 and d; > 0, then via a similar
argument, there existsay =y such that 5|, _, =0, and
itisthe minimum for 1,(0), and the rest of the argumentsin the
proposition follow from (31).

The following point should be noted related to y in Propo-
sition 7. Even though there may not exist such ay which is
the minimum for al 6 [a,b] in generd, E, can still have a
maximizeriny (0, 1). Hence, itisonly asufficient condition,
and the symmetric mapping givenin Proposition 6isan example
in which this condition is satisfied.

Remark 3: The monotonicity results are important to gain
intuition about the benefits of randomization and provide a
practical tool and guide to obtain the optimal value of y for
given functions f1(0) and f,(6). For example, if the designer
fixes the encoding functions to decrease system complexity,
then the problem reduces to finding the optimal y to satisfy
the secrecy targets. (In some other scenarios, it may help reduce
the search space.) However, in order to obtain the solutionsof the
optimization problems in (33) and (34) in general, similarly to
the previous section, the piecewise linear approximation method
described in [25] can be utilized, and E¢ and E, are calculated
based on (26)—32).

Remark 4: Even though the ECRB metric is aso utilized
in [25], the current problem setup is significantly different
as it considers encoder randomization, multiple observations
(n > 1), and the availability of encoding information at the
eavesdropper. ECRB is only an optimization metric for the per-
formance of the estimator at thereceiver in[25], i.e., optimizing
itimpliesimproved overall performance. However, inthis study,
ECRB isused only when n issufficiently large; hence, itisrather
directly atight approximation of the optimal MSE value in the
asymptotic region. Also, in [25], different metrics are utilized
inthe receiver (ECRB) and the eavesdropper (M SE of LMM SE
estimator) whereas in this section, ECRB is utilized both in the
intended receiver and the eavesdropper. Due to these reasons,
most of the theoretical discussionsin [25] cannot be applied to
the current study.
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Fig. 2. ECRB, LMMSE and MMSE versus n for two simple encoding
scenarios.

V. NUMERICAL RESULTS

In this section, numerical examples are provided to investi-
gate the theoretical results and the solution of the optimization
problems proposed in Sections 111 and 1V.

A. Justification for LMMSE Estimator and ECRB Metric

In this section, we provide numerical examples to illustrate
the motivation behind using different approaches for the cases
of small and large numbers of observations. In all examples, the
corresponding ECRB and the M SEsfor theMM SE and LMM SE
estimators are plotted versus the number of observationsn. The
SNR is defined as 10 log,(1/02), where a? is the variance of
the zero-mean Gaussian noise. In thefirst example, we consider
a simple scenario in which the parameter is not encoded, i.e.,
T(6) = 6. In the second example, the parameter is encoded
by a simple piecewise linear deterministic encoding function
such that £(6) = 26/3 for 6 [0,0.5] and (8) = (46 — 1)/3
for 6 [0.5,1]. In both examples, it is assumed that 6 has
uniform distribution in 8 [0, 1] and the SNR is set to 5 dB.
The results are shown in Fig. 2 (top and bottom figures), and
the corresponding encoding functions are provided in the upper
right corner of each figure. It is observed that the M SEs of the
LMMSE and MM SE estimators are close to each other when n
issmall whereas the ECRB convergesto the M SE of the MM SE
estimator for large n values in both figures. In the absence of
encoding, the MSE performance of the MMSE and LMMSE
estimatorsisamost the samefor large numbers of observations,
as well. However, the performance of the LMMSE estimator
deviates from that of the MMSE estimator and the ECRB for
large numbers of observations in the second example (with
nonlinear encoding function), which motivates the use of ECRB
inthisregimeinthe general case. It isalso noted that the ECRB
isnot alower bound, and it rather identifiesthe optimal estimator
behavior in asymptotic scenarios.
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Fig. 4. ECRB, LMMSE and MMSE versus n, where 8 has beta distribution
with parameters (2,3) in [0,1].

Next, we provide two numerical examples in Figs. 3 and 4
under stochastic encoding asmodeledin (3). Inboth of the exam-
ples, itisassumed thaty = 0.8, f1(8) =8, and f,(6) =1—6
andB® [0, 1]. Also, 6 hasuniformdistributionin Fig. 3, and beta
distribution with parameters (2,3), i.e., pg(8) = 126 (1 — 8)?,
in Fig. 4. It is observed that for both SNR valuesin the figures,
the MSE of the LMMSE estimator and the ECRB are close to
the MSE of the MMSE estimator when n is small and large,
respectively.® Another important observation isthat asthe noise
variance decreases, the ECRB also reduces rapidly. For small

6At high SNRs, the MSE of the MMSE estimator may be in between the
ECRB and the MSE of the LMMSE estimator for medium values of n; hence,
amore conservative approach can be taken and the ECRB can be used for the
eavesdropper and the LMM SE metric can be used for the intended receiver in
such acase.
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values of n, the ECRB cannot capture the interference effect on
the error due to the randomization employed in the encoder, and
it can yield optimistic values for the M SE, which motivates the
use of the LMMSE estimator in such scenarios. On the other
hand, there is a performance gap between the LMMSE and
MM SE estimators for large values of n. Thisis due to the fact
that practical estimators start correctly deciding which mode
of encoding (f; or f,) is employed with larger observations.
However, the LMM SE is unable to achieve such adecision, mo-
tivating the use of the ECRB in such scenarios asit is very tight
in that region. Therefore, the LMM SE estimator and the ECRB
can be utilized for small and large numbers of observations,
respectively, at both the receiver and the eavesdropper.
Notethat the MM SE sol utionsin these examples are obtained
based on the following approach: For agiven 8, n—dimensional
realizations y are obtained empirically at each run of Monte-
Carlo smulations, and the conditional MSE is obtained. Then,
the MMSE estimator 6(y) = E(0]Y =y) is analytically cal-
culated for agiven y at each run. Finaly, the MSE is obtained
by taking the expectation of the conditional MSE over pg(0)
analytically. Thetotal number of Monte-Carlo runsis set to 10°.

B. Small Number of Observations

In this section, numerical results are provided for the case of
small number of observations. In al of the examples in this
section, it is assumed that the number of observations is 5,
i.e, n =5, and 0 is uniformly distributed in [0,2]. The SNRs
of the intended receiver and the eavesdropper are defined as
101log,4(1/02 ) and 10 log,4(1/0Z,), where? and 03, arethe
variances of the zero-mean Gaussian noise at each observation
of the intended receiver and the eavesdropper, respectively. The
following strategies are evaluated in the examples:

Stochastic generic: Thisstrategy correspondsto the solution
of (8) (and alternatively (9)), which provides optimal generic
encoding functions f1(0) and f,(0), and the probability y.

Stochastic affine: Thisstrategy correspondsto the solution of
(21) (and alternatively (22)), which provides the optimal affine
encoding functions f1(8) = k10 + k, and f2(8) = s10 + s,
and the probability y.

Deterministic generic: This strategy corresponds to the so-
[ution of (8) (and aternatively (9)) when adeterministic generic
encoding function f(8) isemployed at the transmitter.

Deterministic affine: This strategy corresponds to the solu-
tion of (21) (and alternatively (22)) when a deterministic encod-
ing function ¥(8) = k18 + k, isemployed at the transmitter.

First, we consider the minimization of the M SE at theintended
receiver for a given secrecy level at the eavesdropper, i.e., the
optimization problemsin (8) and (21).

In the first example, two different scenarios are considered,
and the MSE of the intended receiver is plotted versus the
SNR of the intended receiver. In Scenario 1, the SNR of the
eavesdropper is 20 dB, and the secrecy target oy = 0.26 and
in Scenario 2, the SNR of the eavesdropper is 15 dB, and the
secrecy target a; = 0.04. In Fig. 5, it is observed that when
the SNR of the intended receiver is higher than the SNR of
the eavesdropper, all strategies yield the same performance
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Fig.5. MSEof intended receiver ( ) versus SNR of intended receiver for two
different scenarios.

in both scenarios. This result is actually proved formally in
Proposition 3, and the optimal valuefor the M SE of theintended
receiver can be achieved by using a simple deterministic affine
function. For example, when the SNR of the intended receiver
is 30 dB, f(8) = 0.0136 is an optimal encoder for Scenario
1, yielding , = 0.0872, and f(8) = 0.06636 is an optimal
encoder for Scenario 2, yielding , = 0.0014 according to (12)
and (13). It is also observed in Fig. 5 that when the SNR of
the intended receiver is lower than that of the eavesdropper,
there is a performance gap between different strategies. In that
region, the deterministic affine functions perform worsethan the
other strategies, and applying randomization to affine functions
bringssignificant performancegains. Also, thegeneric functions
yield lower MSE values than affine functions. In Scenario 1,
stochastic generic functions bring a small performance gain
over deterministic generic functions. However, stochastic and
deterministic generic functions yield the same performance in
Scenario 2, implying that randomization is not necessary if a
generic function is employed in that scenario. Also, the MSE
of the intended receiver is equal to a; for al strategies when
the SNRs of the intended receiver and the eavesdropper are the
same.

In Fig. 6, the MSE of the intended receiver is plotted ver-
sus the secrecy target at the eavesdropper when the SNRs of
the eavesdropper and the intended receiver are 15 and 5 dB,
respectively. Obviously, as the secrecy target becomes larger,
the MSE of the intended receiver increases, as well. When the
secrecy targetisvery small (=0) or very ambitious (=V ar(0)),
all the strategies have similar performance. For medium val-
ues of ay, it is observed that the deterministic affine function
strategy performs significantly worse than the other strategies.
However, the stochastic affine strategy has significantly closer
performance to that of generic functions. When a; is less than
0.24, randomization does not bring any improvements over the
deterministic generic strategy. However, as a; gets larger (that
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Fig. 7. Optima encoding functions for different strategies when SNRs of
eavesdropper and intended receiver are 10 and O dB, respectively, and secrecy
target 0y is0.28.

is, a relatively large MSE is required at the eavesdropper),
stochastic generic functions have dlightly better performance
than deterministic ones. This implies that it is not possible to
claim that deterministic generic functions are an optimal class
of functionsin al settings even though their performanceis not
far from that of stochastic generic functions.

In Fig. 7, the optimal encoding functions for different strate-
gies are plotted when the SNRs of the eavesdropper and the
intended receiver are 10 and O dB, respectively, and the secrecy
target a; is 0.28. Some important observations can be made
from the figure related to the optimal functions. First, it is
noticed that the deterministic affine function maps6 [0, 2] to
asmaller interval ([0, 0.213]) to solve the optimization problem
and has a low degrees of freedom in the mapping operation.
On the other hand, the stochastic affine strategy sends an affine
function f1(8) = 0.46258 + 1.075 with probability 0.604 and
nothing (i.e., 2 () =0) with probability 0.396. Furthermore, the

|IEEE TRANSACTIONS ON SIGNAL PROCESSING, VOL. 67, NO. 23, DECEMBER 1, 2019

26— 7 D
18
1.6 H Deterministic affine
==&~ Stochastic affine, f1, w/p 0.8775
1 4 l| —©— Stochastic affine, 2, w/p 0.1225
Stochastic/Deterministic generic
12
S
08
o6 & e
o4t & e 4
-
e R S Y
0 0.5 1 1.5 2

Fig. 8. Optimal encoding functions for different strategies when SNRs of
eavesdropper and intended receiver are 15 and 5 dB, respectively, and secrecy
target a1 is0.04.

characteristics of the generic functions are quite different from
those of the affine functions. The optimal deterministic generic
function is £(8) =2 if 8 < 0.1232, and f(8) =0 otherwise.”
Thisimpliesthat theoptimal deterministic functionactually con-
vergesto anon-uniform quantizer such that 8 values are mapped
to 0 and 2. Furthermore, the stochastic generic function strategy
randomizes between two quantizer-like generic functions to
outperformtheoptimal deterministic encoding function strategy.
The intuition behind such a scheme is that a quantizer-like
encoder aready assigns =2 and =0 for a set of 8 values and
providesonelayer of ambiguity. Then, randomization over these
two quanti zer-likefunctionsprovidesan extralayer of ambiguity
about the parameter to achieve required secrecy targets for the
eavesdropper.

In Fig. 8, the optimal encoding functions for different strate-
gies are plotted when the SNRs of the eavesdropper and the
intended receiver are 15 and 5 dB, respectively, and the secrecy
target a; is 0.04. In this case, the secrecy constraint is not as
ambitious as the previous one. Similarly to the previous case,
the deterministic affine function maps 6 [0, 2] to a smaller
interval ([0, 0.746]). The stochastic affine approach sends the
origina value of the parameter with probability 0.8775 but it
maps 6 to =2 with probability 0.1225. According to Fig. 5, the
deterministic and stochastic affine approaches yield the MSE
valuesof 0.1923 and 0.088, respectively, illustrating the benefits
of randomization. In addition, the optimal deterministic generic
function (and aso the optimal stochastic generic function) has
different characteristics than the one in Fig. 7. In particular,
it has three different regions; namely, f(08) =2 for 8 < 0.57,
f(8) =0 for 6 > 1.43, and f(8) decreases monotonically for

"Note that the encoding functions are required to be one-to-one functionsin
this study; therefore, even though they are not allowed to stay constant over an
interval, it is easy to make sure that they are arbitrarily close to being constant
and dtill do not violate the one-to-one assumption. Also note that if f(8) is
an optimal deterministic solution, then £(8) = fo = £(0) is aso an optimal
solution aslongasf(8) [a, b], where fp isaconstant.
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Fig.9. MSE of eavesdropper ( ¢) versus SNR of eavesdropper when SNR of
intended receiver is 5 dB, and estimation accuracy limit oy is0.24.

0.57 = 6 < 1.43, yielding an MSE value 0.0597. This implies
that when the secrecy target is not very high, the determinis-
tic generic encoding function does not actually behave like a
non-uniform quantizer.

Proposition 4 can be utilized to derive the probability values
for the stochastic affine strategy theoretically for given affine
functions f; and 5. For example, if the parameters of Fig. 8 are
used in Proposition 4, it is obtained that v, < 0 for the M SEs of
both the eavesdropper and the intended receiver, and according
to the root test given in the proposition, the MSE decreases as
y increaseswheny [0,1]. Fory =0, . isfound as1/3 >
a; = 0.04; hence, y hastobeincreased until ¢ = a; = 0.04to
minimize . After some algebra, y can be obtained as 0.8775.

We also provide an example for the problem of maximizing
the MSE at the eavesdropper for a given estimation accuracy
limit at the intended receiver (i.e., the optimization problems
in (9) and (22)). In Fig 9, the MSE of the eavesdropper is
plotted versus the SNR of the eavesdropper when the SNR
of the intended receiver is 5 dB and the estimation accuracy
limit a, is 0.24. It is observed that when the SNR of the
eavesdropper is lower than the SNR of the intended receiver,
all the solutions have the same performance; that is, using an
optimal deterministic affine function is sufficient as claimed in
Proposition 3. However, when the SNR of the eavesdropper
increases, the MSE of the eavesdropper keeps decreasing for
the deterministic affine strategy. Performing randomi zation over
affine functions stops such a decline in the M SE and creates an
MSE floor at the eavesdropper. Using generic functions yields
evenahigher M SE floor, wherethe stochastic approach performs
dlightly better than the deterministic one.

Finaly, in Fig. 10, the MSE of the intended receiver ( )
is plotted versus the secrecy target oy, and the MSE of the
eavesdropper ( ¢) isplotted versusthe estimation accuracy limit
o, when the SNRsof the eavesdropper and theintended receiver
are 5 and 15 dB, respectively. In this scenario, it is already
established that al the methods have the same performance.
Note that  can be kept at relatively low levels for a; < 0.2;
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then, it increases rapidly as the secrecy demand becomes more
ambitious. Also, . increases at a high rate when a; is lower
than 0.15, but further relaxing the estimation accuracy limit at
the intended receiver does not bring significant benefitsin terms
of the MSE level at the eavesdropper.

It is noted that Proposition 2 and Corollary 1-4 establish the
direct relationship between the optimization problemsin (8) and
(9). Also, based on Proposition 3, it has already been established
that the conditions of Corollary 2 and 4 are satisfied when the
SNR of the intended receiver is higher than the SNR of the
eavesdropper; hence, their results can be applied. This can also
be verified in Fig. 10. For example, given a secrecy level of
a; = 0.2, the minimum MSE value at the intended receiver
is obtained as = 0.043 after solving (8). Furthermore, for
agiven estimation accuracy limit of o, = 0.043, the maximum
M SE value at the eavesdropper becomes ¢ = 0.2 after solving
(9). A similar relationship is also observed when the SNR of
the intended receiver islower than the SNR of the eavesdropper
according to Figs. 6 and 9.

C. Large Number of Observations

In this section, the numerical examples are provided for a
large number of observations. In all the examplesin this section,
it is assumed that the number of observations is 1000, i.e.,
n = 1000. Similarly to the previous section, it is assumed that
8 is uniformly distributed in [0,2] and the SNRs are defined
in the same way. Also, the stochastic generic, stochastic affine
and deterministic function strategies are evaluated in a similar
fashion. The stochastic generic strategy correspondsto the solu-
tion of (33) and alternatively (34). The stochastic affine strategy
also solves (33) or (34) with the additional assumption that the
encoding functions are affine; that is, f1(8) = k10 + k, and
f,(0) = s16 + s,. Based on Proposition 5, there will be no de-
terministic affine and deterministic generic strategies separately
in this section, and the solution of the deterministic strategy is
directly evaluated via Proposition 5.
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In this part, we consider the minimization (maximization) of
the ECRB at the intended receiver (eavesdropper) for a given
secrecy level (estimation accuracy limit) at the eavesdropper
(intended receiver) in Figs. 11 and 13 (Figs. 12 and 14). First,
the ECRB of the intended receiver (eavesdropper) is plotted
versus the SNR of the intended receiver (eavesdropper) when
the SNR of the eavesdropper (intended receiver) is 10 dB, and
the secrecy target ;. = 0.001 (and the estimation accuracy limit
Nz = 0.001).InFig. 11 (Fig. 12), itisobserved that the determin-
istic functions yield the worst performance and randomization
is beneficial at all SNR values of the intended receiver (eaves-
dropper) for alarge number of observations, which was not the
casefor asmall number of observations. Note that the stochastic
generic and affine functions have the same performance when
the SNIR of the intended receiver islower than that of the eaves-
dropper. However, the stochastic generic functions outperform
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thestochastic affinefunctionswhenthe SNR of intended receiver
is higher than the SNR of the eavesdropper. Note that the ECRB
versus SNR curve for the deterministic functionsisalinear line
as explained in Proposition 5. Also, the ECRB of the intended
receiver (eavesdropper) isequal to ny (n2) for al the strategies
when the SNRs of the intended receiver and the eavesdropper
are same.

Next, in Fig. 13 (Fig. 14), the ECRB of the intended receiver
(eavesdropper) is plotted versus the secrecy target (estimation
accuracy limit) for two different scenarios. In both scenarios, the
SNR of the eavesdropper (receiver) is 10 dB and the SNR of the
intended receiver (eavesdropper) is5 and 20 dB in the first and
second scenarios, respectively. In the first (second) scenario in
Fig. 13 (Fig. 14), the performances of the stochastic strategies
are almost the same and they are better than the deterministic
solution. Furthermore, in the second (first) scenario in Fig. 13
(Fig. 14), the stochastic generic solution has better performance
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than the stochastic affine solution; hence it has the overall best
performance. In that case, it isinteresting to note that asn; (n32)
increases, the performance gap between the stochastic solutions
and the simple deterministic solution increases, as well. This
shows that randomization can bring significant performance
improvements over the deterministic solution in the case of a
large number of observations.

Finally, Proposition 6 and 7 can be utilized in the numerical
examplesto further analyze the results. For example, in Fig. 11,
when the SNR of the eavesdropper is 10 dB, and the SNR of
the intended receiver is 15 dB, with n; = 0.001, the solution
of the optima stochastic affine encoding strategy is found
asf1(8) = 0.48248 + 1.0352, f,(0) = 0.9648 — 0.48248, and
y = 0.5. Note that according to Proposition 6, this is a sym-
metrical mapping; therefore, the ECRB of the eavesdropper is
maximized at y = 0.5. Also, asthis encoding function satisfies
the secrecy constraint with equality, Proposition 6 implies that
other y values would be infeasible for this particular ; and f».
Also, again in Fig. 11, when the SNR of the intended receiver
is 5 dB, the solution of the optimal stochastic affine encod-
ing strategy is found as f1(8) = 0.42746 + 0.2597, f,(6) =
0.42746 + 0.8989, andy = 0.5. In order to employ Proposition
7, it can be shown that dg <0 and d; >0 for al 8 [0, 2].
Actually, 1(8) is constant for a given y for this given f; and
f,, and y = 0.5 minimizes 1(8) (as it is constant, basicaly
for al 8 [a,b]). Therefore, the ECRB of the eavesdropper is
maximized at y = 0.5.

It is important to mention that the closed-form expressions
(e.g., Proposition 1, Corollary 5, and egns. (26)—(30)) obtainedin
thetheoretical parts(Sectionslll and V) areusedto calculatethe
LMMSE and ECRB valuesin the numerical examples. The per-
formance of thetheoretically optimal solutions(e.g., Proposition
3and5) iscompared with the simulationsfor verification and the
same performance results are obtained. However, the curves are
not duplicated in the figures for brevity/clarity of presentation.

D. Computational Complexity

The dimension of the search space and the number of mul-
tiplications required to calculate the constraint and objective
functions are both important factors about the compl exity of the
proposed methods. In the case of the stochastic generic function
approach, the optimizationisperformed over 2M + 1 variables,
where M isthe number of piecewise regions. For the determin-
istic generic solutions, the optimizationisover M variables. The
affine solutions require optimization over five and two variables
for the stochastic and deterministic cases, respectively. When
Proposition 3 and 5 are utilized, no search is required and the
solutionscan beaobtained directly. Also, theintuition provided by
Proposition 4 can reducethe search spacetofour variablesfor the
stochastic affine solutions in the small number of observations
case. For large numbers of observations, the search space for
the stochastic generic solution can be reduced to 2M based on
Proposition 6 when the conditions of the proposition hold.

For small numbers of observations, we use the expressions
in Proposition 1 to calculate the MSE. In the calculations, the
most costly terms are the expectation terms such as E(f1(6) 6)
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and E(f2(0) 0). To calculate these terms, which include one-
dimensional integrals, one of the possible ways is to employ
Riemann sums, each of which includes S terms for a given
step size. Then, when the stochastic and deterministic generic
functions are used, calculating the objective function requires
0(14S) and O(5S) multiplications, respectively. For the affine
solutions, we do not have any of these terms, which implies a
complexity of O(1). Asthe only difference between the objec-
tive and constraint is the noise variance term, the complexity
does not double for calculating both functions. It isimportant to
note that the computational complexity does not depend on n.

For large numbers of observations, the overall expression re-
quires double integration and complexity of O(14S,S;), where
theRiemann sumshave S; and S, terms. Eventhoughthe ECRB
calculation is more complex than calculating the MSE of the
LMMSE estimator, it also does not depend on n. Note that
the optimal MMSE expression would require n + 1 integrals
instead of two; hence, it is possible to tightly approximate the
optimal MSE performance by using the ECRB with a much
lower complexity. Finally, when the conditions of Corollaries
14 are sdtisfied, it is possible to connect the optimization
problemsin (8) and (9) (or, (33) and (34)) so that it is sufficient
to solve one of the problems to obtain the solutions of both.

V1. CONCLUDING REMARKS

Estimation theoretic secure transmission of a random scalar
parameter has been investigated in a Gaussian wiretap channel
model, and various constrained optimization problems have
been proposed in terms of estimation accuracy performance of
the intended receiver and the eavesdropper. The results have
shown that for small numbers of observations, when the SNR of
the intended receiver is higher than that of the eavesdropper, the
deterministic affine solution forms a class of optimal functions,
which verifies the theoretical results. When the SNR of the in-
tended recelver islower than that of the eavesdropper, stochastic
genericfunctionshavethebest performancein general; however,
depending on the target secrecy/accuracy value, deterministic
generic functions can provide an optimal solution, as well.
Stochastic affine functions can provide significant performance
gains over deterministic affine functions, and they can be an
attractive aternative solution to generic functions. For large
numbers of observations, deterministic generic/affine functions
have worse performance than stochastic solutions at all SNRs
and in all the considered scenarios. Therefore, stochastic en-
coding is also attractive in this region of operation. Similarly
to the previous case, stochastic generic functions have the best
performancein general ; however, stochastic affine functionscan
also provide an optimal solution in certain scenarios. Intuitively,
the main factor that determines whether the stochastic methods
bring performance gains or not isthe quality and quantity of the
measurements available to the eavesdropper given the secrecy
target. If the eavesdropper has a large number of observations
or a small number of observations with a better SNR than the
intended receiver, then it is encoder’s task to make estimation
more challenging for the eavesdropper; hence, stochastic encod-
ing provides performance gains especially in such scenarios. As
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arelevant future work, it would be interesting to investigate the
M SE-based and information theoretically optimal solutionsin a
common and fair framework to provide theoretical comparisons
and connections.
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