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ABSTRACT

OPTIMAL PARAMETER ENCODING STRATEGIES
FOR ESTIMATION THEORETIC SECURE

COMMUNICATIONS

Çağrı Göken

Ph.D. in Electrical and Electronics Engineering

Advisor: Sinan Gezici

December 2019

Physical layer security has gained a renewed interest with the advances in

modern wireless communication technologies. In estimation theoretic security,

secrecy levels are measured via estimation theoretic tools and metrics, such as

mean-squared error (MSE), where the objective is to perform accurate estima-

tion of the parameter at the intended receiver while keeping the estimation error

at the eavesdropper above a certain level. This framework proves useful both

for analyzing the achievable performance under security constraints in parame-

ter estimation problems, and for designing low-complexity, practical methods to

enhance security in communication systems. In this dissertation, we investigate

optimal deterministic encoding of random scalar and vector parameters in the

presence of an eavesdropper, who is unaware of the encoding operation. We also

analyze optimal stochastic encoding of a random parameter under secrecy con-

straints in a Gaussian wiretap channel model, where the eavesdropper is aware

of the encoding strategy at the transmitter. In addition, we perform optimal

parameter design for secure broadcast of a parameter to multiple receivers with

fixed estimators.

First, optimal deterministic encoding of a scalar parameter is investigated in

the presence of an eavesdropper. The aim is to minimize the expectation of the

conditional Cramér-Rao bound (ECRB) at the intended receiver while keeping

the MSE at the eavesdropper above a certain threshold. The eavesdropper is

modeled to employ the linear minimum mean-squared error (LMMSE) estima-

tor based on the encoded version of the parameter. First, the optimal encoding

function is derived in the absence of secrecy constraints for any given prior distri-

bution on the parameter. Next, an optimization problem is formulated under a

secrecy constraint and various solution approaches are proposed. Also, theoretical

results on the form of the optimal encoding function are provided. Furthermore,

a robust parameter encoding approach is developed. In this case, the objective is
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to maximize the worst-case Fisher information of the parameter at the intended

receiver while keeping the MSE at the eavesdropper above a certain level. The op-

timal encoding function is derived when there exist no secrecy constraints. Next,

to obtain the solution of the problem in the presence of the secrecy constraint,

the form of the encoding function that maximizes the MSE at the eavesdropper

is explicitly derived for any given level of worst-case Fisher information. Then,

based on this result, a low-complexity algorithm is provided to calculate the op-

timal encoding function for the given secrecy constraint. Numerical examples are

presented to illustrate the theoretical results for both the ECRB and worst-case

Fisher information based designs.

Second, optimal deterministic encoding of a vector parameter is investigated in

the presence of an eavesdropper. The objective is to minimize the ECRB at the

intended receiver while satisfying an individual secrecy constraint on the MSE

of estimating each parameter at the eavesdropper. The eavesdropper is modeled

to employ the LMMSE estimator based on the noisy observation of the encoded

parameter without being aware of encoding. First, the problem is formulated

as a constrained optimization problem in the space of vector-valued functions.

Then, two practical solution strategies are developed based on nonlinear indi-

vidual encoding and affine joint encoding of parameters. Theoretical results on

the solutions of the proposed strategies are provided for various scenarios on

channel conditions and parameter distributions. Finally, numerical examples are

presented to illustrate the performance of the proposed solution approaches.

Third, estimation theoretic secure transmission of a scalar random parameter

is investigated in the presence of an eavesdropper. The aim is to minimize the

estimation error at the receiver under a secrecy constraint at the eavesdropper;

or, alternatively, to maximize the estimation error at the eavesdropper for a

given estimation accuracy limit at the receiver. In the considered setting, the

encoder at the transmitter is allowed to use a randomized mapping between two

one-to-one and continuous functions and the eavesdropper is fully aware of the

encoding strategy at the transmitter. For small numbers of observations, both

the eavesdropper and the receiver are modeled to employ LMMSE estimators,

and for large numbers of observations, the ECRB metric is employed for both the

receiver and the eavesdropper. Optimization problems are formulated and various

theoretical results are provided in order to obtain the optimal solutions and to

analyze the effects of encoder randomization. In addition, numerical examples

are presented to corroborate the theoretical results. It is observed that stochastic
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encoding can bring significant performance gains for estimation theoretic secrecy

problems.

Finally, estimation theoretic secure broadcast of a random parameter is inves-

tigated. In the considered setting, each receiver device employs a fixed estimator

and carries a certain security risk such that its decision can be available to a

malicious third party with a certain probability. The encoder at the transmitter

is allowed to use a random mapping to minimize the weighted sum of the condi-

tional Bayes risks of the estimators under secrecy and average power constraints.

After formulating the optimal parameter design problem, it is shown that the op-

timization problem can be solved individually for each parameter value and the

optimal mapping at the transmitter involves a randomization among at most three

different signal levels. Sufficient conditions for improvability and nonimprovabil-

ity of the deterministic design via stochastic encoding are obtained. Numerical

examples are provided to corroborate the theoretical results.

Keywords: Parameter estimation, physical layer security, secrecy, Cramér-Rao

bound (CRB), optimization, mean-squared error, Fisher information matrix

(FIM), Gaussian wiretap channel, broadcast channel.



ÖZET

KESTİRİM KURAMSAL GÜVENLİ HABERLEŞME

İÇİN OPTİMAL PARAMETRE KODLAMA

STRATEJİLERİ

Çağrı Göken

Elektrik ve Elektronik Mühendisliği, Doktora

Tez Danışmanı: Sinan Gezici

Aralık 2019

Modern kablosuz haberleşme teknolojilerindeki gelişmelerle beraber fiziksel

katman güvenliğine duyulan ilgi yeniden artmıştır. Kestirim kuramsal güvenlikte

gizlilik seviyeleri, ortalama karesel hata (OKH) gibi kestirim kuramı araç ve

metrikleriyle ölçülmekte, buradaki amaç ise parametrenin gerçek alıcıda doğru

bir şekilde kestirimi sağlanırken, gizli dinleyici tarafında oluşacak hatayı da be-

lirli bir seviyenin üstünde tutabilmektir. Böyle bir model, hem parametre kestirim

problemlerinde güvenlik kısıtlamaları altında ulaşılabilecek performansı analiz

etme açısından, hem de düşük karmaşıklı, pratik yöntemlerle haberleşme sis-

temlerindeki güvenliği artırabilme açısından faydalıdır. Bu tezde, rastgele skaler

ve vektör parametrelerin optimal deterministik kodlaması, kodlama işleminden

habersiz olan bir gizli dinleyici varlığı altında araştırılmaktadır. Ayrıca, rastgele

bir parametrenin optimal stokastik kodlaması, gizlilik kısıtlamaları ve Gauss din-

leme kanalı modeli altında analiz edilmektedir. Burada dinleyicinin göndericideki

kodlama stratejisini tam olarak bildiği varsayılmaktadır. Ek olarak, bir parame-

trenin sabit kestiricilere sahip birden fazla alıcıya güvenli bir şekilde yollanması

için optimal parametre tasarımı gerçekleştirilmektedir.

İlk olarak, skaler bir parametrenin deterministik kodlaması gizli dinleyici

varlığı altında incelenmektedir. Amaç, gizli dinleyicideki OKH değerini belli

bir eşiğin üzerinde tutarken, hedeflenen alıcıdaki ortalama koşullu Cramér-Rao

sınırını (OCRS) minimize etmektir. Dinleyici, kodlanmış parametreyi temel

alarak hesaplanmış olan doğrusal minimum ortalama karasel hata (DMOKH)

kestirici kullanıyor şekilde modellenmektedir. Öncelikle, gizlilik kısıtlamaları ol-

madığı durumlar için, herhangi verilmiş bir öncül dağılıma sahip parametrenin

optimal kodlama fonksiyonu elde edilmektedir. Daha sonra, optimizasyon prob-

lemi gizlilik kısıtlaması altında formüle edilmekte, çeşitli çözüm yaklaşımları
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önerilmektedir. Ayrıca, optimal kodlama fonksiyonunun yapısı üzerine kuram-

sal sonuçlar sunulmaktadır. Bunların dışında, gürbüz bir parametre kodlama

yaklaşımı geliştirilmektedir. Bu durumda amaç, gizli dinleyicideki OKH değerini

belli bir seviyenin üzerinde tutarken, hedeflenen alıcıdaki en kötü Fisher bilgisini

maksimize etmektir. Gizlilik kısıtlaması olmadığı durum için optimal kodlama

fonksiyonu elde edilmektedir. Daha sonra, verilmiş herhangi bir en kötü Fisher

bilgisi seviyesi için, gizli dinleyicideki OKH değerini maksimize eden kodlama

fonksiyonu da tam olarak elde edilmektedir. Bu sonuç kullanılarak, verilmiş

bir gizlilik kısıtlaması için optimal kodlama fonksiyonunu hesaplayacak düşük

karmaşıklı bir algoritma temin edilmektedir. Sayısal sonuçlar, hem OCRS hem

de en kötü Fisher bilgisi temelli tasarımlar için elde edilmiş kuramsal sonuçları

örneklendirmek için sunulmaktadır.

İkinci olarak, gizli dinleyicinin bulunduğu durumda, bir vektör bir parame-

trenin optimal deterministik kodlaması araştırılmaktadır. Amaç, gizli dinleyicide

her bir parametre için oluşacak bireysel gizlilik kısıtlamalarını sağlarken, hede-

flenen alıcıdaki OCRS değerini minimize etmektir. Gizli dinleyici, kodlanmış

parametrenin gürültü içeren gözlemlerini kullanan ancak kodlamanın farkında

olmadan oluşturulmuş bir DMOKH kestirici kullanacak şekilde modellenmekte-

dir. Öncelikle problem, kısıtlamalı optimizasyon problemi olarak vektör değerli

fonksiyonlar uzayı üzerinde formüle edilmektedir. Daha sonra, iki tane pratik

çözüm stratejisi geliştirilmektedir. Bunlar doğrusal olmayan bireysel kodlama

ve parametrelerin afin ortak kodlaması üzerine kurulmaktadır. Önerilmiş strate-

jilerin çözümleri üzerine kuramsal sonuçlar, değişik kanal şartları ve parametre

dağılımı senaryoları için verilmektedir. Son olarak, sayısal sonuçlar, önerilmiş

çözüm yaklaşımlarının performansı üzerine örnekler sunmaktadır.

Üçüncü olarak skaler rastgele bir parametrenin, gizli bir dinleyici varlığı

altında, kestirim kuramsal güvenli bir şekilde iletilmesi araştırılmaktadır. Hedef,

gizli dinleyicide bir gizlilik kısıtlaması varken alıcıdaki kestirim hatasını minimize

etmek veya alternatif olarak, alıcıda bir kestirim doğruluğu sınırı varken, gizli

dinleyicide oluşacak kestirim hatasını maksimize etmektir. Çalışılan düzende,

göndericide bulunan kodlayıcı, iki adet birebir ve sürekli fonksiyon arasında

rastgele bir tercihte bulunabilmektedir ve gizli dinleyici, göndericinin bu kod-

lama stratejisini tamamen bilmektedir. Küçük sayıdaki gözlemler için, hem

alıcının, hem de gizli dinleyicinin DMOKH kestirici kullandıkları varsayılmakta,

fazla sayıdaki gözlemler için ise OCRS metriği hem alıcı hem de gizli dinleyici

için kullanılmaktadır. Optimizasyon problemleri formüle edilmekte, kuramsal
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sonuçlar hem optimal çözümleri bulmak, hem de kodlayıcı rastgeleleştirmesinin

etkilerini analiz etmek açısından verilmektedir. Ek olarak, sayısal örnekler ku-

ramsal sonuçları desteklemek amacıyla sunulmaktadır. Stokastik kodlamanın

kestirim kuramsal gizlilik problemler için önemli performans kazancı sağladığı

gözlenmektedir.

Son olarak, rastgele bir parametrenin kestirim kuramsal güvenli olarak

yayınlanması araştırılmaktadır. Çalışılan düzende her alıcı cihaz, sabit bir ke-

stirici kullanmakta, ayrıca belli bir güvenlik riski taşımaktadır. Yani kestiri-

cilerin kararları belli bir olasılıkla zararlı üçüncü taraf kullanıcılar tarafından

ele geçirilmiş olabilmektedir. Göndericideki kodlayıcı, güvenlik ve ortalama güç

kısıtlamaları altında, kestiricilerin ağırlıklandırılmış koşullu Bayes risk toplam-

larını minimize edecek şekilde rastgele bir eşleme kullanabilmektedir. Opti-

mal parametre tasarımı problemi formüle edildikten sonra, optimizasyon prob-

leminin her bir parametre değeri için ayrı ayrı çözülebileceği gösterilmektedir.

Ayrıca, göndericide kullanılacak optimal eşlemede, en fazla üç farklı sinyal se-

viyesi arasında rastgeleleştirme yapılabileceği gösterilmektedir. Stokastik kod-

lama vasıtasıyla deterministik kodlamanın geliştirilebilirliği ve geliştirilemezliği

üzerine yeter koşullar elde edilmektedir. Sayısal örnekler kuramsal sonuçları

desteklemek amacıyla verilmektedir.

Anahtar sözcükler : Parametre kestirimi, fiziksel katman güvenliği, gizlilik,

Cramér-Rao sınırı, eniyileme, karesel ortalama hata, Fisher bilgi matrisi, Gauss

hat dinleme kanalı, yayın kanalı.
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Chapter 1

Introduction

Security has been a crucial issue for communications. In a secure communication

system, the main goal is to secretly transmit data to an intended receiver in the

presence of a malicious third party such as an eavesdropper. As the age of Internet

of Things (IoT), smart homes and cities, self-driving cars, and wireless sensor net-

works with a vast number of nodes has already arrived, it is necessary to find ways

to ensure secure communication of data in such systems. Massive deployments of

sensors, the nature of wireless links across a network, and the sensitivity of data

collected by sensors present serious security challenges. Traditionally, key-based

cryptographic approaches have been employed in many applications for secure

communication [1], [2]. In [3], Shannon proved that the cryptographic approach

known as one-time-pad can achieve the perfect secrecy; that is, the original mes-

sage and the cypher text become independent, if the number of different keys is

at least as high as the number of messages. However, the management of key

generation and distribution can be very challenging in heterogenous and dynamic

networks with vast numbers of connections [4], [5]. Furthermore, as many nodes

in sensor networks are low-cost with limited battery power and bandwidth and

have strict latency requirements, it may not be suitable to consider cryptographic

solutions as the only layer of security in such systems [6].

Based on these motivations, there has been a renewed interest in physical layer
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secrecy to develop alternative or complementary layers of security technologies.

Physical layer secrecy is based on the idea of exploiting the randomness in wire-

less channel conditions to ensure secure communication [7]. In [8], Wyner proved

that when the channel between the transmitter and the eavesdropper is a de-

graded version of the channel between the transmitter and the intended receiver,

then reliable communication can be achieved without information leakage to the

eavesdropper. One common approach to measure the amount of achieved secrecy

is to use information theoretic metrics and tools, such as capacity, and to examine

the highest rates at which the transmitter can encode a message while maintain-

ing a certain equivocation level at the eavesdropper. Following Wyner’s work,

a multitude of studies have been performed based on this approach for various

channel models such as fading channels [9]-[11], Gaussian wiretap, broadcast and

interference channels [12]-[18] and transmission scenarios such as multiantenna

systems [19], cooperative communications with user or jammer cooperation [20]-

[23]. In the literature, alternative metrics and frameworks have also been uti-

lized to quantify secrecy levels. For example, secure communication problem is

investigated based on the signal-to-noise ratio (SNR) metric in the quality-of-

service (QoS) framework in [24]-[26]. In [27], the secrecy constrained distributed

detection problem is studied under Bayesian and Neyman-Pearson frameworks.

Alternatively, estimation theoretic tools such as mean-squared error (MSE) and

Fisher information have recently been used to measure security performance in

parameter estimation problems and to design low-complexity, practical and se-

cure communication systems [28]-[46]. In this approach the aim is to optimize

the estimation accuracy performance of the estimator at the intended receiver,

while keeping estimation error at the eavesdropper above a certain target.

In this dissertation, optimal parameter encoding strategies are investigated to

ensure estimation theoretic secure communications in the presence of an eaves-

dropper. In Chapter 2, we investigate the optimal deterministic encoding of a

scalar random parameter under secrecy constraints, where the objective is to

optimize the estimation accuracy based on the expectation of the conditional

Cramér-Rao bound (ECRB) and alternatively worst-case Fisher information at
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the intended receiver while keeping the mean-squared error (MSE) at the eaves-

dropper above a certain level [42, 43]. In Chapter 3, we focus on the optimal

deterministic encoding of a random vector parameter in the presence of an eaves-

dropper and develop practical solution strategies to minimize the ECRB at the

intended receiver while satisfying an individual secrecy constraint on the MSE of

estimating each parameter at the eavesdropper [44]. In both chapters, the com-

mon assumption is that the eavesdropper is not aware of the encoding operation

at the transmitter. In Chapter 4, we investigate optimal encoding of a scalar ran-

dom parameter under the assumption that the encoding strategy is fully available

to the eavesdropper, and the transmitter can utilize a randomized mapping be-

tween two one-to-one and continuous functions to enhance security [45]. Finally,

in Chapter 5, we work on the optimal stochastic parameter design for secure

broadcast problem, where each receiver device employs a fixed estimator that

can be compromised by a malicious third party with a certain probability [46].

In the following, we present a literature review and summarize the contributions

of the thesis.

1.1 Optimal Deterministic Encoding for Secure

Communications

As a common alternative approach to the information theoretic secrecy, estima-

tion theoretic secrecy has been employed in a wide variety of problems in the

literature [28]–[36]. In [28], the output Y of a channel for a given input X is

encoded by a random mapping PZ|Y in order to ensure that the MMSE for esti-

mating Y based on Z is minimized while the MMSE for estimating X based on

Z is above (1− ǫ)V ar(X) for a given ǫ ≥ 0, where V ar(X) denotes the variance

of X . In [29], the secret communication problem is considered for Gaussian in-

terference channels in the presence of eavesdroppers. The problem is formulated

to minimize the total MMSE at the intended receivers while keeping the MMSE

at the eavesdroppers above a certain threshold, where joint artificial noise and

linear precoding schemes are used to satisfy the secrecy requirements.
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Another application area of the estimation theoretic secrecy is distributed in-

ference networks, where the information coming to a fusion center (FC) from

various sensor nodes can also be observed by eavesdroppers. The secrecy for dis-

tributed detection and estimation can be ensured via various techniques such as

design of sensor quantizers and decision rules, stochastic encoding, artificial noise

to confuse eavesdroppers, and MIMO beamforming [30]. In [31]-[33] the secrecy

problem in a distributed inference framework is investigated, where the informa-

tion coming to a fusion center from various sensor nodes can also be observed by

eavesdroppers. In [31], the estimation problem of a single point Gaussian source

in the presence of an eavesdropper is analyzed for the cases of multiple transmit

sensors with a single antenna and a single sensor with multiple transmit antennas.

Optimal transmit power allocation policies are derived to minimize the average

MSE for the parameter of interest while guaranteeing a target MSE at the eaves-

dropper. In [32], the asymptotic secrecy and estimation problem is studied when

the sensor measurements are quantized and the channel between sensors and re-

ceivers are assumed to be binary symmetric channels. Furthermore, in [33], the

secrecy is investigated in terms of distortion (and secrecy) outage, which is the

probability that the MMSE at the FC (eavesdropper) is above (below) certain

distortion levels. The optimal transmit power allocation policies are derived to

minimize the distortion outage at the FC under an average transmit power and

a secrecy outage constraint at the eavesdropper. In [34], the secure inference

problem is investigated for deterministic parameters in IoT systems under spoof-

ing and man-in-the-middle-attack (MIMA). For MIMAs, necessary and sufficient

conditions are derived to decide when the attacked data can or cannot improve

the estimation performance in terms of the Cramér-Rao bound. For spoofing at-

tacks, effective attack strategies are described with a guaranteed performance in

terms of Cramér-Rao bound (CRB) degradation and it is shown that quantization

imposes a limit on the robustness of the system against such attacks. In [35], pri-

vacy of households using smart meters is considered in the presence of adversary

parties who estimate energy consumption based on data gathered in smart me-

ters. The house utilizes the batteries to mask the real energy consumption. The

Fisher information is employed as a metric for both scalar and multivariable case

and the optimal policies for the utilization of batteries are derived to minimize
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the Fisher information to achieve privacy.

For estimation theoretic approaches, the Cramér-Rao bounds provide useful

theoretical limits for assessing performance of estimators. It is known that when

the parameter to be estimated is non-random, the conditional CRB states that,

under some regularity conditions, the MSE of any unbiased estimator is bounded

by the inverse of the Fisher information for each given value of the parameter [47].

On the other hand, if the parameter to be estimated is random with a known

prior distribution, then the extended versions of the CRB, such as the Bayesian

Cramér-Rao bound (BCRB) and the expectation of the conditional Cramér-Rao

bound (ECRB), can be employed [48]. Even though the BCRB effectively takes

the prior information into account and can provide a useful lower bound for the

maximum a-posterior probability (MAP) estimator in the low signal-to-noise ratio

(SNR) regime, it does not exist for some prior distributions due to the violation

of an assumption in its derivation. For example, the BCRB does not exist when

the parameter has a uniform prior distribution over a closed set [48]–[49]. More

importantly, when the conditional CRB is a function of the unknown parameter,

which is commonly the case, the BCRB does not present a tight bound in the

high SNR regime.1

Therefore, for the parameter encoding problem, the use of the BCRB as the

objective function may be misleading and can result in trivial bounds in some

cases. For these reasons, ECRB can be employed instead of BCRB, as it has

widely been utilized in a variety of applications in the literature; e.g., [50]-[53].

The ECRB is known to provide a tight limit for the MAP estimator asymp-

totically, and converges to the Ziv-Zakai bound (ZZB) in the high SNR regime

[48]. Therefore, the optimization of parameter encoding according to the ECRB

metric leads to close-to-optimal performance for practical MAP estimators in the

high SNR regime. Although the ZZB can provide a tight limit for all SNRs, it

has high computational complexity compared to the ECRB [48, 54] and does not

allow theoretical investigations for achieving an intuitive understanding of the

1This is also a problem for the weighted Cramér-Rao bound (WCRB), which is a generalized
version of the BCRB using a weighting function, and can be employed for the cases in which
the BCRB does not exist [48, 49].
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parameter encoding problem.

In the first part of Chapter 2, we consider the transmission of a scalar parame-

ter to an intended receiver in the presence of an eavesdropper. In order to ensure

secret communications, we utilize an encoding function (continuous and one-to-

one) applied on the original parameter. The aim is to minimize the ECRB at the

intended receiver while ensuring a certain MSE target at the eavesdropper. It is

assumed that the eavesdropper uses a linear MMSE (LMMSE) estimator without

being aware of the encoding. An optimization problem is formulated to obtain

the optimal encoding function for given target MSE levels. At the first step, the

secrecy requirements are omitted and the optimization problem is solved under

no constraints. In that case, a closed-form analytical solution is provided for the

optimal encoding function for any given prior distribution. Next, the MSE con-

straint for the eavesdropper is included and various solution approaches, such as

polynomial approximation, piecewise linear approximation, and linear encoding

are proposed. Also, theoretical results are derived related to the structure of the

optimal encoding function under some assumptions.

In the second part of Chapter 2, we focus on the worst-case CRB (equiva-

lently, the worst-case Fisher information) in order to develop a robust parameter

encoding approach that guarantees a certain level of estimation accuracy at the

intended receiver. The proposed problem requires different solution approaches

than that of the problem based on ECRB due to the minimax nature of the

worst-case optimization. In particular, we investigate the transmission of a uni-

formly distributed scalar parameter to an intended receiver in the presence of an

eavesdropper. Similarly to the first part of the chapter, we utilize an encoding

function (which is one-to-one and continuous except at a finite number of points)

applied on the original parameter to facilitate secret communications, and the

eavesdropper is modeled to employ the LMMSE estimator based on the noisy

observation of the encoded parameter without being aware of encoding. The

objective is to minimize the maximum CRB (equivalently, to maximize the min-

imum Fisher information) at the intended receiver while ensuring a certain MSE

target at the eavesdropper. An optimization problem is formulated to obtain

the optimal encoding function for a given target MSE level at the eavesdropper.
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First, the secrecy constraint is omitted and the optimization problem is solved

under no constraints, which yields a closed-form analytical solution. Then, to

solve the optimal encoding problem in the presence of the MSE constraint on

the eavesdropper, the optimal encoding function that maximizes the MSE at the

eavesdropper is derived analytically for any given level of minimum Fisher infor-

mation at the intended receiver. Based on this analytical result, a low-complexity

algorithm is proposed to obtain the solution of the proposed problem.

Even though the optimal parameter encoding problem has been investigated

for scalar parameters in Chapter 2 from a CRB-based optimization perspective,

it is possible that the channel input can contain multiple parameters in many

practical scenarios such as [29], [35], [36]–[38]. Estimation of multiple parameters

is required in many applications such as in localization [47] and joint frequency

and phase estimation [48]. Secure transmission of multiple parameters has also

been investigated in the literature for different applications and scenarios. In [36],

the filter design with secrecy constraints is studied for a multiple-input multiple-

output (MIMO) Gaussian wiretap channel, where the parameter of interest is

a vector, each component of which is zero mean with a unit variance and is

independent of others. In [37], a beamforming scheme is proposed for a downlink

multiuser MIMO system for secure communication, where the vector parameter

carries the unit-energy data symbols of each user. Another important use-case for

the secure multiple parameter estimation problem occurs in smart grids/homes

and internet of things (IoT) systems [38]. For example, the vector parameter

carries the state of the grid, i.e., the voltage angles and magnitudes at each of

the buses, in the scenario of state estimation problem in a smart-grid system. In

another example, the parameter is the state of the position and velocity of an

autonomous vehicle. In a further example, the parameter represents the pollutant

concentration over an entire city in an air monitoring system in a smart city, where

each individual component of the vector can represent the pollutant concentration

in a certain neighborhood [38].

In Chapter 3, we focus on a secure multi-parameter transmission scenario based

on the preceding motivations. Similarly to Chapter 2, the parameter is encoded

using an encoding function prior to transmission. It is important to emphasize
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that the difference of the multiparameter scenario from the single parameter case

is not only based on the number of parameters. In the encoding of a scalar

parameter, a single scalar valued function is utilized as an encoder. In the mul-

tiparameter case, as the parameter of interest is a random vector, the encoding

function becomes a vector valued function, which generates different opportu-

nities compared to the scalar case during the encoding operation such as joint

encoding of parameters using a nonlinear function. As a simple example, consider

a scenario in which the parameter involves the coordinates of the location of a tar-

get. Then, before sending the true coordinate, a simple shuffle of the coordinates

can create a considerable amount of localization error at the eavesdropper as the

eavesdropper is not aware that such a secret-key is employed. This means that

the problem of optimal encoding of multiple parameters requires new analyses

and theoretical investigations as the theoretical analysis and tools employed in

Chapter 2 are not able to cover it directly in general. When the encoding function

is assumed to be an affine function as a special case, it corresponds to employing

a linear precoding matrix strategy, which has been employed in various studies

to ensure security [29], [30]. In Chapter 3, the objective of encoding design is

to minimize the ECRB, which is defined as the average of the trace of the in-

verse Fisher Information Matrix (FIM). The eavesdropper is modeled to employ

the linear MMSE (LMMSE) estimator based on the noisy observation of the en-

coded parameter without being aware of encoding. Compared to other studies in

the estimation theoretic security literature, the proposed formulation is a novel

approach for problems involving multiple parameters. Also, the possible corre-

lations among the parameters and the correlations in the noise components of

intended receiver/eavesdropper are taken into account, which is not applicable in

the scalar case. First, the optimization problem is formulated to obtain the opti-

mal encoding function for a given target MSE level based on the assumption that

the joint encoding approach is applied via a nonlinear encoding function. Based

on this formulation, two special cases of the generic form of the encoding function

is studied to develop practical encoders. In the first approach, each element of

the vector parameter is encoded individually by a nonlinear scalar function. For

this strategy, it is shown that when the transmitted parameters are independent

and the channel noise for the eavesdropper is white, the optimization problem

8



decouples into individual scalar problems, which are investigated in the first part

of Chapter 2. Then, the case for colored Gaussian noise for the eavesdropper is

investigated, where the optimization problem cannot be decoupled. For the two-

parameters case, fundamental insights are provided about the optimal solution

of the multiple parameter case by considering the correlation in the noise com-

ponents, which cannot be obtained by studying the single parameter case. In the

second approach, the encoding function is assumed to be an affine function. This

method allows for joint encoding, or simple shuffle and scale of the parameters,

which cannot be utilized in the single parameter case. Therefore, all the theoret-

ical analyses related to this approach are new contributions. For this strategy,

first the secrecy requirements are omitted, and an optimal solution is derived

theoretically when the channel noise for the intended receiver is white. Next, the

MSE constraint for the eavesdropper is considered and several theoretical results

are provided regarding the form of the optimal affine joint encoder.

1.2 Encoder Randomization for Secure Commu-

nications

Stochastic encryption has been used as a defense mechanism against eavesdrop-

per attacks in the estimation theoretic security framework [30],[39]-[41]. In [39],

stochastic encryption is performed based on the 1-bit quantized version of a noisy

sensor measurement to achieve secret communication, where both symmetric and

asymmetric bit flipping strategies are considered under the assumptions that the

intended receiver is aware of the flipping probabilities and the eavesdropper is un-

aware of the encryption. The effects of the flipping probabilities on the Cramér-

Rao bound (CRB) and the maximum likelihood (ML) estimator at the fusion

center, and on the bias and the MSE at the eavesdropper are investigated. It

is shown that it is possible to create biased estimation and large errors at the

eavesdropper via this simple scheme. In [40], the binary stochastic encryption

(BSE) approach proposed in [39] is extended to non-binary stochastic encryption

(NBSE) to facilitate vector parameter estimation. In [41], secrecy provided by
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stochastic encryption is studied under the assumptions that the eavesdropper is

aware of the particular technique, e.g., BSE, NBSE, employed in the transmitter,

uses an unbiased estimator, and does not know the encryption key and quan-

tizer regions. It is shown that such a scheme is secure in the domain of unbiased

estimators.

While the aforementioned studies focus on the stochastic encryption of a quan-

tized measurement of a deterministic parameter, we focus on the secrecy problem

for a random parameter in the Bayesian estimation setting in this dissertation.

The common assumption in both Chapter 2 and 3 is that the encoding function

is not available to the eavesdropper; hence, it acts like a secret key similarly to

the assumption of flipping probabilities not being available to the eavesdropper in

[39] and [41]. On the other hand, for determining fundamental security limits of

many systems (such as those investigated in the classical information theoretical

framework), it is a common practice to assume that the eavesdropper has the

full knowledge of the encoding strategy at the transmitter. For example, in a

Gaussian wiretap channel, the positive secrecy capacity is possible even though

the eavesdropper knows the encoding scheme [18]. In particular, data is kept pri-

vate as a result of the condition that the noise present in eavesdropper’s received

signal is stronger than the noise at the intended receiver. In that setting, the key

ingredient is to apply stochastic encoding at the transmitter to achieve a positive

rate with no data leakage to the eavesdropper. The encoder is used to confuse

the eavesdropper with the cost of a reduced communication rate.

In Chapter 4, inspired from this classical setting, estimation theoretic secure

transmission of a scalar random parameter is investigated in a Gaussian wiretap

channel under the Bayesian framework, which has not been investigated in the

literature. As the encoding strategy is available to the eavesdropper, the encoder

randomization is allowed to increase ambiguity to possibly enhance security. The

work in Chapter 4 is distinguished from that of Chapter 2 and 3 as it assumes

that the mapping strategy is available to both the eavesdropper and the receiver

(i.e., not secret), allows stochastic encoding in the transmitter, considers mul-

tiple observations rather than a single one, and employs different performance

metrics leading to a distinct optimization problem. It is also different from those
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studies (such as [39, 40]) that allow stochastic encryption as it considers direct

encoding of a random parameter rather than a measured deterministic one. In

Chapter 4, estimation theoretic secure transmission of a scalar random parameter

is investigated in the presence of an eavesdropper in a Gaussian wiretap chan-

nel. The aim is to achieve accurate estimation of the parameter at the intended

receiver while keeping the estimation error at the eavesdropper above a certain

level; or, alternatively, to ensure that the estimation error at the eavesdropper

is as large as possible while satisfying an estimation accuracy constraint at the

intended receiver. To enhance security, stochastic encoding is employed at the

transmitter, and the encoder is modeled to perform randomization between two

one-to-one, continuous encoding functions, which should be designed. It is as-

sumed that the mapping at the encoder is fully available to the eavesdropper and

the receiver. For small numbers of channel observations, both the eavesdropper

and the receiver are modeled to employ linear MMSE (LMMSE) estimators, and

for large numbers of observations, the ECRB metric is employed both in the re-

ceiver and the eavesdropper [48]. This is because of the fact that even though

the optimal estimator in terms of the MSE metric is the MMSE estimator, the

calculations for its MSE have high computational complexity and do not yield

closed-form expressions in general. LMMSE and ECRB tightly approximate the

optimal metric for small and large numbers of observations, respectively, in our

setting, and they facilitate theoretical analyses with intuitive explanations based

on closed-form expressions. Therefore, based on these metrics, the optimization

problems are formulated to perform optimal encoding for small and large numbers

of observations separately. Both generic and affine functions are considered in the

proposed encoding scheme, and a number of theoretical results on the solutions

of the problems are provided.
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1.3 Optimal Parameter Design for Secure

Broadcast

Secure broadcast of data to multiple users is a critical issue in the secrecy liter-

ature [37],[55]–[57]. In [37], beamforming schemes are developed to ensure that

legitimate users meet individual estimation error targets whereas the eavesdrop-

per is deliberately jammed by an artificial noise component. In [57], security

via regularized channel inversion precoding is investigated in a broadcast channel

with confidential messages, where the transmitter broadcasts data to multiple

users including potentially malicious ones and external eavesdroppers.

In Chapter 5, we consider the broadcast of a parameter to a number of low-

complexity receivers with fixed estimators, where each receiver carries a certain

risk of being compromised. This is because of the fact that malicious third parties

can directly hijack the devices in the system or can access decoded/estimated

data in certain scenarios. Our goal is to obtain an optimal parameter encoding

strategy to minimize the average estimation performance at the receivers under

secrecy and power constraints. To this end, each parameter is mapped using a

stochastic function. In the literature, stochastic encoding of random parameters

is studied for estimation problems [58], [59]; however, secrecy constraints are not

considered, which become highly critical in modern systems. We show that an

optimal signal design involves randomization among at most three different signal

levels for each parameter value. We also provide sufficient conditions to specify

when randomization can or cannot improve the optimal deterministic signaling

approach.

1.4 Organization of the Dissertation

The organization of this thesis is as follows. In Chapter 2, the optimal deter-

ministic encoding of a random scalar parameter is investigated under security

constraints. In Chapter 3, secure transmission of a random vector parameter is
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studied and practical deterministic encoding strategies are introduced. In Chap-

ter 4, estimation theoretic security is investigated when the encoder at the trans-

mitter is allowed to use a randomized mapping and the eavesdropper is fully aware

of the encoding strategy. In Chapter 5, the optimal parameter design problem is

studied for secure broadcast to multiple receivers with fixed estimators. Finally,

the concluding remarks and possible future research directions are provided in

Chapter 6.
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Chapter 2

Optimal Parameter Encoding

under Secrecy Constraints

In this chapter, optimal deterministic encoding of a scalar parameter is investi-

gated in the presence of an eavesdropper [42, 43]. The main contributions of this

chapter can be summarized as follows:

• First, the problem of optimal parameter encoding is proposed by considering

an ECRB metric at the intended receiver and an MSE target level at the

eavesdropper.

• Considering a generic prior distribution, a closed-form expression is derived

for the optimal encoding function under no secrecy constraints.

• A closed form expression for E(|β̂(Z) − θ|2) is provided when the eaves-

dropper employs the linear MMSE estimator without being aware of the

encoding, where β̂(Z) is the estimator of the eavesdropper and θ is the true

value of the parameter. It is shown that the corresponding ECRB and MSE

value do not change if the domain of the function is shifted. It is also proved

that if the prior distribution is symmetric on the domain, the search for opti-

mal encoding functions can be limited to decreasing functions. In addition,
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a closed-form expression is derived for the supremum of E(|β̂(Z)−θ|2) over
all feasible encoding functions when the prior distribution is uniform.

• Three solution approaches are proposed to find the optimal encoding func-

tion. The polynomial and piecewise linear approximations are used to cal-

culate the optimal encoding functions numerically, and linear functions are

employed to develop a suboptimal encoding scheme. It is shown that the

optimal linear encoding function can be obtained simply by finding the

roots of a polynomial equation. In addition, solutions are provided based

on power functions in the numerical examples.

• A robust parameter encoding approach is developed. To that end, the op-

timization is based on the worst-case Fisher information of the uniformly

distributed scalar parameter in order to guarantee a certain level of esti-

mation accuracy at the intended receiver and an MSE target level at the

eavesdropper.

• A closed-form analytical solution for robust design is obtained when the

optimization problem is solved under no secrecy constraints.

• The optimal encoding function that maximizes the MSE at the eavesdrop-

per is derived analytically for any given level of minimum Fisher information

at the intended receiver. Based on this analytical result, a low-complexity

algorithm is proposed to obtain the solution of the proposed optimal robust

encoding problem in the presence of the MSE constraint on the eavesdrop-

per.

• Via numerical examples, the optimal ECRB values and encoding functions

are obtained based on the proposed approaches for the case of a varying

target MSE level when eavesdropper’s channel quality is fixed, and for the

case of a varying eavesdropper’s channel quality when the target MSE level

is fixed. Also, a numerical example for robust encoding based on worst-case

Fisher information is provided to illustrate the theoretical results and the

proposed algorithm.
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This chapter is organized as follows: The system model is introduced in Sec-

tion 2.1. The optimal parameter encoding problem based on ECRB and worst-

case Fisher information is investigated in Section 2.2 and Section 2.3, respectively.

The numerical results are presented in Section 2.4, and the concluding remarks

are given in Section 2.5.

2.1 System Model

Consider the transmission of a scalar parameter θ ∈ Λ to an intended receiver

over a noisy and fading channel, where the noise is denoted by Nr and the instan-

taneous fading coefficient of the channel is denoted by the constant hr. It is also

assumed that there exists an eavesdropper trying to estimate parameter θ. The

aim is to achieve accurate estimation of the parameter at the intended receiver

while keeping the estimation error at the eavesdropper above a certain level. To

that aim, the parameter is encoded by a continuous, real valued, and one-to-one

function f : Λ → Γ. Hence, the received signal at the intended receiver can be

written as

Y = hrf(θ) +Nr (2.1)

where Nr is modeled as a zero-mean Gaussian random variable with variance σ2
r ,

and Nr and θ are assumed to be independent. On the other hand, the eavesdrop-

per observes

Z = hef(θ) +Ne (2.2)

where he is the fading coefficient for the eavesdropper, and Ne is zero-mean Gaus-

sian noise with variance σ2
e , which is independent of θ and Nr. Also, the prior

information on parameter θ is represented by a probability density function (PDF)

denoted by w(θ) for θ ∈ Λ. The intended receiver tries to estimate parameter

θ based on observation Y whereas the eavesdropper uses observation Z for es-

timating θ. The system model is illustrated in Fig. 2.1. It is assumed that the
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θ f(·) × + Y

hr Nr

× +

he Ne

Z

Figure 2.1: System model for the parameter encoding problem.

channels are slowly fading; that is, the channel coefficients are constant during

the transmission of the parameter.1

The following assumptions are made about the eavesdropper’s strategy:

• f acts like a secret key between the transmitter and the intended receiver

and is not known by the eavesdropper. Hence, the estimator at the eaves-

dropper actually tries to estimate f(θ) , β without the knowledge of f

based on observation Z = hef(θ) +Ne.

• The eavesdropper observes a scaled and noise corrupted version of f(θ) (not

θ) and it can only obtain prior information related to f(θ) (e.g., based on

previous observations). It is assumed that the eavesdropper knows only the

mean and the variance of f(θ), which are quite easy to obtain compared to

the PDF of f(θ).

• Based on the previous assumption, the eavesdropper employs the linear

MMSE estimator, which requires the prior knowledge of the mean and vari-

ance of f(θ) due to the independence of θ and Ne (see (2.24) and (2.25)).

According to this strategy, the MSE at the eavesdropper can be written as

E(|β̂(Z) − θ|2), where β̂(Z) is the estimator of the eavesdropper and θ is the

true value of the parameter. Optimal encoder design is performed based on

1Considering a block fading scenario in which the channel coefficients are constant for a
block of transmissions [10, 11, 60, 61], the parameter encoding function should be designed for
each block.
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ECRB and alternatively, worst-case Fisher information using the system model

described in Fig. 2.1.

2.2 ECRB Based Encoder Design

For quantifying the estimation accuracy at the intended receiver, first the ECRB

will be used, as motivated in Section 1.1. The ECRB is defined as the expectation

of the conditional CRB with respect to the unknown parameter [48], which is

expressed as

Eθ

(

I(θ)−1
)

=

∫

Λ

w(θ)
1

I(θ)
dθ = ECRB (2.3)

where w(θ) is the prior PDF of θ, I(θ)−1 corresponds to the conditional CRB for

estimating θ,2 and I(θ) denotes the Fisher information, i.e.,

I(θ) =

∫
(

∂ log pY |θ(y)

∂θ

)2

pY |θ(y)dy (2.4)

with pY |θ(y) representing the conditional PDF of Y for a given value of θ [47].

The aim is to minimize the ECRB at the intended receiver over the encoding

function f(·). However, the estimation performance at the eavesdropper, which

tries to estimate the parameter by using its observation Z, should also be con-

sidered. Therefore, the aim becomes the minimization of the ECRB for θ at the

intended receiver while keeping the estimation error at the eavesdropper above

a certain limit. Therefore, when deciding on the encoding scheme by using a

one-to-one and continuous function in the presence of an eavesdropper, the av-

erage error at the eavesdropper should be considered, as well. Hence, the overall

optimization problem is proposed as follows:

fopt = argmin
f

∫

Λ

w(θ)
1

I(θ)
dθ s.t. E

(

∣

∣β̂(Z)− θ
∣

∣

2
)

≥ α (2.5)

2The conditional CRB presents a lower limit on the MSE of any unbiased estimator of θ
based on Y for every θ ∈ Λ.
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where α is the MSE target at the eavesdropper and the expectation is over the

joint distribution of θ and Z. In addition, the parameter space and the intrinsic

constraints on the encoding function f are specified as follows:

• θ ∈ Λ = [a, b].

• f(θ) ∈ [a, b].

• f is a continuous and one-to-one function.

Namely, it is assumed that the parameter space is a closed set in R and the

encoder function is an endofunction; that is, the domain and the codomain of

the encoder function are the same. This is due to the practical concern that the

transmitter should use the same hardware structure in the presence and absence

of encoding. Furthermore, the endofunction assumption implies the peak power

constraint on the encoder and it guarantees that the identity mapping f(θ) = θ

(i.e., no encoding) is a legal encoding function. It also preserves the maximum

range of the parameter, b−a. Note that it is actually possible to impose different

constraints (e.g., average power constraint, boundedness) or assumptions (e.g.,

stochastic encoding) on the encoding function depending on the design choice

and application.

The use of the ECRB as the performance metric for the design of optimal

encoding functions can be justified as follows: (i) For sufficiently high SNRs,

the MSE of the MAP estimator converges to the ECRB [48]. (For low SNRs,

the MAP estimator depends mainly on the prior information; hence, parameter

encoding becomes ineffective.) (ii) Unlike the MSE metric, the ECRB metric

does not depend on a specific estimator structure. (iii) The use of the ECRB

facilitates theoretical investigations for achieving intuitive understanding of the

parameter encoding problem.
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2.2.1 Optimal Encoding Function

In this section, the optimization problem in (2.5) is investigated in detail. To

that aim, the MSE of the eavesdropper in the constraint of (2.5) is analyzed first.

E
(

∣

∣β̂(Z)− θ
∣

∣

2
)

= E
(

∣

∣β̂(Z)− f(θ) + f(θ)− θ
∣

∣

2
)

(2.6)

= E
(

∣

∣β̂(Z)− f(θ)
∣

∣

2
)

+ E
(

|f(θ)− θ|2
)

+ 2E
(

(

β̂(Z)− f(θ)
)

(f(θ)− θ)
)

. (2.7)

It is noted from (2.7) that the MSE of the eavesdropper is determined by both

the estimation error for estimating f(θ) (that is, β̂(Z)− f(θ)) and the distortion

due to the encoding function (that is, f(θ) − θ). The last term in (2.7) can be

written as

E
(

(

β̂(Z)− f(θ)
)

(f(θ)− θ)
)

= EθEZ|θ

(

(

β̂(Z)− f(θ)
)

(f(θ)− θ) | θ
)

(2.8)

= Eθ

(

(f(θ)− θ)EZ|θ
(

β̂(Z)− f(θ)
)

)

(2.9)

where Eθ denotes the expectation with respect to θ and EZ|θ represents the con-

ditional expectation with respect to Z given θ. As a special case, if the estimator

of the eavesdropper, β̂(Z), satisfies EZ|θ
(

β̂(Z)− f(θ)
)

= 0, ∀θ, then the term in

(2.9) becomes zero. This condition actually corresponds to the definition of an

unbiased estimator for estimating f(θ) based on Z; i.e., EZ|θ
(

β̂(Z)
)

= f(θ), ∀θ.
In other words, when the estimator of the eavesdropper is unbiased, its MSE in

(2.6) simply becomes the sum of the MSE for estimating f(θ) (the first term in

(2.7)) and the mean-squared distortion to θ due to the encoding function f (the

second term in (2.7)).

The observations in the previous paragraph lead to an intuitive explanation

of the proposed problem formulation. For example, suppose that the transmitter

is to send parameter θ which is either 0 or 1 with equal probabilities, where

he = hr = σ2
e = σ2

r = 1. In addition, the estimator at the eavesdropper is given
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by

β̂(Z) =







1, if Z ≥ 0.5

0, otherwise
. (2.10)

If the transmitter sends the parameter without any encoding; that is, if f(θ) = θ,

then the MSE of the estimator at the eavesdropper can be calculated from (2.7)

and (2.10) as Q(0.5) = 0.309 (the second and the third terms in (2.7) are zero),

where Q(x) = (1/
√
2π)

∫∞
x

e−u2/2du represents the Q-function. On the other

hand, if the transmitter employs an encoding function specified by f(θ) = 1− θ,

then the MSE at the eavesdropper becomes 1−Q(0.5) = 0.691 (the first term in

(2.7) is the same as in the previous case, but the second term is 1 and the third

term is−2Q(0.5)). Hence, the eavesdropper has a higher MSE as a result of secret

encoding, which is not known by the eavesdropper (i.e., the eavesdropper thinks

that the transmitted value is the original parameter θ). The encoding function

is known by the intended receiver, which can use this information to design its

estimator accordingly. However, for a generic encoding function, there can occur a

penalty at the intended receiver in terms of the estimation performance. Hence,

in the design of the encoding function, the trade-off between the MSE at the

eavesdropper and the estimation accuracy at the intended receiver should be

considered.

To specify the Fisher information in (2.5), the conditional PDF of Y given θ

is expressed from (2.1) as

pY |θ(y) =
1

√

2πσ2
r

e
− (y−hrf(θ))

2

2σ2
r . (2.11)

Then, the Fisher information for parameter θ can be calculated via (2.4) and

(2.11) as follows:

I(θ) =
h2
r f

′(θ)2

σ2
r

(2.12)

where f ′(θ) denotes the derivative of f(θ).
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Based on (2.7) and (2.12), the optimization problem in (2.5) can be analyzed.

However, before tackling the problem in (2.5), the unconstrained version of it is

investigated in the next section to provide initial theoretical steps towards the

analysis of the generic case.

2.2.1.1 Optimization without Secrecy Constraints

Consider the optimization problem in (2.5) without the secrecy constraint; that

is, by omitting the presence of the eavesdropper. Then, the optimization problem

is formulated as

fopt = argmin
f

∫ b

a

w(θ)
1

I(θ)
dθ (2.13)

where Λ = [a, b] is employed as specified in Section 2.2. Based on (2.12), the

problem in (2.13) can be rewritten, by removing the constant terms, as

fopt = argmin
f

∫ b

a

w(θ)
1

f ′(θ)2
dθ . (2.14)

The solutions of (2.14) are specified by the following proposition.

Proposition 1: The optimal encoding functions in the absence of an eaves-

dropper are given by

f(θ) = a +

∫ θ

a

g(θ)dθ and f(θ) = b−
∫ θ

a

g(θ)dθ (2.15)

where

g(θ) ,
(b− a)w(θ)1/3
∫ b

a
w(θ)1/3dθ

· (2.16)
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Proof : Since f is one-to-one and continuous, consider a monotonically in-

creasing (decreasing) function with f ′(θ) ≥ 0 (f ′(θ) ≤ 0), ∀θ ∈ [a, b].3 Also, due

to the facts that f(θ) is monotone and f(θ) ∈ [a, b], the following relation can be

obtained:
∫ b

a
df
dθ
dθ = f(b) − f(a) ≤ b − a (f(b) − f(a) ≥ a − b). Then, defining

g(θ) , f ′(θ) (g(θ) , −f ′(θ)), the problem in (2.14) becomes

min
g

∫ b

a

w(θ)
1

g(θ)2
dθ (2.17)

s.t.

∫ b

a

g(θ)dθ ≤ b− a (2.18)

g(θ) ≥ 0, ∀θ ∈ [a, b] (2.19)

Note that for all θ ∈ [a, b], increasing the value of g(θ) does not increase the value

of the objective function; hence, the constraint in (2.18) is satisfied with equality.

Now, in order to solve the optimization problem in (2.17)–(2.19), the calculus of

variations is employed, and the problem is expressed in the form of

min
g≥0

〈

w,
1

g2

〉

s.t. 〈g, 1〉 = b− a . (2.20)

Then, the Lagrangian is obtained as

L(g, ǫ, t, λ) =

〈

w,
1

(g + ǫt)2

〉

+ λ〈g + ǫt, 1〉 (2.21)

where ǫ, t, and λ represent the perturbation, the test function and the Lagrange

multiplier, respectively. The optimal solution must satisfy ∂L
∂ǫ

∣

∣

ǫ=0
= 0 ∀t [62],

[63]. Hence, the following optimality condition is obtained:

〈

w,
−2t

(g + ǫt)3

〉

+ λ〈t, 1〉
∣

∣

∣

∣

ǫ=0

= 0 (2.22)

which leads to 〈t, λ+ −2w
g3
〉 = 0. In order for this to hold for all t, g = kw1/3 must

be satisfied for some constant k ≥ 0. From the equality constraint, the constant

can be calculated as k = (b− a)
/∫ b

a
w(θ)1/3dθ. Note that this g(θ) is valid, as θ

3Note that f ′(θ) can be zero at certain points; however, it is not 0 for a closed interval in
[a, b] due to the one-to-one property.
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takes values in [a, b]; hence, w(θ) is not 0 over a closed interval in [a, b]. Since

g(θ) = f ′(θ) and g(θ) = −f ′(θ) for the monotone increasing and the monotone

decreasing scenarios, respectively, the solutions can be obtained as in (2.15) and

(2.16). �

Proposition 1 states that either of the two functions given in (2.15) is an op-

timal solution for the minimization problem in (2.14). As a corollary to Propo-

sition 1, if the prior distribution of the parameter is uniform over [a, b], the op-

timal encoding functions can be found via (2.15) and (2.16) as f(θ) = θ and

f(θ) = a + b − θ. In other words, for the uniform prior, parameter encoding is

not needed for reducing the ECRB at the intended receiver.

2.2.1.2 Optimization with Secrecy Constraints

In this part, the optimization problem in (2.5) is considered without omitting

the secrecy constraint, where the parameter space is specified by Λ = [a, b] as

before. Although the linear MMSE estimator is assumed to be employed at the

eavesdropper (see Section 2.1), a corollary to Proposition 1 is presented first for

the case in which the eavesdropper employs the MMSE estimator, defined as

β̂(z) = E(β|Z = z) with β = f(θ).

Corollary 1: Suppose that the eavesdropper employs the MMSE estimator for

a given encoding function f(θ). Denote the corresponding MSE at the eavesdrop-

per as R(f+) when the encoding function is f(θ) = a +
∫ θ

a
g(θ)dθ , f+, and as

R(f−) when the encoding function is f(θ) = b−
∫ θ

a
g(θ)dθ , f−, where g(θ) is as

defined in Proposition 1. Then, the following statements hold:

a) If the target MSE of the eavesdropper, α in (2.5), satisfies α ≤
min{R(f+), R(f−)}, then both f+ and f− are optimal encoding functions.

b) If min{R(f+), R(f−)} ≤ α ≤ max{R(f+), R(f−)}, then the optimal en-

coding function is f+ if R(f+) > R(f−) and it is f− otherwise.

Proof : Proposition 1 implies that if f+ or f− is admissible by the constraint,
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it becomes the minimizer of the objective function. When the eavesdropper em-

ploys the MMSE estimator, β̂(z) = E(β|Z = z), the MSE at the eavesdropper

can be calculated from (2.7) for a given encoding function. For the special cases

of encoding functions f+ and f−, the corresponding MSE values are denoted by

R(f+) and R(f−), respectively. If α is less than both of R(f+) and R(f−), then

f+ and f− do not violate the constraints and solve (2.5). If α is less than only

one of R(f+) or R(f−), then still one of f+ and f− is admissible; hence, the

optimal encoding function. �

It is noted that when α ≥ max{R(f+), R(f−)}, the shortcut provided in Corol-

lary 1 cannot be used, and it is required to design another encoding function to

satisfy the secrecy constraint.

Remark 1: The statement in Corollary 1 in fact holds for any estimator at

the eavesdropper since the proof is not specific to the MMSE estimator. In other

words, as long as any of the encoding functions in Proposition 1 results in an MSE

at the eavesdropper that is higher than the target MSE α, that encoding function

is also optimal for the problem in (2.5). Since the MMSE estimator achieves the

minimum MSE among all estimators, it is concluded that if one of the encoding

functions in Proposition 1 is optimal when the eavesdropper employs the MMSE

estimator, then that encoding function is in fact optimal for any other estimator

at the eavesdropper.

Even though the MMSE estimator is the optimal estimator according to the

MSE metric, for implementing the MMSE estimator, the eavesdropper must know

the prior PDF of f(θ), which can be difficult to obtain (learn). In this study, it

is assumed that the eavesdropper has the knowledge of the mean and variance

of f(θ). Therefore, the eavesdropper is assumed to employ the linear MMSE

estimator to estimate β = f(θ) based on Z, as noted in Section 2.2. It is known

that the linear MMSE estimator is the optimal linear estimator according to the

MSE metric [64]. Furthermore, it would actually be the optimal MMSE estimator

to estimate β based on Z, E(β|Z = z), if β and Z were jointly Gaussian random

variables [47]. For the system model in this chapter, the MMSE estimator and

the linear MMSE estimator will have similar performance at low SNRs if the prior
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is uniformly distributed.

When the linear MMSE estimator is employed at the eavesdropper, β̂(z) can

be expressed as

β̂(z) = k0 + k1z (2.23)

where k0 and k1 are chosen to minimize E
(

∣

∣β̂(Z)− β
∣

∣

2
)

= E
(

∣

∣k0 + k1Z − β
∣

∣

2
)

as the eavesdropper does not know the encoding. The resulting coefficients for

the eavesdropper’s estimator are given as (see Appendix 2.6.1 for the derivation)

k1 =
heV ar(β)

h2
eV ar(β) + σ2

e

(2.24)

k0 = (1− k1he)E(β). (2.25)

Then, the resulting MSE between the estimate of the eavesdropper and the true

value of parameter θ can be derived from (2.23)–(2.25) and (2.7) as (see Appendix

2.6.2 for the derivation)

E
(

∣

∣β̂(Z)− θ
∣

∣

2
)

=
h2V (V − 2C)

h2V + 1
+ (E(β)− E(θ))2

+ V ar(θ) (2.26)

where β = f(θ), V = V ar(β), C = Cov(β, θ), and h = he/σe.

It is observed that the MSE value at the eavesdropper corresponding to the

linear MMSE estimator depends on both the encoding function and the channel

quality h at the eavesdropper. It is noted that for a given encoding function with

V −2C > 0, the first term in (2.26) is positive, and the MSE at the eavesdropper

becomes an increasing function of h2. This means that as the channel quality

for the eavesdropper improves, the resulting MSE at the eavesdropper increases

in that scenario. This seemingly counterintuitive result is simply due to the fact

that the estimator of the eavesdropper is based on the noisy observation of the

distorted version of the original parameter. Hence, one can transmit the inflicted

distortion more efficiently to the eavesdropper under good channel conditions
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leading to a higher MSE. If the eavesdropper knew the prior distribution of the

original parameter and realized that the transmitter sends the encoded version,

it would simply stop using the observation and set β̂(Z) = E(θ), resulting in an

MSE of V ar(θ), which is lower than the value in (2.26) for the case of V − 2C >

0. However, the eavesdropper does not have that knowledge and the channel

observation is the only information it can use to estimate the parameter, which

is utilized by the transmitter.

Remark 2: In the considered setting, the eavesdropper employs the linear

MMSE estimator and the transmitter is aware of this situation. Then, to obtain

the optimal encoding function based on (2.5), (2.12), and (2.26), the transmitter

should have the knowledge of the prior PDF of the parameter and the channel

quality parameter h2
e/σ

2
e for the eavesdropper. In practice, it can be challenging

for the transmitter to have an accurate knowledge of the channel quality for the

eavesdropper. In such cases, a conservative approach can be taken by either

increasing the MSE target α in (2.5) or considering the worst-case (minimum)

value of the MSE at the eavesdropper according to the uncertainty in the channel

quality parameter.

The following proposition presents a shift invariance property for the consid-

ered problem.

Proposition 2: Suppose that the unknown parameter θ resides in [a, b] with a

prior distribution specified by w(θ), and the encoding function f(θ) : [a, b]→ [a, b]

results in a certain ECRB at the intended receiver and a certain MSE at the

eavesdropper, which employs the linear MMSE estimator. If the parameter θ

were defined in [0, b−a] with the prior distribution ŵ(θ) = w(θ+a), then the use

of the encoding function f̂(θ) : [0, b− a]→ [0, b− a] such that f̂(θ) = f(θ+ a)− a

would result in the same MSE at the eavesdropper and the same ECRB at the

intended receiver as in the original scenario.

Proof : The ECRB in the original scenario can be expressed from (2.12) and
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(2.13) as

σ2
r

h2
r

∫ b

a

w(θ)
1

f ′(θ)2
dθ (2.27)

which is equivalent to

σ2
r

h2
r

∫ b−a

0

w(θ + a)
1

((f(θ + a)− a)′)2
dθ (2.28)

since (f(θ + a) − a)′ = f ′(θ + a). As the expression in (2.28) corresponds to

the ECRB in the second scenario, the equivalence of the ECRBs is established.

To prove that the MSE at the eavesdropper does not change, it is noted that

the parameter defined in [0, b − a] with the prior distribution ŵ(θ) = w(θ +

a) corresponds to shifting the original parameter as θ − a. Also, let β̄ and β

denote the random variables for the encoded versions of the shifted and original

parameters via encoding functions f̄(θ) and f(θ), respectively. Then, β̄ = β − a

holds. Furthermore, it is noted that shifting the specified random variables (θ and

β = f(θ)) just changes their means by the amount of the shift without modifying

the second order statistics V and C. Hence, (2.26) reveals that the MSE at the

eavesdropper stays the same as in the original scenario after the shift operations.

�

Based on Proposition 2, the estimation of a parameter in θ ∈ [0, b− a] can be

considered without loss of generality for the case of the linear MMSE estimator

at the eavesdropper (see Proposition 4).

The next proposition states that when the prior PDF of θ ∈ [a, b] is symmetric

around (a + b)/2, parameter encoding via a strictly decreasing function is more

desirable than that via a strictly increasing one.

Proposition 3: Suppose that the eavesdropper employs the linear MMSE es-

timator and w(θ) is symmetric around (a+ b)/2. Then, for any given continuous

and strictly increasing encoding function, there exists a corresponding continu-

ous and strictly decreasing encoding function that yields the same ECRB at the

intended receiver with a higher MSE at the eavesdropper.
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Proof : Consider two encoding functions f(θ) and s(θ) = f(a+b−θ), where

θ ∈ [a, b] and f(θ) is a continuous and monotonically increasing function. Since

w(θ) = w(a+ b− θ) due to the symmetry assumption and s′(θ) = −f ′(a+ b− θ)

by definition, both encoding functions result in the same ECRB, which can be

proved via (2.14) as follows:

∫ b

a

w(θ)
1

s′(θ)2
dθ =

∫ b

a

w(a+ b− θ)
1

f ′(a+ b− θ)2
dθ

=

∫ b

a

w(θ)
1

f ′(θ)2
dθ (2.29)

where the final expression is obtained via a change of variables. To compare

the MSEs corresponding to the two encoding functions, define βf , f(θ) and

βs , s(θ), and let pβf
(x) and pβs

(x) represent the PDFs of βf and βs, respectively.

Then, it is noted that pβf
(x) = pβs

(x) for x ∈ [a, b] since w(θ) = w(a+ b− θ) due

to symmetry. Hence, both βf and βs have the same expectation and the variance.

For the covariance, Cov(β, θ) = E(βθ)−E(β)E(θ), the following expression can

be obtained:

E(βfθ)−E(βsθ)

=

∫ b

a

w(θ)f(θ)θdθ −
∫ b

a

w(θ)f(a+ b− θ)θdθ (2.30)

=

∫ b

a

w(θ)f(θ)(2θ − a− b)dθ. (2.31)

where (2.30) follows from the definitions of βf and βs, and (2.31) is obtained from

the symmetry of w(θ). Since f(a+b
2
− x) < f(a+b

2
+ x) for x ∈ (0, a+b

2
], E(βfθ)−

E(βsθ) > 0. Then, Cov(βf , θ) > Cov(βs, θ) and E(|β̂f − θ|2) < E(|β̂s − θ|2)
according to (2.26). Therefore, it is always possible to achieve a higher MSE by

employing s(θ) instead of f(θ) while keeping the ECRB the same. �

Proposition 3 implies that it is sufficient to search for the optimal encoding

function among strictly decreasing functions if the prior distribution of the pa-

rameter satisfies the symmetry condition (e.g., the uniform distribution). This

is based on the idea that for any given increasing encoding function that solves
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(2.5), there exists a legitimate decreasing function obtained by a simple transfor-

mation, which yields the same optimal ECRB value with an increased MSE at

the eavesdropper. Hence, from a practical point of view, the search space for the

optimal encoding function can be confined to strictly decreasing functions under

the conditions in the proposition.

2.2.1.2.1 Special Case: Uniform Prior Distribution For the special case

of a uniform prior distribution, the following result characterizes the optimal

encoding function when the eavesdropper employs the linear MMSE estimator.

Corollary 2: Suppose that the parameter has uniform prior distribution over

[a, b] and the eavesdropper employs the linear MMSE estimator. Then, if the

target MSE α satisfies α ≤ Vu

h2Vu+1
, then f(θ) = θ is an optimal encoding function,

where Vu , (b− a)2/12. On the other hand, if α ≤ 4h2V 2
u+Vu

h2Vu+1
+ (a + b− 2E(θ))2,

then f(θ) = a+ b− θ is an optimal encoding function.

Proof : From the expressions in Proposition 1, it can be shown, for the

uniform prior distribution, that either of f(θ) = θ or f(θ) = a + b − θ is an

optimal encoding function in the absence of the constraint (i.e., in the absence of

the eavesdropper). When the eavesdropper employs the linear MMSE estimator,

the use of f(θ) = θ leads to an MSE of Vu

h2Vu+1
and the use of f(θ) = a + b − θ

results in an MSE of 4h2V 2
u+Vu

h2Vu+1
+ (a+ b− 2E(θ))2, which can be derived based on

(2.26). Then, based on similar arguments to those in Corollary 1, it is deduced

that if the MSE corresponding to f(θ) = θ is larger than or equal to α, f(θ) = θ

is an optimal encoding function. Similarly, if the MSE for f(θ) = a + b − θ is

larger than or equal to α, f(θ) = a + b− θ is an optimal encoding function. �

The following proposition provides an upper bound on the MSE at the eaves-

dropper, which employs the linear MMSE estimator, when the parameter has

uniform prior distribution.

Proposition 4: If the eavesdropper employs the linear MMSE estimator and
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θ has uniform distribution over [0, γ], then

sup
f

E
(

∣

∣β̂(Z)− θ
∣

∣

2
)

=











γ2

3
, γ ≤ 2

h
h2γ4

2h2γ2 + 8
+

γ2

12
, γ >

2

h

(2.32)

where f(θ) : [0, γ]→ [0, γ] is a continuous and one-to-one function.

Proof : For an encoding function f(θ) = β, let V = V ar(β), C = Cov(β, θ),

and µ = E(β). It can be shown that for a random variable defined on the bounded

interval of [0, γ], the following relations hold for µ ∈ [0, γ]:

0 ≤ V ≤ µ(γ − µ) ≤ γ2

4
· (2.33)

In addition, C can be expressed as

C =
1

γ

∫ γ

0

f(θ)
(

θ − γ

2

)

dθ.

For a given continuous endofunction on [0, γ], it can be shown that C is in

(−γ2/8, γ2/8). Also, from (2.26), the MSE at the eavesdropper can be stated

as

E
(

∣

∣β̂(Z)− θ
∣

∣

2
)

=
h2V (V − 2C)

h2V + 1
+
(

µ− γ

2

)2

+
γ2

12

≤ h2V (V − 2C)

h2V + 1
− V +

γ2

3

=
−V (1 + 2h2C)

h2V + 1
+

γ2

3
(2.34)

where the inequality holds for any continuous encoding function defined on [0, γ].

Therefore, the upper bound on E(|β̂(Z) − θ|2), specified in (2.34), holds for all

possible encoding functions. Next, the maximum of this generic upper bound is to

be found over the PDF of β, denoted by pβ, where β = f(θ). It is observed that if

(1+2h2C) > 0 for any given pβ, the first term in (2.34) is nonpositive as V ≥ 0 and

h > 0; hence, the maximum of the upper bound is γ2/3. When (1 + 2h2C) ≤ 0,

then the first term in (2.34) is maximized by increasing V and decreasing C at

the same time. Therefore, if V = γ2/4 and C = −γ2/8, the maximum of the
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upper bound is achieved. Thus, for γ ≤ 2/h, E(|β̂(Z) − θ|2) ≤ γ2/3 holds, and

for γ > 2/h,

E(|β̂(Z)− θ|2) ≤ h2γ4

2h2γ2 + 8
+

γ2

12
(2.35)

is obtained. Furthermore, in the first case (i.e., γ ≤ 2/h), f̃(θ) = 0 (or, f̃(θ) = γ)

for θ ∈ [0, γ] attains the upper bound on the MSE, that is, γ2/3. In the second

case (i.e., γ > 2/h), it is possible to achieve the upper bound in (2.35) by using

f̃(θ) defined as

f̃(θ) =







γ, 0 ≤ θ ≤ γ/2

0, γ/2 < θ ≤ γ
. (2.36)

Even though the maximum values for the upper bounds are obtained and it is

argued that they are exactly attained by using f̃(θ), it should be noted that

f̃(θ)’s are not in the feasible function set as they do not satisfy the one-to-one

and continuity properties. However, it is possible to approach arbitrarily close

to f̃(θ) while staying in the feasible function set (e.g., take δ > 0, set f(θ) =

γ− δθ, and let δ → 0 for the first case). Furthermore, the objective is continuous

functional acting on the encoding function. Hence, the upper bound values for

the MSE cannot exactly be achieved; however, one can get arbitrarily close to

them by employing one-to-one and continuous functions, which yield them as the

supremum values for the MSE at the eavesdropper, resulting in the expression in

(2.32). �

In addition to providing a closed form upper bound on the distortion at the

eavesdropper, Proposition 4 plays another important role by helping us gain prac-

tical intuition about the behavior of the optimal encoding function (variance

minimizing mode or variance maximizing mode). As argued in Proposition 3,

if there are two alternative encoding functions with the same ECRB, then it is

better to choose the one which yields the higher MSE. Note that given an encod-

ing function f(θ), one can shuffle the increments of the given function and end

up with an alternative encoding function with the same ECRB. The alternative
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encoding function will possibly have different (µ, V, C). Therefore, it is impor-

tant to understand how the MSE behaves as µ, V , and C change. Note that in

(2.32), the supremum changes depending on the value of the channel quality of

the eavesdropper h for a given γ (h ≤ 2/γ or h ≥ 2/γ). Let us investigate those

two cases:

• If the channel quality h is small enough, one can let β → 0 (or γ) to

maximize its MSE. This strategy is equivalent to minimizing the variance

and letting E(β)→ 0 (or γ).

• If the channel quality h is large enough, then one can increase the variance V

and decrease C at the same time to maximize its MSE (effectively maximize

E(|β − θ|2)).

This discussion becomes clearer at the extreme cases of the value of h2. For

example, suppose that h2 is very small. Then, (2.26) reveals that E(|β̂(Z)−θ|2) ≈
(E(β) − E(θ))2 + V ar(θ); hence, it is possible to generate a larger MSE by

making E(β) as close to the boundaries 0 and γ as possible. This behavior

can be regarded as the variance minimizing mode. If h2 is very large, then

E(|β̂(Z) − θ|2) ≈ (V − 2C) + (E(β)− E(θ))2 + V ar(θ) = E((β − θ)2) + E(θ)2;

hence, it is possible to generate a higher MSE by maximizing E((β − θ)2). This

behavior can be regarded as the variance maximizing mode. Of course, if the

resulting MSE is higher than the target MSE α for a given h, then one can use

linear encoding f(θ) = γ − θ for minimizing the ECRB.

It is important to note that Proposition 4 does not have any constraints on

the ECRB. The original problem tries to minimize the ECRB for a target MSE.

Among two candidates with the same ECRB, the one yielding the larger MSE at

the eavesdropper is preferred in the search of the optimal encoder. The feasible

set for (µ, V, C) is specific to that ECRB value. For example, one might not

be able to let µ → 0 anymore. However, one can generate a larger MSE by

making µ very close to its limit in the feasible set for sufficiently small h values

(e.g., by using a decreasing concave function) or by making E(|β − θ|2) as large
as possible for sufficiently high h values (e.g., by using a decreasing concave
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function for β < γ/2 and a decreasing convex function for β > γ/2). Hence, the

optimal encoding function will be in either of the modes (variance minimizing or

maximizing) described above.

Remark 3: The optimal value of the optimization problem in (2.5) can be

named as G(α) since the optimal ECRB value depends on the target MSE α.

That is,

G(α) ,
σ2
r

h2
r

∫ b

a

w(θ)
1

f
′

opt(θ)
2
dθ (2.37)

where fopt(θ) is a solution to (2.5). Note that the optimal value of the ECRB

in the case of optimization without secrecy constraints can be denoted by G(0).

Then, G(α) has the following properties:

• G(α) is constant between 0 ≤ α ≤ αth with αth = max{R(f+), R(f−)},
where R(f+) and R(f−) can similarly be defined as in Corollary 1 except

that the linear MMSE is employed at the eavesdropper.

• G(α) is a non-decreasing function between αth ≤ α < αmax, where αmax =

supf E
(

∣

∣β̂(Z)− θ
∣

∣

2
)

.

• G(α)→∞ as α→ αmax.

The second property follows from the following argument: Let Sα1 and Sα2 be

the feasible sets for α1 and α2, respectively. If α1 ≥ α2, then Sα1 ⊆ Sα2 ; hence,

G(α1) ≤ G(α2). Note that a closed form expression for αmax is provided in Propo-

sition 4 for the special case of uniform prior distribution.

2.2.2 Solution Approaches

In general, the optimal parameter encoding problem formulated by (2.5), (2.12),

and (2.26) is a difficult optimization problem as it requires a search over functions.

Although the theoretical results in the previous section can lead to closed-form
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solutions or reductions in the search space in certain scenarios, it may still be

necessary to solve the problem directly in some cases. Therefore, various solution

approaches are developed in this section for obtaining suboptimal solutions of

(2.5). In the proposed approaches, it is assumed that the encoding function

f is picked among a family of functions characterized by a certain number of

parameters. Then, the optimization problem becomes easier to solve as it involves

minimization over a few variables (instead of functions), which also leads to some

analytical solutions, as discussed below. However, the obtained encoding function

will be suboptimal in general since the actual solution of (2.5) may not be a

function from the assumed family of functions.

2.2.2.1 Linear Encoding Functions

One suboptimal encoding scheme is to employ a linear encoding function to min-

imize the ECRB at the intended receiver while satisfying the MSE constraint

at the eavesdropper. To obtain analytical results for generic prior PDFs, the

eavesdropper is modeled to employ the linear MMSE estimator as before, and

the encoding function is assumed to be a decreasing linear function. However,

the analysis can also be performed easily for increasing linear functions in a sim-

ilar fashion, which yields similar analytical results to those in Proposition 5 and

afterwards. (In practice, it is advised to solve the encoding problem restricted

to decreasing linear functions and to increasing linear functions separately, and

select the one with the lower objective value. However, when the prior PDF of the

parameter, w(θ), is symmetric around (a + b)/2, where θ ∈ [a, b], it is sufficient

to consider decreasing functions only, as shown in Proposition 3.)

For the considered model, the linear encoding function can be expressed as

f(θ) = c0 +m(b− θ) (2.38)

where m ∈ (0, 1], c0 ≥ a, and c0 +m(b − a) ≤ b. In other words, for a fixed m,

c0 can be any real number in [a, b−m(b− a)]. In addition, the random variable

β = f(θ) has the following PDF: pβ(x) =
1
m
w
(

c0+mb−x
m

)

for x ∈ [c0, c0+m(b−a)].
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For example, if w(θ) is the uniform PDF over [a, b], then β will have uniform

distribution over [c0, c0 + m(b − a)]; hence, its amplitude is 1
m(b−a)

inside that

interval and 0 elsewhere. Also, the value of c0 does not change this amplitude

but only causes a shift in the domain of β. First, the following proposition is

presented about c0 for any given input distribution w(θ).

Proposition 5: When the eavesdropper employs the linear MMSE estimator,

the MSE at the eavesdropper for the linear encoding function f(θ) = c0+m(b−θ)

is a convex function of c0 for a fixed m > 0. Hence, the MSE is maximized either

at c0 = a (if E(θ) > (a+ b)/2) or at c0 = b−m(b− a) (if E(θ) < (a+ b)/2).

Proof : The variance and the mean of β = f(θ) can be calculated as

V ar(β) = m2V ar(θ) and E(β) = c0 + mb − mE(θ). Also, the covariance of

β and θ can be obtained as Cov(β, θ) = −mV ar(θ). In (2.26), only the second

term depends on c0. In addition, (E(β)−E(θ))2 = (c0− (E(θ)(1+m)−mb))2 is

a convex function of c0 for a fixed m, and it is equal to (a−E(θ)−m(E(θ)− b))2

at c0 = a and (b − E(θ) − m(E(θ) − a))2 at c0 = b − m(b − a). Hence, for a

given m ∈ (0, 1), the MSE is maximized either at c0 = a if E(θ) > (a + b)/2 or

at c0 = b −m(b − a) if E(θ) < (a + b)/2. (If m = 1 or E(θ) = (a + b)/2, it has

the same value at both of the boundaries, hence, there exist two maximizers in

that case.) �

Proposition 5 leads to the closed-form solution for the optimal linear encoding

function as follows: Since the ECRB expression depends only on the derivative

of the encoding function (see (2.5) and (2.12)), it is proportional to 1/m2 for the

linear encoding function in (2.38); hence, it does not depend on c0. Therefore, c0

can be chosen to maximize the MSE at the eavesdropper based on Proposition

5, which implies that c0 is equal to either a or b −m(b − a) (which corresponds

to either f(b) = a or f(a) = b). Based on these observations, it is sufficient to

perform a search only over parameter m in order to determine the optimal linear

encoding function. Suppose that E(θ) > (a+ b)/2 and model the linear encoding

function as f(θ) = a+m(b−θ) (see Proposition 5). (The case of E(θ) < (a+b)/2

and f(θ) = b+m(a−θ) can be treated similarly.) Then, the optimization problem
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specified by (2.5) and (2.12) can be rewritten to find the optimal m as follows:

mopt = argmin
m

1

m2
s.t. E

(

∣

∣β̂(Z)− θ
∣

∣

2
)

≥ α, 0 < m ≤ 1 (2.39)

where E(|β̂(Z) − θ|2) = h2m2V (m2V+2mV )
h2m2V+1

+ V + (a − E(θ) −m(E(θ) − b))2 with

V = V ar(θ) due to (2.26). Obviously, the optimalm is the largestm that satisfies

the constraints. After some algebra, the first constraint can be expressed as

(

tV 2 + κ2
1tV
)

m4 +
(

2tV 2 + 2tV κ1κ2

)

m3

+
(

tV 2 + (κ2
2 − α)tV + κ2

1

)

m2 + (2κ1κ2)m

+
(

κ2
2 + V − α

)

≥ 0 (2.40)

where t , h2, κ1 , b − E(θ), and κ2 , a − E(θ). Hence, the optimal m is

the largest m in (0, 1] satisfying (2.40). This optimal value can be obtained

algebraically by finding the roots of the fourth degree polynomial in (2.40). For

example, when h = 1, a = 0, b = 1, w(θ) is uniform, and α = 0.15, (2.40) becomes

m4−m3 +9.55m2− 18m+6.6 ≥ 0. This polynomial has roots at 1.3001, 0.4915,

and −0.3958 ± 3.1895i, implying that the constraint holds when m ≥ 1.3001 or

m ≤ 0.4915; thus, the optimal m is given by m = 0.4915. Overall, it is concluded

that considering an encoding function among the family of linear functions, the

optimal solution can be obtained by finding the roots of a polynomial equation

without performing any functional optimization.

Remark 4: One alternative approach could be to consider an encoding func-

tion in the form of f(θ) = a + p
(

b−θ
b−a

)q
, where the function is parameterized by

p and q. Hence, instead of trying to optimize over functions, one can try to use

this family of power functions, and perform optimization over p ∈ (0, b− a] and

q ∈ (0, 3/2). Even though this will lead to a suboptimal encoding function, it is

still easier to perform optimization via a 2-dimensional search than optimizing

over functions as in (2.5). On the other hand, this approach will have higher

computational complexity than the one that employs (2.38).
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2.2.2.2 Polynomial Approximation

The second approach for obtaining a suboptimal solution of (2.5) is to use a

polynomial approximation method. Approximating a function via polynomials

is a well-known numerical analysis method [65]–[66]. To apply this method to

the parameter encoding problem, it is assumed that the encoding function is in

the form of a polynomial. In fact, any continuous real-valued function defined on

[a, b] can be uniformly approximated by polynomials in that interval [67]. That

is, for a given continuous and bounded function f(x) and ǫ > 0, there exists a

polynomial P (x) on [a, b] such that supx |f(x) − P (x)| < ǫ. Motivated by this

fact, the encoding function is expressed by Kth degree polynomials, i.e., P (x) =
∑K

n=0 cnx
n, and the aim becomes the calculation of the optimal coefficients cn for

n = 0, 1, . . . , K. Hence, by using f(θ) =
∑K

n=0 cnθ
n, the optimization problem

specified by (2.5) and (2.12) can be rewritten to find the optimal coefficients as

follows:

copt =arg min
c0,c1,...,cK

∫

Λ

w(θ)

(

K
∑

n=0

ncnθ
n−1

)−2

dθ

s.t. E
(

∣

∣β̂(Z)− θ
∣

∣

2
)

≥ α (2.41)

After finding the optimal coefficients, the encoding function can be written as

fopt(θ) =
∑K

n=0 c
opt
n θn, where coptn represents the nth element of copt. Note that

the resulting encoding function should also satisfy the implicit conditions, that

is, f(θ) ∈ [a, b] and the monotonicity.

2.2.2.3 Piecewise Linear Approximation:

Finally, a third approach is proposed, which is based on the idea that any contin-

uous bounded function can be uniformly approximated by piecewise linear func-

tions. Therefore, the parameter space [a, b] is partitioned into M intervals and the
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optimal increment (or, decrement) is found in each interval, which results in an ap-

proximation of the encoding function f via a piecewise linear function. In particu-

lar, the increments/decrements are defined as ∆xk = f(a+k∆θ)−f(a+(k−1)∆θ),

and the optimization is performed over M variables, ∆x1,∆x2, . . . ,∆xM . As M

increases, more accurate approximation is achieved; however, the computational

complexity of solving the optimization problem increases, as well. Note that, for

M = 1, this approach reduces to the linear encoding function case in Section

2.2.2.1. The optimization problem specified by (2.5) and (2.12) can be stated to

find the optimal increments as follows:

∆xopt = arg min
∆x1,∆x2,...,∆xM

M
∑

k=1

1

∆x2
k

∫ a+k∆θ

a+(k−1)∆θ

w(θ)dθ

s.t. E
(

∣

∣β̂(Z)− θ
∣

∣

2
)

≥ α (2.42)

Similar to the previous case, the resulting encoding function should also satisfy

the implicit conditions, that is, f(θ) ∈ [a, b] and the monotonicity. For example,

if a decreasing encoding function is used, then all the elements in ∆xopt should

be negative. In order to solve the problems given in (2.41) and (2.42), we have

used the Global Optimization Toolbox of MATLAB. As the initial point, the

linear solution, which is calculated analytically, can be used. It is noted that the

objective function given in (2.14) is a convex operation on f ; however, the feasible

set does not need to be convex. This discussion holds for both of the problems

in (2.41) and (2.42).

Remark 5: Most of the theoretical results in this chapter can be extended,

under certain conditions, to scenarios in which the eavesdropper employs an arbi-

trary affine estimator, β̂(z) = R0+R1z, instead of the linear MMSE estimator. In

this case, after some manipulation, the MSE of the eavesdropper can be obtained

for given R1 and R0 as

E
(

∣

∣β̂(Z)− θ
∣

∣

2
)

= R2
1(h

2
eV + σ2

e)− 2R1heC + V ar(θ)

+ (R1heE(β)− E(θ) +R0)
2 (2.43)

where V = V ar(β) and C = Cov(β, θ). Then, the results can be extended as
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follows:

• Proposition 2 does not hold for general R1 and R0. However, for the special

case of R1 = 1/he, it holds for any R0, and for R0 = E(β)(1−R1he), it holds

for any R1. It is noted that the second case implies that E(β̂(z)) = E(β).

• Proposition 3 holds if R1he > 0. If R1he < 0, then the reverse of the

argument holds; that is, for a given strictly decreasing function, one can

find a simple transformation such that the resulting encoding function has

a lower MSE. Corollary 2 can also be generalized in a similar fashion.

• Proposition 4 is particular to the assumption of the linear MMSE estimator;

hence, it cannot be generalized directly for arbitrary R1 and R0. However,

an upper limit can be found as follows by considering R1 and R0 as given

constants:

sup
f

E
(

∣

∣β̂(Z)− θ
∣

∣

2
)

= sup
f

(

E
(

|R1heβ − θ
∣

∣

2
)

+ 2R1R0heE(β) + g(R0, R1)
)

where g(R0, R1) = R2
1− 2R0E(θ). Next, let R1he = k and k > 0. Then, for

a fixed E(β) = α with α ∈ [0, γ], E
(

|kβ − θ
∣

∣

2
)

is maximized if β = γ for

θ < α and 0 otherwise. Then, the analysis can be completed by finding the

optimal α.

• Finally, if R1he > 0, Proposition 5 can also be generalized. Namely, the

MSE is a convex function of c0 for a fixed m > 0 and is maximized either

at c0 = a or c0 = b−m(b− a).

40



2.3 Worst-Case Fisher Information Based En-

coder Design

In this part, a robust approach is proposed for the optimal parameter encoding

design and the worst-case (maximum) CRB is used for quantifying the estima-

tion accuracy at the intended receiver and the system model given in Fig. 2.1 is

employed. It is assumed that the parameter θ has uniform distribution over Λ.

The aim is to minimize the maximum CRB over the parameter set via an en-

coding function while keeping the MSE at the eavesdropper (which employs the

LMMSE estimator) above a certain target value. Hence, the following problem

formulation is proposed:

fopt = argmin
f

max
θ

(

I(θ)
)−1

s.t. E
(
∣

∣β̂(Z)− θ
∣

∣

2) ≥ η (2.44)

where β̂(Z) is the LMMSE estimator employed at the eavesdropper, η is the MSE

target for the eavesdropper, (I(θ))−1 represents the CRB, and I(θ) denotes the

Fisher information given in (2.4). The problem in (2.44) can also be stated as

fopt = argmax
f

min
θ

I(θ) s.t. E
(
∣

∣β̂(Z)− θ
∣

∣

2) ≥ η (2.45)

which means that the aim is to maximize the minimum (worst-case) Fisher in-

formation at the intended receiver. It is noted that the distribution of θ does not

affect the objective function in (2.45) since the worst-case parameter value is the

main concern.

As motivated in Section 2.2, the parameter space and the intrinsic constraints

on the encoding function f are specified as follows:

• θ ∈ Λ = [a, b].

• f(θ) ∈ [a, b].

• f is a continuous (except at a finite number of points) and one-to-one func-

tion.
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2.3.1 Optimal Encoding Function and Solution Algo-

rithms

In this section, the solution of the proposed problem in (2.45) (equivalently, in

(2.44)) is investigated in the absence and in the presence of the secrecy constraint

similarly to Section 2.2.1.

2.3.1.1 Optimization without Secrecy Constraint

Consider the optimization problem in (2.45) without the secrecy constraint; i.e.,

in the absence of the eavesdropper. From (2.12), the problem in (2.45) can be

expressed by removing the constant terms as

fopt(θ) = argmax
f

min
θ

f ′(θ)2 . (2.46)

The following proposition is presented related to the solutions of (2.46).

Proposition 6: The optimal continuous encoding functions in the absence of

an eavesdropper are

f(θ) = a+ b− θ and f(θ) = θ . (2.47)

Proof : Let T denote an operator on f(θ) such that T (f) = minθ f
′(θ)2. It

is given that f is one-to-one but not necessarily a monotone function over [a, b]

due to the possibility of discontinuous points. However, f has to be monotone

over the interval between any two consecutive discontinuous points as it is one-

to-one. Thus, for any one-to-one function f , there exists a monotone function

fm such that T (f) = T (fm), which can be generated by adjusting the signs of

the derivatives without changing their absolute values. Hence, it can be assumed

without loss of generality that f is a monotone function. Furthermore, it is noted

that since f is not differentiable at discontinuous points and T (f) is the pointwise

minimum of f ′(θ)2, the points at which the jumps occur cannot be the optimal

points. Therefore, one can remove the jumps at the discontinuities to obtain a
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continuous version, denoted by fc. Thus, for any one-to-one function f , there

exists a continuous function fc such that T (f) = T (fc); hence, it can also be

assumed that f is a continuous function without any loss. First, consider the

case of f ′(θ) > 0, ∀θ ∈ [a, b]. Then, based on the properties of the encoding

function f ,
∫ b

a
df
dθ
dθ = f(b) − f(a) ≤ b − a. Let g(θ) be defined as g(θ) , f ′(θ).

Then, the problem in (2.46) becomes maxg minθ g(θ)
2 subject to

∫ b

a
g(θ)dθ ≤ b−a

and g(θ) > 0. Consider the function g∗(θ) = 1, ∀θ ∈ [a, b], which satisfies both of

the constraints. Next, suppose that there exists a function h with minθ h(θ) > 1.

Then,
∫ b

a
h(θ)dθ > b− a, leading to a violation of the constraint. Hence, for any

given function g, there is an upper bound specified as minθ g(θ) ≤ 1. Since the

constant function satisfies this upper bound, it is the maximizer over all possible

functions. Since g(θ) = 1 for θ ∈ [a, b], it is obtained that f(θ) = θ is an

optimal solution. For the case of f ′(θ) < 0, let g(θ) , −f ′(θ). Then, based on

similar arguments, g(θ) = 1 can be obtained, resulting in an optimal solution of

f(θ) = a+ b− θ.4 �

Proposition 6 reveals that if there exist no secrecy constraints, parameter en-

coding does not provide any benefits in terms of the worst-case Fisher information

as f(θ) = θ is an optimal solution.

2.3.1.2 Optimization with Secrecy Constraint

To obtain the optimal encoding function in the presence of the secrecy constraint,

the problem in (2.45) can be rewritten, based on (2.12), as

fopt(θ) = argmax
f

min
θ

f ′(θ)2 s.t. E
(
∣

∣β̂(Z)− θ
∣

∣

2) ≥ η (2.48)

where the additional constraints on the parameter domain and the encoding func-

tion are as stated at the end of Section 2.3. Since the eavesdropper employs the

LMMSE estimator, the MSE at the eavesdropper, that is, E
(
∣

∣β̂(Z) − θ
∣

∣

2)
is as

4The solution set for (2.46) also contains the set of all one-to-one functions on [a, b] with
f(θ) ∈ [a, b] and with finitely many discontinuous points, where between any two consecutive
discontinuities, |f ′(θ)| = 1. Hence, there exist infinitely many encoding functions that solve
(2.46). The encoding functions in (2.47) correspond to the optimal continuous solutions.
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given in (2.26).

From (2.48), it is noted that the optimal encoding function should satisfy the

MSE constraint by making the smallest slope in [a, b] as large as possible. It

is known that when the secrecy constraint is not effective (or, removed), the

linear encoding function is optimal according to Proposition 6, and |f ′
opt(θ)| = 1.

Therefore, for a given target level η in (2.48), one strategy to find the optimal

encoding function is to search among eligible encoding functions that satisfy

minθ∈[a,b] |f ′(θ)| = k and to check if any of them satisfies the target secrecy

level, where k is set to 1 initially. If there exist no solutions for a given k, then

k is decreased and the procedure is repeated, until a feasible function satisfying

the secrecy constraint is found. Let Fk denote the family of one-to-one and

continuous (except at a finite number of points) functions with the domain and

codomain being given by [a, b], and minθ |f ′(θ)| = k. Then, a sufficient condition

for optimality of f ∈ Fk is that it should satisfy the secrecy constraint and

there should be no elements in Fm that satisfy the secrecy constraint for m > k.

To determine whether the secrecy constraint can be satisfied for a given k, the

highest MMSE at the eavesdropper has to be calculated for that specific value of

k. Hence, the solution of the following optimization problem should be performed

in the first step:

f̂opt = argmax
f̂

E
(
∣

∣β̂(Z)− θ
∣

∣

2)
s.t. k ≤

∣

∣f̂ ′(θ)
∣

∣, ∀θ ∈ [a, b] (2.49)

where 0 ≤ k ≤ 1 is a given parameter.

Remark 6: The domain of the parameter is taken to be Λ = [a, b] in the

general case. However, due to Proposition 2, it can be assumed that Λ = [0, γ]

and f̂(θ) : [0, γ] → [0, γ], where γ = b − a, without loss of generality. Hence, in

the rest of the manuscript, θ is assumed to be distributed uniformly in [0, γ].

The following result characterizes the solution of (2.49).
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Proposition 7: For a given k, the form of the solution of (2.49) is given by

f̂opt(θ) =







γ − θk, if 0 ≤ θ ≤ α

γk − θk, if α < θ ≤ γ
. (2.50)

Furthermore, if

2− h2γ2

12
(2k − k2) ≥ (k + 1)(h2Vmin + 1)(h2Vmax + 1) (2.51)

where h is the channel quality for the eavesdropper,

Vmin =
k2γ2

12
and Vmax =

k2γ2

12
+

(1− k)γ2

4
, (2.52)

then, both α = 0 and α = γ are optimal α values. Otherwise, α = γ/2 is optimal.

Proof : The first step in the proof is to specify the characteristics of the

encoding function that maximizes the LMMSE. Note that f(θ) = X results in

a random variable with V = Var(X), C = Cov(X, θ) and µ = E(X), and the

value of E(|β̂(Z)− θ|2) depends on these values. Hence, the LMMSE value is to

be maximized over the possible values of V , C, and µ. It is noted that the slope

constraint induces limitations on the possible values of µ, V , and C. Let Sk denote

the feasible set of µ, V , and C values in the presence of the constraint k ≤ |f ′(θ)|.
As parameter θ is distributed uniformly on the interval [0, γ], E(θ) = γ/2 and

Var(θ) = γ2/12. Then, the optimization problem in (2.49) can be expressed as

max
µ,V,C

h2V (V − 2C)

h2V + 1
+
(

µ− γ

2

)2

+
γ2

12
, (µ, V, C) ∈ Sk (2.53)

After some manipulation, the objective function in (2.53) can be stated as

λ(V )E(|X − θ|2) + (1 − λ(V ))(µ2 − γµ + γ2/3), where λ(V ) , h2V /(h2V + 1).

Note that for a given µ, E(|X − θ|2) can be maximized, which would yield an

upper bound on the objective function. It can be found by inspection that when
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the slope constraint is taken into account, E(|X − θ|2) is maximized for

X̂α =







γ − θk, if 0 ≤ θ ≤ α

γk − θk, if α < θ ≤ γ
(2.54)

where (1− k)α = µ− kγ/2 and kγ/2 ≤ µ ≤ γ − kγ/2. Hence, the following the

relationship is obtained:

E
(
∣

∣β̂(Z)− θ
∣

∣

2) ≤ λ(V )β1(α, k) + (1− λ(V ))β2(α, k)

= λ(V )(β1(α, k)− β2(α, k)) + β2(α, k) (2.55)

with β1(α, k) , (k2−1)(α2−γα)+(k2−k+1)γ2/3 and β2(α, k) , (k−1)2(α2−
γα)+(3k2/4−3k/2+1)γ2/3. Now, notice that for a fixed k, the following equality

holds:

β1(α, k)− β2(α, k) = (α2 − γα)(2k − 2) +

(

k2

4
+

k

2

)

γ2

3

Since β1(α, k) is a concave function of α and β2(α, k) is a convex function of α

for 0 ≤ k ≤ 1, β1(α, k)− β2(α, k) is a concave function of α; hence, it attains its

minimum at α = 0 and α = γ. Therefore, the following inequality is obtained:

β1(α, k)−β2(α, k) ≥ (k2/4+k/2)γ2/3 ≥ 0, which implies that for a given value of

µ, the right-hand-side of (2.55) is an increasing function of λ(V ). Hence, a further

upper bound can be obtained for (2.55) by using the same X̂α defined above

since it maximizes the variance under the slope constraint. For this function,

the variance is given by V (α, k) = (k − 1)(α2 − αγ) + k2γ2/12. It is noted that

λ(V (α, k)) and the resulting upper bound are functions of α for fixed k and h.
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Hence, the upper bound can be maximized over α as follows:

E
(
∣

∣β̂(Z)− θ
∣

∣

2)

≤ λ(V (α, k))β1(α, k) + (1− λ(V (α, k)))β2(α, k)

= λ(V (α, k))(β1(α, k)− β2(α, k)) + β2(α, k)

, g(α, k) ≤ max
α∈[0,γ]

g(α, k) (2.56)

If α̂ = argmaxα∈[0,γ] g(α, k), then E(|β̂(Z) − θ|2) achieves this upper bound by

employing α̂ at the encoding function. Therefore, the optimal encoding function

is X̂ α̂, where α̂ = argmaxα∈[0,γ] g(α, k).

To conclude the proof, α̂ should be characterized for given k and h. Overall,

the optimization problem can be written as

max
α∈[0,γ]

h2V (α, k)

h2V (α, k) + 1
(β1(α, k)− β2(α, k)) + β2(α, k) (2.57)

where h, γ > 0 and k ∈ [0, 1]. Instead of optimizing over α, the optimization can

be performed over V based on a change of variables by noting that for α ∈ [0, γ],

V (α, k) ∈ [Vmin, Vmax], where Vmin = k2γ2/12 and Vmax = k2γ2/12+ (1− k)γ2/4.

Then, (2.57) is rewritten as

max
V ∈[Vmin,Vmax]

z(V ) =
h2(k + 1)V 2 +HV + F

h2V + 1
(2.58)

where H = (h2γ2/12)(4−4k+3k2−k3)+k−1 and F = (γ2/12)(4−6k+4k2−k3).

Then, according to theWeierstrass theorem, the global maximum exists for (2.58),

and the solution can be found by applying Fermat’s rule. Namely, the optimal

solution either satisfies z′(V ) = 0 or is at the boundary, i.e., V = Vmin or V =

Vmax. For z′(V ) = 0, V 2 + 2V/h2 + d/h4 = 0, where d = (H − Fh2)/(k +

1). Then, V̂ = −h−2 + h−2
√
1− d is a candidate solution. However, V̂ should

belong to [Vmin, Vmax]. To guarantee this condition, h2Vmax ≥
√
1− d − 1 ≥

h2Vmin should be satisfied. Therefore, h2Vmin + 1 ≤
√
1− d. If this holds, then
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sgn(limV→V +
min

z′(V ) = sgn(V 2
min + 2h−2Vmin + h−4d) ≤ 0. In conclusion, it

is possible that a candidate solution is inside the feasible interval [Vmin, Vmax];

however, there is only one such solution and V is decreasing at the beginning of

the interval. Due to continuity, it is noted that if V̂ ∈ (Vmin, Vmax), then it is

in fact the global minimum. Hence, it is concluded that the solution of (2.58)

is either Vmin or Vmax, excluding the possibility of the other case. Finally, the

regions in which a certain end point is optimal are characterized. The condition

of z(Vmin) ≥ z(Vmax) occurs if h and k satisfy

2− h2γ2

12
(2k − k2) ≥ (k + 1)(h2Vmin + 1)(h2Vmax + 1)

and z(Vmin) < z(Vmax) holds otherwise. Note that if the optimal solution is Vmax,

then α̂ = γ/2. If the optimal solution is Vmin, both α̂ = 0 and α̂ = γ are the

optimal solutions. �

As the form of the optimal encoding function that maximizes the LMMSE at

the eavesdropper is derived for any value of the minimum slope constraint (k)

via Proposition 7, the optimal encoding function based on the worst-case Fisher

information metric can be obtained by finding the maximum of such constraints.

Hence, the problem reduces to the determination of the best (maximum) value

of k ∈ (0, 1] such that ∃f ∈ Fk in the form specified by (2.50) that satisfies the

secrecy constraint. This approach can be implemented by using the procedure

shown in Algorithm 1. It is noted that E(|β̂(X̂α) − θ|2 in Algorithm 1 can be

calculated explicitly via (2.26) and (2.50).

2.4 Numerical Results

In this section, numerical examples are provided for both ECRB and worst-case

Fisher information based encoder designs. Before providing the results, we first

provide a motivation about the operational significance of ECRB metric to design

optimal encoding functions.
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Algorithm 1: fopt = Encoder(η)

% ∆ is the decrement of slope at each iteration.
k ← 1
while k > 0 do

Pick α = 0 or α = γ, if (2.51) holds. Else, α = γ/2.
X̂α = f̂opt(θ) as given in (2.50)

MSE ← E(|β̂(X̂α)− θ|2
if MSE ≥ η then

fopt = X̂α

break

else

k ← k −∆
end

end

if k < 0 then

Problem is infeasible
else

return fopt
end

2.4.1 Operational Significance of ECRB

Even though the ECRB is defined as the average of the CRB with a certain

intuition, there is actually an operational significance of the ECRB and there

exists a relationship between the MSE of practical Bayesian estimators and the

ECRB; namely, minimizing the ECRB can actually correspond to performance

optimization of practical estimators. More specifically, the MSE of the MAP

estimator in the asymptotic region is actually the expectation of the conditional

CRB [48]. Here, the asymptotic region, which is also known as the small error

region, can refer either to the high SNR region or to a large number of independent

observations. In this chapter, the asymptotic region corresponds to the high SNR

region, i.e., high values of (hr/σr)
2. For the system model we use, in the high SNR

region, the MSE of a MAP estimator will be approximately same as the MSE of

MMSE estimator. Therefore, optimization based on the ECRB metric provides

optimal performance for practical Bayesian estimators such as MAP or MMSE

estimator in the small error region. To elaborate this discussion, we focus on the

characteristics of the MSE in general nonlinear parameter estimation problems

[48]:
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• Small error (asymptotic) region: The estimate will most likely be on the cor-

rect peak of log-likelihood function (or, the posterior distribution), leading

to small errors.

• Threshold region: As the SNR decreases, after one point, some of the es-

timates will be close to the correct peak but others will be randomly dis-

tributed due to noise.

• Prior (data irrelevant) region: The peaks happen randomly due to noise,

hence the observation carries no useful information about the parameter.

The bounds such as the ECRB are useful especially in the small error region,

as the observations carry much more information in that region.Therefore, while

searching for an optimal encoding function, we would like to optimize the perfor-

mance of an estimator in the asymptotic region (high hr/σr), because in the prior

region (low hr/σr), the observations do not provide enough information relevant

to the true value of the parameter; hence, the estimators are mostly based on

prior information in that region. Therefore, in order to observe and minimize the

penalty incurred to intended receiver’s estimation performance due to the encod-

ing operation, we need a metric that closely reflects the MSE of practical Bayesian

estimators in the asymptotic region and the ECRB satisfies this requirement.

In order to illustrate these points, we provide an example in Fig. 2.2, where

we consider a prior distribution w(θ) = 2θ for θ ∈ [0, 1]. In the case of no

secrecy constraints, an optimal encoding function based on the ECRB metric

for the given prior distribution is fopt(θ) = θ4/3 based on Proposition 1. We

provide the MSE performance of the MAP and MMSE estimators for the optimal

encoding function, together with the resulting ECRB, which can be calculated

as 27
32
(σr/hr)

2, versus (hr/σr)
2. It is noted that ECRB = 10(log10(

27
32

)−2 log10(hr/σr)).

Therefore, the ECRB versus ((hr/σr)
2 in dB) appears linear when we use the

log-scale for the ECRB as well, as can be seen in Fig. 2.2. We also provide the

MSE performance of the MAP and MMSE estimators for a non-optimal encoding

function f(θ) = 0.2θ for comparison purposes, and the resulting ECRB, which

can be calculated as 25(σr/hr)
2. There are three important observations from

Fig. 2.2.
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Figure 2.2: MSE versus (hr/σr)
2 for MMSE, MAP estimators and ECRB when an

optimal and non-optimal encoding functions are used for w(θ) = 2θ for θ ∈ [0, 1].
Note that hr = 1.
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• First, the minimization of the ECRB corresponds to shifting the linear line

down in Fig. 2.2 while keeping the slope the same. We note the difference

in the ECRBs corresponding to the optimal and the non-optimal encoding

functions.

• Second, the MSE of the MAP and MMSE estimators converge to the ECRB

as (hr/σr) increases. Therefore, optimizing the ECRB effectively corre-

sponds to optimizing the MSE of the MAP and MMSE estimators as hr/σr

increases.

• Third, the ECRB is not tight in the low hr/σr region. However, it is noted

that in the low hr/σr region, the prior information mainly determines the

estimator and judging the performance of different encoding functions in

that region is less reliable due to noise. For example, f(θ) = 0.2θ and

f(θ) = θ4/3 have similar MSE performance for the MMSE and MAP es-

timators when (hr/σr)
2 < 0 dB. However, as hr/σr increases, a significant

performance gap occurs between the two encoders. Therefore, the ECRB

being loose at low hr/σr’s is not critical in terms of encoder design.

Finally, we should emphasize that the resulting ECRB of the optimal encoding

function should not be taken as equal to the MSE of the MAP or MMSE esti-

mator directly unless hr/σr is large enough5 due to the third item above. The

performance of a specific estimator for a given encoding function in the low hr/σr

region can be calculated by using the expressions specific to that estimator.

2.4.2 Results for ECRB Based Design

In this part, numerical examples are provided to investigate the theoretical re-

sults in Section 2.2.1 and to compare the proposed approaches in Section 2.2.2.

Throughout the simulations, hr and σ2
r are set as hr = σ2

r = 1.

5We note that the definition of the high (hr/σr)
2 region depends on the employed encoding

function. An approximation to indicate the start of the asymptotic region may be taken as
20− 10 log10 E(f(θ)2) dB.
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First, we consider a scenario in which the channel parameters for the receiver

and the eavesdropper are fixed, and investigate the relation between the ECRB

and the secrecy limit α by using different encoding strategies. It is assumed that

the parameter θ has uniform distribution over [0, 1] and h = he/σe = 1. Also,

the eavesdropper employs the linear MMSE estimator for the encoded parameter

β = f(θ). The theoretical results derived in Section 2.2.1 can be applied for this

example. In particular, based on Proposition 1, it is known that if there is no

secrecy constraint, either f(θ) = θ or f(θ) = 1−θ is an optimal encoding function.

Also, Proposition 3 states that the optimal encoding function can be searched

among monotonically decreasing functions as the uniform distribution satisfies the

symmetry condition. In addition, Corollary 2 reveals that if α ≤ 4/39 = 0.1026,

then f(θ) = 1− θ is the optimal encoding function since such a secrecy level can

be guaranteed by using f(θ) = 1 − θ. Furthermore, Proposition 4 claims that it

is not possible to achieve a secrecy limit α higher than 1/3 as γ = 1 < 2/h = 2

in this scenario.

For obtaining the encoding function based on the proposed approaches in Sec-

tion 2.2.2, the linear and power encoding functions, and the polynomial and

piecewise linear (PWL) approximations are considered. For the linear encoding,

f(θ) = 1−mθ is used due to Proposition 5. Then, (2.39) provides a simple tool

for the solution. For the power encoding function, f(θ) = p(1− θ)q is employed,

and the optimal p and q values are found for a given target α value (see Remark

4). For the polynomial approximation (with a degree of K = 10) and the piece-

wise linear approximation (with M = 100 intervals), the formulations in (2.41)

and (2.42) are utilized, respectively.

In Fig. 2.3, the relation between the target level α and the optimal ECRB value

can be observed. When α = 0.10, it is noted that the optimal ECRB is 1, which

can be achieved with f(θ) = 1− θ. As α increases, the optimal ECRB increases

exponentially. For example, when α = 0.25, the optimal ECRB is found to be

25.06 and it becomes 1182.3 when α = 0.32 for the piecewise linear approximation.

Hence, the ECRB goes to infinity as α goes to the theoretical bound of 1/3, as
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Figure 2.3: ECRB versus α for various solution approaches, where h = 1 and
0.1 ≤ α ≤ 0.32.
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expected.6 In Fig. 2.4, the encoding functions corresponding to the proposed

solution approaches are presented for various values of α. It is observed that the

polynomial approximation and the piecewise linear approximation yield almost

the same function, which can also be deduced from the performance graph in

Fig. 2.3. It is also seen that when α = 0.1, all the methods lead to f(θ) = 1− θ.

When α = 0.2, the difference between the solutions of the linear encoding and the

approximation methods becomes noticeable. Since the approximation methods

can use higher degrees of freedom than the linear encoding, they can achieve lower

ECRBs. However, the linear encoding provides a simple solution for this scenario.

For example, when α = 0.2, the optimal linear encoding function can be obtained

by finding the largest m ∈ (0, 1] that satisfies m4 −m3 + 9.4m− 18m+ 4.8 ≥ 0,

yielding m = 0.3184 due to (2.40); hence, f(θ) = 1− 0.3184 θ. It is also observed

that the performance of the optimal power encoding approach in terms of the

ECRB and the computational complexity is in between those of the optimal

linear encoding and the other two approaches.

Next, the effects of the channel quality h of the eavesdropper on the optimal

ECRB and encoding function are investigated for a given value of α. For this pur-

pose, α = 0.15 is used and the ECRB performance is evaluated versus h = he/σe

in Fig. 2.5. As discussed before, as h increases, the distortion due to encoding is

transmitted to the eavesdropper more effectively and the intended MSE can be

generated with a lower ECRB. Some interesting observations can be made in Fig.

2.5. First, three different regions are noted for the ECRB. In the first region, the

ECRB slowly decreases as h increases for all the solution approaches. In the sec-

ond region, for the power and the approximation approaches, the ECRB decreases

more rapidly and finally when h is above some threshold value, f(θ) = 1− θ be-

comes sufficient to generate the MSE value of α = 0.15 at the eavesdropper.

Actually, this threshold can be calculated analytically based on Corollary 2. For

the parameters in the considered scenario, Vu = 1/12, E(θ) = 1/2, and α = 0.15;

hence, hth =
√

48/11 = 2.09. It is observed that the performance of the polyno-

mial approximation is very similar to that of the piecewise linear approximation;

6In this example, the optimal ECRB value should not directly be taken as equal to the MSE
at the estimator of the intended receiver since hr/σr is not sufficiently high. Here, the ECRB
is merely used as an objective function to represent generic estimation accuracy.
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Figure 2.4: fopt(θ) versus θ for various solution approaches, where α = 0.1, 0.2,
and 0.3.
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Figure 2.5: ECRB versus h for various solution approaches when α = 0.15 with
uniform prior distribution.

however, in the second region, it is slightly worse than that of the piecewise

linear approximation. The optimal encoding function corresponding to the piece-

wise linear approximation approach is presented in Fig. 2.6, which reveals that

the encoding function changes characteristics as h increases. This also explains

why the polynomial approximation is slightly worse than the piecewise linear ap-

proximation for medium values of h. Namely, for the polynomial approximation,

it is harder to correctly implement the sudden decrease around θ = 0.5 while it

has sufficient degrees of freedom to produce an encoding function required for

smaller h values as it can also be observed in Fig. 2.4. It is also noted that the

encoding function is still continuous; that is, it has a finite but large derivative

around θ = 0.5. In addition, it is seen that when h = 2, the encoding function is

almost linear.

Next, a scenario with a nonuniform prior distribution is considered, and the

prior PDF of parameter θ is modeled as w(θ) = 2θ for θ ∈ [0, 1]. Similar to the
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Figure 2.6: fopt(θ) versus θ for the piecewise linear approximation when α = 0.15
with uniform prior distribution.

uniform distribution case, the characteristics of the optimal encoding function

are investigated for the fixed α and fixed h cases. First, it is assumed that

h = 1 and the optimal encoding function is presented for various α values in

Fig. 2.7 by using the piecewise linear approximation approach. The theoretical

optimal solution f(θ) = 1 − θ4/3 for the no constraint case is also shown in the

figure, which is calculated based on Proposition 1 for the given prior distribution.

It is observed that when the target level is small; i.e., α = 0.1, the optimal

encoding function calculated via the piecewise linear approximation is exactly

the same as the theoretical solution. As α increases, in order to satisfy the

target secrecy level, the optimal encoding function maps θ to lower values. It

is noted that higher target α levels are achievable for this prior distribution as

compared to the uniform distribution when h = 1. In particular, the secrecy

limit is 1/2 instead of 1/3 in this example. Then, α is fixed as α = 0.34, and

the ECRB performance is investigated with respect to h in Fig. 2.8. It is noted

that the performance trends of the different solution approaches are similar to

those in the uniform case presented in Fig. 2.5; however, unlike the uniform
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distribution case, a sharp decrease to the minimum ECRB does not exist in this

scenario (see Fig. 2.8). This is mainly due to the fact the optimal functions

for the various function families yielding that minimum ECRB in the absence

of an eavesdropper actually could not satisfy the secrecy requirement even if h

gets large. For example, if the linear encoding with m = 1 is used, it can be

shown that as h → ∞, the resulting MSE is 1/3, and if the theoretical solution

for the no constraint case (that is, f(θ) = 1 − θ4/3) is used, the resulting MSE

is 0.318 as h → ∞. It is known that the linear encoding with m = 1 would

yield an ECRB value of 1 and f(θ) = 1 − θ4/3 would yield an ECRB value of

27/32 = 0.844. However, unlike the previous example, since the target α value is

too high to achieve with those encoding functions, these minimum ECRB values

cannot be attained even if h gets arbitrarily large; hence, a slow decay with a

floor is observed in the ECRB instead of a sudden decrease. The ECRB floor

values are found to be 1.5625, 1.0482, and 0.8835 for the linear encoding, the

power encoding, and the piecewise linear approximation, respectively. Also, it is

noted that the performance differences between the different solution approaches

are small when h is low, which become more significant for medium values of h.

Finally, the optimal solutions via the piecewise linear approximation are provided

for various h values in Fig. 2.9. It is noted that the characteristics of the optimal

encoding function are different for small, medium, and large values of h. One

interesting observation is that for medium values of h, it is seen that the sudden

decrease in the optimal encoding function does not necessarily happen at 0.5

unlike the uniform prior distribution case.

Finally, we provide the simulation times for obtaining the solutions of the

various methods and the resulting ECRB values in Table 2.1 for the scenario

considered in Fig. 2 with α = 0.15.7 We observe that the linear and power

encoding approaches have shorter solution times while they provide suboptimal

solutions. For the polynomial and piecewise linear approximations, as K and M

increase, the simulation times increase and lower ECRB values can be obtained.

However, it is observed that after a certain value, the improvement in the ECRB is

not significant. Therefore, it makes sense to choose the values of these parameters

7The simulations are performed with Intel Core i5-4590 CPU 3.30 GHz processor and Matlab
R2017B.
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constraints according to Proposition 1.
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Figure 2.9: fopt(θ) versus θ for piecewise linear approximation when α = 0.34
with w(θ) = 2θ for θ ∈ [0, 1].
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considering the solution times as well. In this study, we have used K = 10 and

M = 100.

Solution Method ECRB Time (ms.)
Linear Encoding 4.1395 0.35
Power Encoding 3.7730 35

Poly. App. (K = 2) 3.6170 33
Poly. App. (K = 4) 3.5263 142
Poly. App. (K = 6) 3.5163 763
Poly. App. (K = 8) 3.5139 4680
Poly. App. (K = 10) 3.5135 5540
Poly. App. (K = 14) 3.5129 18102
PWL App (M = 5) 3.5634 159
PWL App (M = 10) 3.5289 302
PWL App (M = 25) 3.5159 750
PWL App (M = 50) 3.5134 1483
PWL App (M = 100) 3.5125 6220
PWL App (M = 200) 3.5123 23687

Table 2.1: ECRB values and simulation times for various approaches, where
α = 0.15.

.

2.4.3 Results for Worst-Case Fisher Information Based

Design

In this part, a numerical example is provided based on the theoretical results and

the proposed algorithm in Section 2.3.1. The channel parameters are selected

as hr = σr = 1 for the intended receiver and h = 0.5 and h = 1.5 for the

eavesdropper. The parameter θ is assumed to be uniformly distributed in the

interval of [0, 2]; i.e., γ = 2. The eavesdropper employs the LMMSE estimator

by using the observations based on the encoded parameter β = f(θ). Also, ∆

is set to 0.001 in the proposed algorithm for calculating the optimal encoding

functions. In Fig. 2.10, the worst-case Fisher information values achieved by

the proposed algorithm are presented with respect to the target secrecy level for

h = 0.5 and h = 1.5. For comparison purposes, the worst-case Fisher information

values corresponding to the ECRB based encoding algorithm in Section 2.2 are
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Figure 2.10: Worst-case Fisher information versus η.

also provided in the same figure. (The proposed scheme provides higher worst-

case Fisher information than the ECRB based scheme since the latter aims to

optimize the average CRB.) In Fig. 2.11, the optimal encoding functions based

on the worst-case Fisher information metric are provided for various η values for

h = 0.5. As justified in Proposition 7, the optimal encoding function is either

linear with a certain slope between 0 and 1, or piecewise linear with a single

discontinuity at θ = γ/2 depending on the target secrecy level η.

In Fig. 2.10, it is observed that as the target secrecy level increases, the

worst-case Fisher information achieved by the proposed algorithm decreases,

as expected. In addition, it is possible to obtain higher worst-case Fisher in-

formation values when h = 1.5 for the same MSE target compared to the

case of h = 0.5 since the distortion due to the encoding is transmitted to the

eavesdropper more effectively under better channel conditions. Note that when

h = 0.5, the three different regions are observable in the performance figure.
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When η ≤ η1 = 16/39 = 0.4101, employing k = 1, that is, fopt(θ) = γ − θ,

is sufficient to attain the target secrecy levels. In general, η1 can be found as

η1 = 0.25γ2 (h2γ2/(h2γ2 + 12) + 1/3). When η1 < η ≤ η2 with η2 = 0.4708, it

is observed that the optimal α value becomes γ/2. It is noted that η2 can be

found by determining the point at which (2.51) becomes an equality in general.

Therefore, in this region, the optimal encoding function has a single discontinuity

at θ = γ/2. Finally, when η2 < η ≤ 4/3, the optimal α is 0; hence, the optimal

encoding function is linear with no discontinuities. It is interesting to note that

the worst-case Fisher information decreases faster in the second region, and it de-

cays to zero in the third region more slowly as compared to the second region. On

the other hand, when h = 1.5, only two of such regions are observed in Fig. 2.10.

2.5 Concluding Remarks

The optimal parameter encoding problem has been studied in the presence of an

eavesdropper. An optimization problem is formulated to minimize the ECRB at

the intended receiver under the constraint of a target MSE value at the eaves-

dropper. A closed-form expression has been derived for the optimal encoding

function when there is no secrecy constraint. When a certain secrecy level is to

be guaranteed at the eavesdropper, first a sufficient condition has been provided

for the case in which the optimal encoding function under no secrecy constraints

is still optimal. Next, a closed-form expression for the MSE of the eavesdropper

has been derived under the assumption that the eavesdropper employs the linear

MMSE estimation. Based on this result, the shift invariance property has been

shown for generic prior PDFs, and it has been proved that it is sufficient to re-

strict the search to decreasing encoding functions if the prior distribution of the

parameter has a certain symmetry property. In addition, an upper limit has been

obtained for the MSE of the eavesdropper for the uniform prior distribution. This

result implies that the optimal encoding function either maximizes or minimizes

the variance of the encoded parameter depending on the channel quality param-

eter and the length of the range interval for the encoding function. In order to

calculate the optimal encoding function numerically, various solution approaches
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have been considered; namely, linear encoding, polynomial approximation, and

piecewise linear approximation. It has also been shown that the optimal solution

for the linear encoding function can be obtained algebraically.

Furthermore, optimal parameter encoding problem has been studied based

on worst-case Fisher information to develop a robust encoding approach. An

optimization problem is formulated to maximize the minimum Fisher information

at the intended receiver while keeping the MSE at the eavedropper above a certain

target. The solution set for the optimal encoding functions under no secrecy

constraints is obtained analytically. Also, a closed-form expression for optimal

encoding function which maximizes the MSE at the eavesdropper for a given level

of minimum Fisher information at the intended receiver. This solution has been

utilized to develop a low-complexity solution algorithm to obtain the solution for

original problem with secrecy constraint.

As future work, an interesting extension would be to formulate the problem in

a game theoretic framework, where the eavesdropper has some partial information

about transmitter’s strategy and the transmitter considers this possibility in the

design of the encoding functions in both scenarios. Also, the extension of the

analytical results to the cases in which the eavesdropper employs the MMSE

estimator can be investigated, and the performance comparisons to the current

model can be performed.

2.6 Appendices

2.6.1 Derivation of (2.24) and (2.25)

The linear MMSE estimator β̂(Z) to estimate β based on Z can be expressed as

[64]

β̂(Z) = E(β) +
Cov(β, Z)

V ar(Z)
(Z − E(Z)) (2.59)
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From Z = heβ +Ne, the following relations are obtained:

β̂(Z) = E(β) +
Cov(β, heβ +Ne)

V ar(heβ +Ne)
(Z − heE(β)) (2.60)

= E(β) +
heV ar(β)

h2
eV ar(β) + σ2

e

(Z − heE(β))

=
heV ar(β)

h2
eV ar(β) + σ2

e

Z +

(

1− he
heV ar(β)

h2
eV ar(β) + σ2

e

)

E(β)

where the second inequality is due to the independence of β and Ne.

2.6.2 Derivation of (2.26)

The eavesdropper is modeled to employ the linear MMSE estimator specified by

β̂(z) = k0 + k1z, where k1 and k0 are given by (2.24) and (2.25), respectively.

Defining β = f(θ), V = V ar(β), C = Cov(β, θ), and h = he/σe, the MSE at the

eavesdropper can be written as

E
(

∣

∣β̂(Z)− θ
∣

∣

2
)

= E
(

(k1Z + k0 − θ)2
)

(2.61)

= E
(

k2
1Z

2 + 2k1k0Z + k2
0 + θ2 − 2(k1Z + k0)θ

)

(2.62)

= k2
1E
(

h2
eβ

2 + 2heβN +N2
)

+ 2k1k0heE(β)

+ k2
0 + E(θ2)− 2k1heE(θβ)− 2k0E(θ) (2.63)

where (2.63) follows from that facts that Z = heβ + N and E(Z) = heE(β). In

addition, it is known that E(N2) = σ2
e , and θ and N are independent random

variables with E(N) = 0; hence, E(βN) = 0. Then, the expression in (2.63) is
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further processed as follows:

E
(

∣

∣β̂(Z)− θ
∣

∣

2
)

= k2
1h

2
eE(β2) + k2

1σ
2
e + 2k1k0heE(β)

+ k2
0 + E(θ2)− 2k1heE(θβ)− 2k0E(θ) (2.64)

= k2
1h

2
eE(β2) + k2

1σ
2
e + 2k1(1− k1he)heE(β)2

+ E(β)2(1 + k2
1h

2
e − 2k1h) + E(θ2)

− 2k1heE(θβ)− 2(1− k1he)E(β)E(θ) (2.65)

= k2
1h

2
e(E(β2)−E(β)2) + k2

1σ
2
e + E(θ2)

+ E(β)2 − 2k1he(E(βθ)− E(β)E(θ))

− 2E(β)E(θ) = k2
1h

2
eV + k2

1σ
2
e − 2k1heC

+ E(θ2)− E(θ)2 + E(θ)2 + E(β)2 − 2E(β)E(θ) (2.66)

= k2
1(h

2
eV + σ2

e)− 2k1heC + V ar(θ) + (E(β)−E(θ))2 (2.67)

=
h2
eV

2 − 2h2
eV C

h2
eV + σ2

e

+ V ar(θ) + (E(β)− E(θ))2 (2.68)

=
(he/σe)

2V (V − 2C)

(he/σe)2V + 1
+ V ar(θ) + (E(β)−E(θ))2 (2.69)

=
h2V (V − 2C)

h2V + 1
+ V ar(θ) + (E(β)− E(θ))2 (2.70)

where (2.64) follows directly from (2.63), (2.65) is obtained by inserting (2.25)

into (2.64), (2.66) follows by rearranging the terms and adding and subtracting

E(θ)2 in (2.65), (2.68) is obtained by inserting (2.24) into (2.67), and finally

(2.70) is due to the use of h = he/σe in (2.69). �
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Chapter 3

Estimation Theoretic Optimal

Encoding Design for Secure

Transmission of Multiple

Parameters

In this chapter, optimal deterministic encoding of a vector parameter is investi-

gated in the presence of an eavesdropper, and two practical solution strategies

are developed based on nonlinear individual encoding and affine joint encoding

of parameters [44]. The main contributions of this chapter can be summarized as

follows:

• The optimal encoding of multiple parameters is proposed by utilizing the

ECRB metric at the intended receiver and a MSE target at the eavesdrop-

per. Two practical encoding strategies, nonlinear individual encoding and

affine joint encoding, are introduced as possible encoding solutions.

• For nonlinear individual encoding, it is shown that the optimization prob-

lem can be decoupled into independent problems if the channel noise for

the eavesdropper is white and parameters are independent. It is also proved
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that if the prior distribution of a given parameter is symmetric on the do-

main, then the corresponding encoding function can be limited to decreasing

functions.

• For affine joint encoding, the optimal encoding function is provided when

there is no secrecy constraints and the channel noise for intended receiver

is white.

• It is shown that the search for the optimal affine encoding strategy can be

converted to a precoding matrix search; that is, the constant term can be

eliminated from the optimization problem.

The rest of this chapter is organized as follows: The optimal encoding problem

for multiple parameters is formulated in Section 3.1. The nonlinear individual

encoding strategy and affine joint encoding strategies are studied in Sections

3.2 and 3.3, respectively. Numerical results are presented in Section 3.4 and

concluding remarks are given in Section 3.5.

3.1 Problem Formulation

Consider a scenario in which N -dimensional random vector parameter θ =

[θ1 θ2 · · · θN ]T ∈ Λ is to be transmitted to an intended receiver over N channels,

and w(θ) denotes the joint probability density function (PDF) of θ. A block

fading channel model is assumed such that the instantaneous fading coefficient

at each channel is independent and denoted by constant hr,i for i = 1, 2, . . . , N .

As this model considers a slowly fading channel, it is assumed that the channel

coefficients are constant during the transmission of the parameters. In addition to

the transmitter and the intended receiver, there exists an eavesdropper that tries

to estimate the parameter θ. The objective is to perform accurate estimation of

the parameter at the intended receiver while keeping the estimation error at the

eavesdropper above a certain level. Therefore, vector parameter θ is encoded by

using a vector-valued encoding function f : Λ → Γ before the transmission of
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the parameter. 1 Let β ∈ Γ be the encoded version of the parameter, which is

defined as

β , f (θ) =















f1(θ1, θ2, . . . , θN )

f2(θ1, θ2, . . . , θN )
...

fN(θ1, θ2, . . . , θN )















. (3.1)

Then, the received signal at the intended receiver is expressed as

Y = Hrβ +N r (3.2)

where Hr = diag{hr,1, hr,2, . . . , hr,N} is an N × N diagonal matrix of channel

coefficients and N r is the N -dimensional channel noise which is modeled as a

zero-mean Gaussian random vector with covariance matrix Σr and is independent

of θ. On the other hand, the eavesdropper observes

Z = Heβ +N e (3.3)

where N e is zero-mean Gaussian noise with covariance matrix Σe, which is also

independent of θ, andHe = diag{he,1, he,2, . . . , he,N} is an N×N diagonal matrix

representing the channel between the transmitter and the eavesdropper under a

block fading channel model. The intended receiver tries to estimate parameter

θ based on observation Y whereas the eavesdropper employs observation Z for

estimating θ, as illustrated in Fig. 3.1. Note that the eavesdropper is not aware

of encoding; hence, it effectively tries to estimate β.

In order to measure estimation accuracy at the intended receiver, the expec-

tation of Cramer-Rao bound (ECRB) is employed similarly to Section 2.2. It is

also assumed that the eavesdropper employs the LMMSE estimator β̂(Z) whose

coefficients are selected to estimate β = f (θ) based on Z. The secrecy goal

is achieved when the MSE at the eavesdropper for each θi is above a certain

1The encoder is designed for each transmission block and should be updated when the
channel realization changes.
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Figure 3.1: System model.

threshold. The ECRB for vector parameters can be expressed as [48]

Eθ

(

I(θ)−1
)

=

∫

Λ

w(θ) I(θ)−1dθ = ECRB (3.4)

where I(θ) represents the Fisher information matrix (FIM), which is given by

I(θ) = E

(

(

∂pY |θ(y|θ)
∂θ

)(

∂pY |θ(y|θ)
∂θ

)T
)

(3.5)

with pY |θ(y|θ) representing the conditional PDF of Y for a given value of θ [47].

Also, the error covariance matrix at the eavesdropper, who is unaware of the

encoding, based on the estimate of the eavesdropper β̂(Z) and the true value of

the parameter θ is defined as

Σerr = E

(

(

β̂(Z)− θ
)(

β̂(Z)− θ
)T
)

. (3.6)

The expression in (3.4) is a matrix with each diagonal element representing the

estimation accuracy limit for an individual parameter. Therefore, to determine

the optimal encoding function for the overall vector parameter, the cost function

is based on the sum of the diagonal elements of the inverse FIM, and the optimal

parameter encoding problem is proposed as follows:

f opt =argmin
f

∫

Λ

w(θ) tr{I(θ)−1}dθ

s.t. Σerr(i) ≥ ηi , i = 1, 2, . . . , N. (3.7)

where tr{·} denotes the trace operator, Σerr(i) is the ith diagonal element of
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Σerr, and ηi is the MSE target for θi at the eavesdropper.

It is important to emphasize that (3.7) involves optimization in the space

of vector-valued functions with multiple inputs, hence it is difficult to solve in

general. In the following sections, two special cases of the generic form of the

encoding function given in (3.1) are considered as practical solution approaches.

Remark 1: Note that the closed-form expression for Σerr can be derived in

the following way (similarly to the derivation for the scalar case in Section 2.2.1).

The LMMSE estimator β̂(Z) is expressed as β̂(Z) = AZ + b, where A and b

are chosen to minimize E
(

∣

∣

∣

∣β̂(Z)− β
∣

∣

∣

∣

2
)

, as the eavesdropper is unaware of the

encoding, and are given by

A = Σβ,Z

(

HeΣβH
T
e +Σe

)−1
, (3.8)

and

b = (I−AHe)E(β), (3.9)

with

Σβ,Z = E

(

(

β − E(β)
)(

Z − E(Z)T
)

)

. (3.10)

Based on (3.8)–(3.10), Σerr can be obtained as

Σerr = ΣβRΣT
β −ΣβRΣβ,θ −ΣT

β,θRΣT
β +Σθ

+
(

(

E(β)− E(θ)
)(

E(β)− E(θ)
)T
)

, (3.11)

where

Σβ = E
(

ββT
)

− E(β)E(β)T ,

Σβ,θ = E
(

βθT
)

− E(β)E(θ)T ,

Σθ = E
(

θθT
)

− E(θ)E(θ)T ,

R = HT
e

(

HeΣβH
T
e +Σe

)−1
He. (3.12)
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3.2 Nonlinear Individual Encoding

In this section, the proposed problem in Section 3.1 is investigated for an encoding

approach such that each parameter θi is encoded individually by a nonlinear scalar

function such that

β , f (θ) =















f1(θ1)

f2(θ2)
...

fN(θN )















. (3.13)

Furthermore, as motivated in Section 2.2, the parameter space and the intrinsic

constraints on each encoding function fi(θi) are specified as follows:

• θi ∈ [ai, bi] for i = 1, 2, . . . , N .

• βi = fi(θi) ∈ [ai, bi] for i = 1, 2, . . . , N .

• fi is a continuous and one-to-one function.

Under these assumptions, the optimal encoding problem in (3.7) can be written

as

f opt =arg min
f1(θ1),...,fN (θN )

∫

Λ

w(θ) tr{I(θ)−1}dθ

s.t. Σerr(i) ≥ ηi , i = 1, 2, . . . , N. (3.14)

In the remainder of this section, the solution of the problem in (3.14) is inves-

tigated. To that end, tr{I(θ)−1} for parameter θ is derived for the system model

specified by (3.2) and the error covariance matrix in (3.11) is employed. Note

that for a fixed f and channel matrix Hr, Y is a Gaussian random vector with
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mean µ(θ) expressed as

µ(θ) = Hrβ =















hr,1 f1(θ1)

hr,2 f2(θ2)
...

hr,N fN(θN )















(3.15)

and covariance matrix Σr. Accordingly, each element of I(θ) can explicitly be

written as [68]

[I(θ)]i,j = [Σ−1
r ]i,j

(

hr,i
dfi(θi)

dθi

) (

hr,j
dfj(θj)

dθj

)

, (3.16)

where [Σ−1
r ]i,j denotes the (i, j)th element of Σ−1

r . Note that if αi , hr,i
dfi(θi)
dθi

,

then [I(θ)]i,j = αiαj[Σ
−1
r ]i,j; thus, the FIM can simply be expressed as I(θ) =

diag{α1, α2, . . . , αN}Σ−1
r diag{α1, α2, . . . , αN}. Therefore, the following expres-

sion is obtained:

tr{I(θ)−1} =
N
∑

i=1

σ2
r,i

α2
i

=
N
∑

i=1

σ2
r,i

hr,i
2f ′

i(θi)
2

(3.17)

where f ′
i(θi) denotes the derivative of fi(θi). Note that (3.17) implies that even

though the effective noise is not necessarily white, tr{I(θ)−1} can still be writ-

ten as the sum of individual scalar inverse Fisher information corresponding to

different parameters. Then, the cost function in (3.14) becomes

∫ b1

a1

∫ b2

a2

· · ·
∫ bN

aN

w(θ)
N
∑

i=1

σ2
r,i

hr,i
2f

′

i (θi)
2
dθ1dθ2 . . . dθN

=

N
∑

i=1

∫ b1

a1

∫ b2

a2

· · ·
∫ bN

aN

w(θ)
σ2
r,i

hr,i
2f

′

i (θi)
2
dθ1dθ2 . . . dθN

=
N
∑

i=1

σ2
r,i

hr,i
2

∫ bi

ai

wi(θi)
1

f
′

i (θi)
2
dθi. (3.18)

It is observed that the overall cost function is actually the sum of individual

ECRB values for any generic w(θ). Based on (3.11) and (3.18), one can calculate

the cost function and the constraints in (3.14) for any given w(θ), β and channel
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statistics. In the following, two specific scenarios are investigated in more detail.

3.2.1 Independent Parameters & White Gaussian Noise

for Eavesdropper

We first consider the scenario in which the channel noise is zero-mean white Gaus-

sian for the eavesdropper2, that is, Σe = diag{σ2
e,1, σ

2
e,2, . . . , σ

2
e,N} and the param-

eters, θi’s, are independent of each other with marginal distributions denoted by

wi(θi) for i = 1, 2, . . . , N . (Note that w(θ) =
∏N

i=1wi(θi) in this scenario.) Under

this setting, the following proposition reveals that the optimization problem be

decoupled into independent scalar problems.

Proposition 1: If the parameters are independent and the channel noise for

the eavesdropper is white Gaussian, the optimization problem in (3.14) can be

decoupled into independent problems as follows:

fi,opt = argmin
fi

∫ bi

ai

wi(θi)
1

f
′

i (θi)
2
dθi

s.t. Σerr(i) ≥ ηi , i = 1, 2, . . . , N. (3.19)

where

Σerr(i) =
h2
iVi(Vi − 2Ci)

h2
iVi + 1

+ V ar(θi) +
(

E(fi(θi))−E(θi)
)2

(3.20)

Vi = V ar(fi(θi)), Ci = Cov(fi(θi), θi) and hi = he,i/σe,i.

Proof : First, we focus on the error covariance matrix Σerr. Note that

Σβ = diag{V1, V2, . . . , VN} with Vi = V ar(fi(θi)), Σβ,θ = diag{C1, C2, . . . , CN}
with Ci = Cov(fi(θi), θi) and Σθ = diag{V ar(θ1), V ar(θ2), . . . , V ar(θN)} due to

the independence of θi’s. Also, R = diag{ he,1
2

he,1
2V1+σ2

e,1
,

he,2
2

he,2
2V2+σ2

e,2
, . . . ,

he,N
2

he,N
2VN+σ2

e,N

}
due to the independence of θi’s and the white Gaussian noise assumption for the

2Note that there is no further assumption on the noise statistics for the intended receiver,
as it does not effect the constraint and the cost function according to (3.11) and (3.17).
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eavesdropper. Therefore Σerr = diag{Σerr(1),Σerr(2), . . . ,Σerr(N)}, where

Σerr(i) =
h2
iVi(Vi − 2Ci)

h2
iVi + 1

+ V ar(θi) +
(

E(fi(θi))−E(θi)
)2

(3.21)

and hi = he,i/σe,i. Based on (3.18) and (3.21), the generic optimization problem

in (3.14) reduces to

f opt = arg min
f1,f2,...,fN

N
∑

i=1

σ2
r,i

hr,i
2

∫ bi

ai

wi(θi)
1

f
′

i (θi)
2
dθi

s.t. Σerr(i) ≥ ηi , i = 1, 2, . . . , N. (3.22)

Note that the constraints are independent of each other and each element of

the sum in the objective function has no effect on the others. Therefore, the

optimization problem can be decoupled and each θi can be optimized individually,

where the decoupled problems can be expressed as in (3.19). �

Remark 2: The optimization problem in (3.19) has been investigated in

Section 2.2.1 in detail and the results and the solution methods proposed in that

part can directly be applied to the vector parameter problem, when the channel

noise for the eavesdropper is white Gaussian and the parameters are independent

of each other. Also, when the parameters are not independent, the constraints

given in (3.14) include cross terms even if the eavesdropper has white Gaussian

noise; therefore, the optimization problem needs to be solved based on (3.14) for

correlated parameters.

3.2.2 Independent Parameters & Colored Gaussian Noise

Vectors

In this part, we again assume that the parameters are independent of each other,

i.e., w(θ) =
∏N

i=1wi(θi); however, we suppose that Σe is a symmetric, positive

definite matrix which is not necessarily diagonal. Due to the independence of

parameters, Σβ, Σβ,θ and Σθ take diagonal forms as in Section 3.2.1. Then, the
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ith diagonal element Σerr(i) of Σerr can be written as

Σerr(i) = h2
e,iVi(Vi − 2Ci)γi + V ar(θi)

+
(

E(fi(θi))− E(θi)
)2

(3.23)

where Vi and Ci are as defined previously. Also, γi is the ith diagonal element

of matrix (D̃ + Σe)
−1, where D̃ = diag{h2

e,1V1, h
2
e,2V2, . . . , h

2
e,NVN}. Note that

γi depends on He and the encoding function f . Due to the cross terms in the

constraints, the optimization problem cannot be decoupled anymore, hence it

should be solved using (3.14) based on (3.17) and (3.23). However, it is possible

to derive some theoretical results about the form of the solution in the considered

scenario. Lemma 1 generalizes Proposition 3 in Chapter 2 for the multivariable

case.

Lemma 1: Suppose that the eavesdropper employs the linear MMSE estimator

and wi(θi) is symmetric around (ai + bi)/2. Then, for any given encoding func-

tion f (θ) which consists of continuous and strictly increasing encoding functions

fi(θi), there exists a corresponding encoding function s(θ) consisting of continu-

ous and strictly decreasing encoding functions si(θi) that yields the same ECRB

at the intended receiver with a higher MSE for the individual parameters at the

eavesdropper.

Proof : By using the arguments in Section 2.2.1, we consider two encoding

functions fi(θi) and si(θi) = fi(ai + bi − θi), where θi ∈ [ai, bi] and fi(θi) is a

continuous and monotonically increasing function. Since s′i(θi) = −f ′
i(ai+bi−θi)

by definition and due to the symmetry in wi(θi), both encoding functions result

in the same tr{I(θ)−1}, which is given in (3.17). Furthermore, as shown in

Section 2.2.1, Cov(fi(θi), θi) > Cov(si(θi), θi) and two encoders yield the same

variance and expectation for the encoded version of the parameter. Also, Σe is a

positive definite matrix and D̃ has positive entries. Therefore, (D̃+Σe)
−1 is also

a positive definite matrix3 and γi > 0 always holds. Combining these results and

via (3.23), it is obtained that a larger MSE for parameter θi, i.e., Σerr(i), can be

3Since Σe is a positive definite symmetric matrix, it can be expressed as Σe =
∑N

k=1
λkvkv

T
k

and since D̃ is diagonal, (D̃+Σe)
−1 =

∑N

k=1

1

λk+h2

e,k
Vk

vkv
T
k can be obtained.
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achieved by employing si(θi) instead of fi(θi) while keeping the ECRB the same.

�

Lemma 1 has an important practical implication that the search space for

the optimal encoding function for the ith parameter can be restricted to strictly

decreasing functions when the sufficient condition given in the lemma is satisfied.

Note that Lemma 1 can be applied if θi has a symmetric distribution on its

domain. Some examples of continuous symmetric distributions on a bounded

interval satisfying the condition include uniform distribution, beta distribution

with both parameters of 1/2, and raised cosine distribution.

3.2.2.1 Two-Parameter Case (N = 2)

In this part, we investigate the case of N = 2; that is, θ = [θ1, θ2]
T . Therefore,

the channel noiseN e for the eavesdropper can be modeled as zero-mean Gaussian

with covariance matrix Σe =

[

σ2
e,1 ρ

ρ σ2
e,2

]

. For this particular case, γi in (3.23)

can explicitly be written as

γ1 =
h2
e,2V2 + σ2

e,2

(h2
e,1V1 + σ2

e,1)(h
2
e,2V2 + σ2

e,2)− ρ2
(3.24)

and γ2 can be obtained by replacing the numerator in (3.24) with h2
e,1V1 + σ2

e,1.

After some manipulation, Σerr(1) can be derived as

Σerr(1) =λ E(|β1 − θ1|2)
+ (1− λ)

(

(E(β1)− E(θ1))
2 + V ar(θ1)

)

(3.25)

where

λ =
h2
1V1

h2
1V1 + 1− r2(ρ)
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with

r2(ρ) =
ρ2/σ2

e,1

h2
e,2V2 + σ2

e,2

and h1 = he,1/σe,1.

It is possible to gain practical intuition about the behavior of the optimal en-

coding function as a closed-form expression for Σerr(1) (and Σerr(2)) is available.

There are several important observations related to (3.25).

• For a fixed r2(ρ), if we let h2
1 →∞, then Σerr(1) ≈ E(|β1 − θ1|2); hence, it

is maximized when E(|β1− θ1|2) is maximized. This mode can be called as

the variance maximizing mode as in Section 2.2.1. If we let h2
1 → 0, then

Σerr(1) ≈ (E(β1)−E(θ1))
2+V ar(θ1); therefore, it is maximized if β1 → a1

or β1 → b1. This mode can be called as the variance minimizing mode.

• For a fixed h1 (and relevant parameters for θ2), as ρ2 increases, r2(ρ) and

λ also increase. According to (25), if λ is small enough, the encoder is in

the variance minimizing mode; however, as λ increases and becomes large

enough, maximizing E(|β1−θ1|2) becomes the priority. As ρ increases, after

a certain threshold, which can be denoted as ρ0, the mode of operation can

change and the encoder can get into the variance maximizing mode when

ρ > ρ0.

Note that in the analysis above h2
1 can be viewed as the signal-to-noise ratio

(SNR) for the channel of θ1 to the eavesdropper. As the SNR of this channel

increases, the distortion due to encoding is transmitted to the eavesdropper more

effectively and the main factor to create a large MSE at the eavesdropper is

the distortion to the parameter via encoding in the variance maximizing mode.

Also, when h1 → 0, this means that the channel is very noisy; hence, the only

information available to the eavesdropper through its observation is the mean

of the encoded version of the parameter. Therefore, the encoder tries to ensure

that the mean of the encoded version is away from the true mean. Note that

in practice, even if the SNR values are not necessarily in absolute limits, we can
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still observe the aforementioned behavior in the encoding functions (see Figs. 3.3

and 3.5). Hence, it can be concluded that the form of encoding function depends

on the parameters of the channel and the correlation between eavesdropper’s

noise components. Finally, we note that a similar derivation and analysis can be

performed for Σerr(2) based on γ2 and (3.23).

3.3 Affine Joint Encoding Strategy

In this section, the encoding operation is assumed to be an affine function.

Namely, the vector parameter θ is encoded by using an N × N precoding ma-

trix P and an N -dimensional constant vector r prior to transmission such that

β = Pθ + r. Under this assumption, the optimal parameter encoding problem

can be expressed as follows:

[P opt, ropt] = argmin
P ,r

∫

Λ

w(θ) tr{I(θ)−1}dθ

s.t. Σerr(i) ≥ ηi , i = 1, 2, . . . , N. (3.26)

As in the previous section, the parameter space is specified as θi ∈ [ai, bi],

for i = 1, 2, . . . , N for this strategy. If we define a , min{a1, a2, . . . aN} and

b , max{b1, b2, . . . bN}, then θi ∈ [a, b], for i = 1, 2, . . . , N . In this section, it is

assumed that the generalized domain of the parameters, i.e., [a, b], needs to be

preserved after the encoding operation; hence, it is assumed that βi ∈ [a, b], for

i = 1, 2, . . . , N . This condition can be guaranteed if the sum of the absolute values

of the elements in each row of P is less than or equal to 1. This can formally

be expressed as ‖P Tej‖1 ≤ 1 for j = 1, 2, . . . , N , where ej’s are standard basis

vectors.4 Finally, the precoding matrix P is taken to be full rank (invertible).

In the remainder of this section, the solution of the problem in (3.26) is inves-

tigated. First, tr{I(θ)−1} for parameter θ is derived for the given system model

and encoding strategy. Note that Y is a Gaussian random vector with mean

4‖x‖1 ,
∑N

i=1
|xi| is called the l1 norm of vector x.
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µ(θ) = Hrβ = HrPθ + Hrr and covariance matrix Σr for fixed P , r and

channel matrix Hr. Therefore, each element of I(θ) can explicitly be written as

[I(θ)]i,j =

(

dµ(θ)

dθi

)T

Σ−1
r

(

dµ(θ)

dθi

)

= pT
i HrΣ

−1
r Hrpj (3.27)

where pi denotes the ith column of precoding matrix P . Accordingly, the FIM

can be expressed as

I(θ) = P THrΣ
−1
r HrP

= P TDP (3.28)

whereD , HrΣ
−1
r Hr. Note thatD and I(θ) are positive definite, invertible and

symmetric matrices. Also, I(θ) is not a function of θ. Therefore, the objective

function in (3.26) simplifies to

∫

Λ

w(θ) tr{I(θ)−1}dθ = tr
{

(

P TDP
)−1
}

. (3.29)

Note that the objective function depends only on P and the constant factor r in

the encoding operation does not effect its value. Furthermore, if the zero-mean

Gaussian random noise N r in the received signal has independent components,

then D becomes a diagonal matrix with its ith diagonal element being given by

h2
r,i/σ

2
r,i, where σ2

r,i is the variance of the ith noise component in N r.

The following proposition provides an optimal solution to the affine joint en-

coding problem without any secrecy constraints for a diagonal D.

Proposition 2: Assume D is a diagonal matrix. In the absence of secrecy

constraints on the eavesdropper, any signed permutation matrix5 is an optimal

solution. Furthermore, any other precoding matrix with a different form is not

optimal.

5A signed permutation matrix is defined as a matrix whose every row and column has exactly
one non-zero entry, which can be either 1 or -1.
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Proof : In the absence of secrecy constraints, the optimization problem can

be formulated as

P opt =argmin
P

tr
{

(

P TDP
)−1
}

s.t. ‖P Tej‖1 ≤ 1 , j = 1, 2, . . . , N. (3.30)

Then, a lower bound for any given feasible P can be obtained as follows:

tr
{

(

P TDP
)−1
}

= tr
{(

P−1D−1P−T
)}

=
∥

∥

∥
P−1D−1/2

∥

∥

∥

2

F

=

N
∑

j=1

1

λj
‖mj‖22 (3.31)

where M , P−1, mj is the jth column of M and D = diag{λ1, λ2, . . . , λN}.
Note that PM = I, thus p

(r)
j mj = 1 for j = 1, 2, . . .N , and p

(r)
j = eT

j P is the jth

row of P . As the sum of the absolute values of the elements in each row cannot

be greater than 1, ‖p(r)
j ‖2 ≤ ‖p

(r)
j ‖1 ≤ 1. Also, via Cauchy-Schwarz inequality,

it can be obtained that 1 = |p(r)
j mj|2 ≤ ‖p(r)

j ‖22‖mj‖22; hence, as ‖p
(r)
j ‖2 ≤ 1,

‖mj‖2 ≥ 1 for j = 1, 2, . . . , N . Therefore,

tr
{

(

P TDP
)−1
}

=
N
∑

j=1

1

λj

‖mj‖22 ≥
N
∑

j=1

1

λj

(3.32)

for any given feasible P . Note that this lower bound can exactly be attained

when ‖mj‖2 = 1, which implies ‖p(r)
j ‖2 = 1 for an optimal solution. Also, due to

the relation 1 = ‖p(r)
j ‖2 ≤ ‖p

(r)
j ‖1 ≤ 1 for j = 1, 2, . . . , N , ‖p(r)

j ‖2 = ‖p
(r)
j ‖1 = 1.

This is satisfied if and only if p
(r)
j contains an element with a value of +1 or −1

and the rest of its elements are zero. Due to the rank constraint, each p
(r)
j should

have the non-zero element at a different location and this is satisfied if and only

if the precoding matrix is a signed permutation matrix. �

Proposition 2 reveals that if there is no secrecy constraint for a given diagonal

D, then a signed permutation matrix can be used as the optimal precoding

83



matrix.

Next, the optimal affine joint encoding problem is considered in the presence of

secrecy constraints. The error covariance matrix Σerr in the constraint of (3.26)

can be calculated based on the procedure in Remark 1. Specifically, it can be

obtained by using the equations given in (3.11) and (3.12) and inserting Σβ =

PΣθP
T and Σβ,θ = PΣθ. Note that only the last term in (3.11) depends on r.

As only the diagonal terms are taken into consideration for the secrecy targets,

they can explicitly be calculated. The following lemma is provided regarding the

relationship between Σerr and r for any given P and w(θ).

Lemma 2: When the eavesdropper employs the linear MMSE estimator, then

Σerr(i), (i.e., the ith diagonal element of Σerr) for the encoding operation β =

Pθ + r is a convex function of ri, i.e., the ith element of r for a fixed P .

Proof : Consider the expression forΣerr in Remark 1 (see (3.11) and (3.12)).

It is noted that only the last term in (3.11) depends on r, which can be written

as

(

(

E(β)−E(θ)
)(

E(β)−E(θ)
)T
)

=

(P − I)E(θ)E(θ)T (P − I)T + rE(θ)T (P − I)T

+ (P − I)E(θ)rT + rrT . (3.33)

For a given P , the contribution of (3.33) (i.e., the last term of Σerr) to Σerr(i),

denoted as g(i), can be calculated as

g(i) =
(

ri + p
(r)
i E(θ)− E(θi)

)2

, (3.34)

where p
(r)
i is the ith row of P . As the other terms of Σerr does not depend on r

(see (3.11)) and d2g(i)
dr2i

= 2 > 0, the convexity claim in the lemma holds. �

As a result of Lemma 2, Σerr(i) is maximized either at rmin
i or rmax

i , where rmin
i

and rmax
i are, respectively, the lowest and highest possible values of ri for a given

P , while ensuring that the ith element of Pθ+r, i.e., βi, is in [a, b]. For example,
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if θ1, θ2 ∈ [0, 1] and P =

[

0.1 0.5

0 −0.8

]

, then 0 ≤ r1 ≤ 0.4 and 0.8 ≤ r2 ≤ 1 to

ensure β1, β2 ∈ [0, 1]. Therefore, rmin
1 = 0, rmax

1 = 1, rmin
2 = 0.8 and rmax

2 = 1 for

this particular example. Among rmin
i or rmax

i , the one that yields a higher Σerr(i)

can be selected. As the objective function in (3.26) does not depend on r, it can

freely be selected to maximize Σerr(i) for a given P ; therefore, it is sufficient to

search over precoding matrices for the optimal strategy.

Corollary 1: Suppose that eavesdropper’s noise has independent components,

and βi = wiθj + ri for some i 6= j. If either of E(θi) or E(θj) is equal to a+b
2
,

then, the sign of wi does not effect Σerr(i).

Proof : We prove the statement for the case of E(θi) = (a + b)/2, as it

can be shown for E(θj) = (a + b)/2 in a similar fashion. First, we note that

Σerr = Σ(1)
err + Σ(2)

err such that Σ(1)
err represents the first four terms of the sum in

(3.11) and Σ(2)
err denotes the last term. Under the condition in the corollary, wi’s

appear in the form of w2
i ’s in the diagonals of Σ(1)

err. Therefore, the sign of wi

does not have any effect on Σ(1)
err. For Σ

(2)
err, if βi = wiθj + ri, then we know that

Σ(2)
err(i) = (ri + wiE(θj)− E(θi))

2. As Σ(2)
err(i) is maximized either at rmin

i or rmax
i

due to Lemma 2, we have

Σ(2)
err(i) = max

{

(b− a

2
+ α(E(θj)− b)

)2

,

(a− b

2
+ α(E(θj)− a)

)2
}

for wi = α > 0 and

Σ(2)
err(i) = max

{

(b− a

2
− α(E(θj)− a)

)2

,

(a− b

2
− α(E(θj)− b)

)2
}

for wi = −α < 0. Note that the Σ(2)
err(i) expressions are exactly the same for both

sign options for wi as long as |wi| does not change. Therefore, Σerr(i) does not

depend on the sign of wi. �
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Lemma 3: Suppose the encoding matrix P has the form of P = W 1W 2,

where W 1 = diag{w1, w2, . . . wN} is a diagonal matrix and W 2 is a permutation

matrix. Then, tr{
(

P TDP
)−1} does not depend on the signs of the elements in

P .

Proof : Note that if P = W 1W 2, then

tr
{

(

P TDP
)−1
}

= tr
{

(

W T
2W 1DW 1W 2

)−1
}

= tr{W T
2 Ŵ 1D

−1Ŵ 1W 2}
= tr{W 2W

T
2 Ŵ 1D

−1Ŵ 1}
= tr{Ŵ 1D

−1Ŵ 1}

=

N
∑

j=1

d̂j
w2

j

(3.35)

where Ŵ 1 = W−1
1 = diag{1/w1, 1/w2, . . . , 1/wN} and d̂j is the jth diagonal

element of D−1. As tr{(P TDP )−1} is the sum of squares, the signs of wi’s do

not effect its value. �

Corollary 1 and Lemma 3 imply that if the encoder applies the method of

simple shuffle and scale, then the sign of the scaling factor does not matter in

terms of the cost and objective of the optimization. Therefore, optimal scaling

factors can be assumed to be positive without loss of generality, which reduces

the search space.

Remark 3: By Proposition 2, we know that when D is a diagonal matrix,

permutation matrices (with +1 or −1 as nonzero elements) are optimal precoding

matrices. Also, the optimal precoder belongs to this family of matrices up to a

certain secrecy target level η† for each parameter. In other words, if the secrecy

target for a given parameter is larger than η†, then the objective will be larger

and the optimal precoder will not be a permutation matrix anymore. The exact

value of η† can be found by solving the following optimization problem:

η† =max
P∈P

min
i

Σerr(i) (3.36)
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where P denotes the set of permutation matrices with +1 or −1 as non-zero

elements and Σerr is as given in (3.11). Note that there are 2NN ! elements in P;
therefore, as N gets larger, it gets challenging to solve the optimization problem

in (3.36). However, for small N ’s, it can be solved and provides a practical limit

for the secrecy level that can be satisfied without increasing the ECRB values of

the case without any secrecy concerns.

3.4 Numerical Results

In this section, numerical results are provided for both strategies proposed in

Section 3.2 and Section 3.3.

3.4.1 Nonlinear Individual Encoding

In all the numerical examples for the individual encoding strategy, θ is modeled

as θ = [θ1 θ2]
T , where both θ1 and θ2 are uniformly distributed in [0, 1] and are

independent of each other. The channel parameters for the intended receiver are

taken to be hr,1 = hr,2 = 2 and σ2
r,1 = σ2

r,2 = 1. As the conditions in Lemma

1 are satisfied, the optimal encoding functions are searched among decreasing

functions. For the first example, the eavesdropper fading coefficients are taken

as he,2 = 1.5 and he,1 ∈ {1, 1.2}. The channel noise for the eavesdropper is

modeled as zero-mean multivariate Gaussian random variable with the covariance

matrix Σe =

[

σ2
e,1 ρ

ρ σ2
e,2

]

, where σ2
e,1 = σ2

e,2 = 1. The target secrecy levels

are η1 = η2 = 0.15. In order to solve the optimization problem in (3.14), the

approximation methods described in Section 2.2.2 can be used. In this chapter,

the piecewise linear approximation method is employed. Namely, for each fi(θi),

∆x
(i)
k , fi(ai + k∆θi) − fi(ai + (k − 1)∆θi) is defined, and the optimization

is performed over MN variables; that is, the increments/decrements for each

parameter (∆x(i) = [∆x
(i)
1 ,∆x

(i)
2 , . . . ,∆x

(i)
M ] for i = 1, 2, . . . , N) are obtained. For

the numerical results, M is taken to be 50 and Global Optimization Toolbox of
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Figure 3.2: Total and individual ECRB values versus ρ for he,1 = 1 and he,1 = 1.2.

MATLAB is used.

In Fig. 3.2, the total and individual ECRB values for θ1 and θ2 are plotted for

various ρ values. It is observed that as ρ increases, the total and individual ECRB

values decrease, which implies that the correlation between the noise components

of the eavesdropper for each parameter is useful for our design purposes. Also, the

ECRB for θ1 decreases very slightly until a certain value of ρ0 (i.e., ρ0 ≈ 0.2 and

0.6 for he,1 = 1.2 and 1, respectively), and then a sharper decrease in the ECRB

is observed. This is due to the fact that the encoding mode for θ1 changes as

explained in Section 3.2.2.1. Another interesting observation is that for he,1 = 1.2,

the total and individual ECRB for θ1 is lower than that in the case of he,1 = 1

and the ECRB for θ2 stays almost the same. The reason for having a lower total

ECRB for a larger he,1 is the fact that the eavesdropper is unaware of encoding;

hence, the distortion due to the encoding function is transmitted more effectively

to the eavesdropper. Also, for larger values of ρ, the ECRB values for both

parameters converge to each other.
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Figure 3.3: The optimal encoding functions for θ1 and θ2 for ρ = {0, 0.2, 0.5, 0.9}
when he,1 = 1.2.

In Fig. 3.3, the optimal encoding functions for θ1 and θ2 are presented for

ρ ∈ {0, 0.2, 0.5, 0.9} when he,1 = 1.2. This figure explains some of the behaviors

observed in Fig. 3.2. For example, when ρ = 0, f1(θ1) is in the variance minimizing

mode and f2(θ2) is in the variance maximizing mode. 6 As ρ increases, the changes

in f2(θ2) are not significant and there is no mode change. On the other hand, the

characteristics of f1(θ1) change when ρ increases, and it gets into the variance

maximizing mode for ρ ∈ {0.2, 0.5, 0.9}. Also, both encoding functions are linear,

fi(θi) = 1− θi, for ρ = 0.9, yielding the same ECRB.

For the second example, he,1 = 1.2, he,2 = 1.5, σ2
e,1 = σ2

e,2 = 1 and ρ = 0.3.

The target secrecy level for θ2 is fixed to be η2 = 0.15, and the target secrecy level

for θ1 is increased starting from 0.1. In Fig. 3.4, the total and individual ECRB

values for θ1 and θ2 are plotted for various η1 values. Note that the change in the

secrecy target for θ1 does not have any significant effect on the ECRB performance

6Practically, in the variance minimizing mode, the encoder effectively decreases the trans-
mitted signal power to hide the parameter; and in the variance maximizing mode, it has a
two-level quantizer-like behavior to ensure secrecy.
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Figure 3.4: Total and individual ECRB values versus η1.

of θ2. However, the ECRB for θ1 and the total ECRB increase exponentially as

η1 increases. The reason of this can be deduced from Fig. 3.5. In Fig. 3.5, the

optimal encoding functions for θ1 and θ2 are given for η1 ∈ {0.1, 0.15, 0.2, 0.25}. It
is observed that when η1 = 0.1, f1(θ1) = 1− θ1. When η1 = 0.15, f1(θ1) operates

in the variance maximizing mode, and for η1 = 0.2 and 0.25, it is in the variance

minimizing mode. Note that as η1 increases, f1(θ1) approaches to 1. (Note that

as f1(θ1) → 1, the ECRB goes to ∞). Also, note that the encoding function for

θ2 is insensitive to changes in η1; that is, f2(θ2) does not change even though η1

increases, and it is the same for all values of η1 in this example.

In order to demonstrate the advantages of the proposed encoding scheme, the

solution based on Section 2.2 is selected as a benchmark scheme, and a direct

performance comparison between the optimal solution based on NIE and the

solution based on Section 2.2 is provided in Fig. 3.6. Note that the individual

encoding functions are obtained independently for each element of the vector

parameter in the benchmark scheme as Section 2.2 provides a solution method for
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he,1 = 1, he,2 = 1.5 η1 η2 he,1 = 1.2, he,2 = 1.5 η1 η2
ρ = 0 0.0769 0.0702 ρ = 0 0.0744 0.0702
ρ = 0.3 0.0764 0.0692 ρ = 0.3 0.0738 0.0692
ρ = 0.5 0.0754 0.0670 ρ = 0.5 0.0723 0.0671
ρ = 0.7 0.0730 0.0621 ρ = 0.7 0.0692 0.0625
ρ = 0.9 0.0660 0.0478 ρ = 0.9 0.0605 0.0497

Table 3.1: Maximum secrecy target level values for θ1 and θ2, when fi(θi) = θi
for i = 1, 2.

scalar problems. In this scenario, the ECRB is plotted versus η2 for the solution

based on Section 2.2 and NIE when ρ = 0.4 and ρ = 0.8 and the parameters

are set to he,1 = 1, he,2 = 1.5, and η1 = 0.15. Note that the solution based on

Section 2.2 is the same for both ρ values, as it does not take ρ into account. It is

observed that NIE has better performance than the solution based on Section 2.2,

and the performance gap dramatically increases when the noise components have

high correlation in this scenario. This is intuitive as optimizing the encoders in a

joint manner makes sense in a correlated environment. However, if the correlation

is decreased, the performance of NIE will converge to that of the solution based

on Section 2.2 as proven in Proposition 1. Note that this can be observed in

Fig. 3.2 as well. The performance of NIE and the solution based on Section 2.2

would be same for ρ = 0, and as ρ increases, ECRB of NIE starts to decrease in

Fig. 3.2, however the solution based on Section 2.2 would stay constant, yielding

a non-negligible performance difference especially in scenarios with medium and

high correlation in the noise components.

Finally, the maximum estimation error values at the the eavesdropper are given

in Table I when the parameters are directly sent to the channel without any

encoding, i.e., fi(θi) = θi for i = 1, 2, to further emphasize the importance of the

encoding operation. If there exists no eavesdroppers, not applying any encoding is

a logical option, as the encoding operation can cause a loss in receiver’s estimation

accuracy. However, under secrecy constraints, lack of encoding can compromise

the security, and a limited error can be caused at the eavesdropper. It is observed

from Table 3.1 that the achievable target error levels are around 0.07 or lower for

the simulation parameters considered in this chapter; however, larger error values

are possible if NIE is applied as illustrated in the examples.
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3.4.2 Affine Joint Encoding

In this part, we investigate the affine joint encoding strategy and obtain the

optimal precoding matrix P to satisfy certain secrecy constraints. In all the

numerical examples, θ is modeled as θ = [θ1 θ2]
T , and θ1 and θ2 are assumed to

be independent of each other with θ1, θ2 ∈ [0, 1]. Also, the channel parameters

for the intended receiver are taken to be hr,1 = hr,2 = 2. The precoding matrix

is expressed as P =

[

p11 p12

p21 p22

]

. Note that |p11| + |p12| ≤ 1 and |p21| + |p22| ≤ 1

should be satisfied to ensure β1, β2 ∈ [0, 1]. The strategies considered in the

numerical results are given as follows:

• Affine Joint Encoding (AJE): This approach refers to the solution of

the optimization problem in (3.26).

• Nonlinear Individual Encoding (NIE): This approach refers to the

solution of the optimization problem in (3.14).

• Affine Individual Encoding (AIE): This is a simplified version of the

AJE approach. In particular, precoding matrix P has the form of P =

W 1W 2, where W 1 = diag{w1, w2, . . . , wN} is a diagonal matrix and W 2

is a permutation matrix. The AIE approach can further be grouped as

follows:

1. AIE without permutation: This refers to special case withW 2 = I.

For N = 2, we assume p12 = p21 = 0.

2. AIE with permutation: This refers to the scenario with W 2 6= I.

For N = 2, we assume p11 = p22 = 0.

We provide five different examples to investigate the affine joint encoding strat-

egy numerically. In the examples, different values for eavesdropper’s fading coef-

ficients and prior distributions for θ1 and θ2 are used in order to show the advan-

tages and disadvantages of certain encoding strategies over each other in terms

of their performance and to corroborate the theoretical results provided in the
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Figure 3.7: Total ECRB versus η1 for different approaches.

chapter. For the first four examples, the channel noise for the eavesdropper and

the intended receiver is taken to be zero-mean Gaussian random variables with

independent components of unit variance, i.e., Σe = Σr = I. In the first example,

θ1 and θ2 are assumed to be uniformly distributed and the secrecy target for the

second parameter, η2, is set to be 0.15. Also, the eavesdropper fading coefficients

are taken as he,1 = 1.2 and he,2 = 1.5. In Fig. 3.7, the total optimal ECRB

values for θ1 and θ2 are plotted for various η1 values. It is observed that NIE

provides improved performance compared to the affine encoding options for this

scenario. Also, the optimal AJE solution is the same as the optimal AIE without

permutations and they perform slightly better than AIE with permutations.

For the second example, we investigate affine encoding strategies in more detail.

The simulation parameters are the same as the first example except that the

distribution of θ2 is taken to be w(θ2) = 2θ2 and w(θ2) = 7θ62. The secrecy target

for the second parameter, η2, is set to 0.15. In Fig. 3.8, the total optimal ECRB

values for θ1 and θ2 versus η1 are plotted for various affine encoding strategies. For

AIE with and without encoding strategies, we also investigate the case in which
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the coefficients of the matrix are restricted to be positive and this is illustrated

in the legend of Fig. 3.8 with (+) next to the name of the corresponding strategy,

e.g., AIE w/o perm. (+). When w(θ2) = 7θ62, the solutions for the optimal

AJE, AIE with permutation and AIE with permutation with positive coefficients

are the same and yield the best performance, whereas AIE without permutation

with positive coefficients gives the worst performance. AIE without permutation

provides a moderate performance except for η1 < 0.11, where it also provides

the optimal performance. When w(θ2) = 2θ2, AIE with permutation and AIE

with permutation with positive coefficients have the same performance, and they

perform better than AIE without permutation when η1 > 0.111; however, AIE

without permutation is better when η1 < 0.111. The optimal AJE solution

achieves the minimum of these three strategies at all η1 values. AIE without

permutation with positive coefficients yields the worst performance in this case, as

well. Note that Corollary 1 and Lemma 3 can be applied in this example for AIE

with permutation strategy. As E(θ1) = 1/2, and eavesdropper’s noise is white,

Corollary 1 and Lemma 3 imply together that for the AIE with permutation

strategy, the matrix elements can be restricted to be positive without loss of

generality. Therefore, it is not a coincidence that AIE with permutation and AIE

with permutation with positive coefficients yield the same performance in this

example.

For the third example, θ1 is assumed to be uniformly distributed and the distri-

bution of θ2 is taken to be w(θ2) = 4θ32. The secrecy targets for both parameters

are set to 0.15. In Fig. 3.9, the total optimal ECRB values for θ1 and θ2 are plot-

ted for various he,1 values when he,2 = 1.5. It is observed that the performance of

AIE with permutation and AIE with permutation with positive coefficients are

the same as E(θ1) = 1/2 for this example, as well. Their performance stays con-

stant as he,1 increases. The performance of AIE without permutation is initially

worse than that of AIE with permutation; however, it improves as he,1 increases

and performs better when he,1 > 2.57. AIE without permutation with positive

coefficients yields the worst performance, and its performance gets even worse as

he,1 increases. The different responses of the strategies to the increase of he,1 are

due to the fact that the structure of Σerr varies as the encoding strategy changes.
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Figure 3.8: Total ECRB versus η1 for different approaches.
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The optimal AJE solution is the same as AIE with permutation when he,1 < 2.57

and it is same as AIE without permutation when he,1 ≥ 2.57.

For the fourth example, the distribution of θ1 is taken to be w(θ1) = 2θ1 and

the distribution of θ2 is given by w(θ2) = 4θ32. The secrecy target for the second

parameter, η2, is set to 0.2. In Fig. 3.10, the total optimal ECRB values for θ1

and θ2 are plotted for various η1 values. It is observed that when η1 < 0.225, the

best performance is obtained by employing NIE; however, after η1 > 0.225, the

optimal AJE solution, which has the same performance as AIE with permutation,

starts to yield the best performance. This shows that the simple flip and scale

approach may be better than the individual nonlinear encoding function strategy

in certain scenarios. AIE without permutation performs slightly worse than NIE.

AIE with/without permutation with positive coefficients do not achieve a good

performance in this scenario. As the conditions given in Corollary 1 are no longer

satisfied, there is a significant performance gap between the optimal AIE solutions

and the AIE solutions which are restricted to positive coefficients.
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In all the four examples, we have observed that the optimal AJE solution

has the form of one of the AIE solutions. However, this does not have to be

the case in all scenarios and the fifth example provides such an example. In this

example, eavesdropper’s fading coefficients are taken as he,1 = 0.8 and he,2 = 1.25.

The channel noise for the eavesdropper is modeled as zero-mean multivariate

Gaussian random variable with the covariance matrix Σe =

[

σ2
e,1 ρe

ρe σ2
e,2

]

, where

σ2
e,1 = σ2

e,2 = 1 and ρe = −0.5 and the channel noise for the eavesdropper is also

modeled as zero-mean multivariate Gaussian random variable with the covariance

matrix Σr =

[

σ2
r,1 ρr

ρr σ2
r,2

]

, where σ2
r,1 = σ2

r,2 = 1 and ρr = 0.7. The distribution of

θ1 is taken to be w(θ1) = 2θ1 and the distribution of θ2 is given by w(θ2) = 5θ42.

The secrecy target for the first parameter, η1, is set to be 0.4, and the total optimal

ECRB values for θ1 and θ2 are plotted for various η2 values. In Fig. 3.11, it is

observed that the optimal AJE solution is better than both the optimal AIE with

and without permutation solutions. For example, when η2 = 0.35, the optimal

precoding matrix for the AIE with permutation solution is

[

0 −0.4787
−0.7807 0

]

,

yielding an objective value of 1.5012. On the other hand, the optimal precoding

matrix for the AJE strategy is

[

0 −0.48
−0.6578 −0.2439

]

, yielding an objective value of

1.4008.7 Therefore, it is possible that joint encoding of parameters can outperform

individual encoding depending on the channel and parameter statistics. It is also

observed that NIE and the solution based on Section 2.2 have almost the same

performance, and even though they are better than AIE without permutation,

they perform worse than AIE with permutation and AJE. This implies that, in

this particular scenario, the main source of performance improvement is to exploit

the fact that there are multiple elements in the vector by shuffling the order of

the elements or even jointly encoding them rather than individual encoding via

a nonlinear function. Therefore, there might be cases in which it is not very

critical to take the correlation in noise components into account in NIE, as the

performance improvement can be negligible.

7The corresponding optimal r values for the AIE with permutation solution and the AJE
solution can be found as rT = [0.4787 0.7807] and rT = [0.48 0.9017] respectively.
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Parameters η1 η2
he,1 = 1.2, he,2 = 1.5, w(θ1) = 1, w(θ2) = 1 0.0744 0.0702
he,1 = 1.2, he,2 = 1.5, w(θ1) = 1, w(θ2) = 2θ2 0.0744 0.0494
he,1 = 1.2, he,2 = 1.5, w(θ1) = 1, w(θ2) = 7θ62 0.0744 0.0118
he,1 = 1, he,2 = 1.5, w(θ1) = 1, w(θ2) = 4θ32 0.0769 0.0252
he,1 = 3, he,2 = 1.5, w(θ1) = 1, w(θ2) = 4θ32 0.0476 0.0252
he,1 = 5, he,2 = 1.5, w(θ1) = 1, w(θ2) = 4θ32 0.0270 0.0252
he,1 = 10, he,2 = 1.5, w(θ1) = 1, w(θ2) = 4θ32 0.0089 0.0252

he,1 = 1.2, he,2 = 1.5, w(θ1) = 2θ1, w(θ2) = 4θ32 0.0514 0.0252
The parameters of Fig. 3.11 0.0531 0.0191

Table 3.2: Maximum secrecy target level values for θ1 and θ2 when P = I and
r = 0

.

The maximum secrecy target levels with no encoding are provided for this

encoding scheme as well; that is, P = I and r = 0 in Table 3.2 for all the

considered scenarios. It is observed that the achievable secrecy levels are much

lower than those of the AJE scheme. It is also interesting to note that as he,1

increases, the secrecy levels decrease in Table 3.2. This is because of the fact that

the channel of the eavesdropper gets better and the error performance improves

when the original parameter is transmitted. Such an issue does not occur if the

optimal AJE is applied, and this can even be turned into an advantage according

to Fig. 3.9 due to the secret encoder. Also, for the parameters of Fig. 3.11, the

maximum error levels for θ1 and θ2 are 0.0531 and 0.0191, respectively; however,

the optimal AJE can reach η1 = 0.4 and η2 = 0.55 (and possibly more) according

to the fifth example. This shows the clear advantage of the proposed schemes as

compared to not utilizing any encoder in the presence of an eavesdropper.

3.4.3 Computational Complexity

One of the main factors determining the computational complexity of the pro-

posed algorithms is the dimension of the space in which the search is performed.

When we use the piecewise linear approximation (PWL) method to obtain the

optimal solution for nonlinear individual encoding, the search is performed over

MN variables as described in Section 3.4.1. As M increases, lower ECRB values
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can be obtained. However, it increases the search dimension and the complexity.

For affine joint encoding, the original optimization problem in (3.26) requires a

search over P and r, yielding a search space over N2 + N variables. However,

it is shown in Lemma 2 that it is enough to calculate P for optimal encoding

reducing the space to N2 variables.

Another important factor related to the computational complexity of encoder

optimization is the number of multiplications at the calculation of the cost and

objective functions for a given candidate encoder. For NIE, both the objective

and cost functions require a calculation of an N dimensional integral. Let X

denote the terms in the Riemann sum for a given step size. Then, the objective

function requires O(NX) multiplications. To calculate Σerr, each of Σβ and Σβ,θ

needs O(N2X) and E(β) needs O(NX) calculations. Then, the overall complex-

ity to calculate (3.11) becomes O(N2X) + O(N3). For AJE, the complexity of

calculating the cost function and the objective function are both O(N3). There-

fore, AJE has lower computational complexity especially if N is not very large.

However, if N is large, then the optimal matrix calculation can become more

costly than the NIE algorithm. Note that AJE is a type of a precoding based

encoding strategy; hence it has a comparable complexity to the beamforming

strategies in the literature, which are employed in different problems.

As a special case of AJE, AIE is also considered in the numerical examples. If

AIE without permutation is employed, the search space reduces to N from N2,

and the complexity of the cost and objective function calculations also decreases

relatively. For AIE with permutation, the search space is N + 1, where the

extra variable indicates the permutation order. Note that when N increases, the

possible values for the permutation order increases very quickly. However, it is

always possible to prune the size of this set to a practical maximum size, and to

choose the permutation order from it.
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3.4.4 General Observations

We have investigated the optimal encoding of multiple parameters for secure

communication for the two proposed practical encoding approaches. For the

NIE scheme, it is observed that as the correlation between eavesdropper’s noise

components increases, the total ECRB cost decreases for a given target secrecy

level implying that such a correlation is useful for the parameter encoding task.

It is also observed that the encoding function is in either the variance minimizing

or maximizing mode depending on the channel quality and the correlation values

of the parameter. In the second part, the affine joint and individual encoding

schemes are compared with each other for various parameter distributions. It

is observed that in many scenarios, the solution of the AJE scheme is in the

form of the AIE solution, which can be with or without permutations. This

implies that individually encoding each parameter can be good enough to solve

the optimization problem in most cases. However, it is important to emphasize

that this is not a theory as it is possible to find counter examples. Also, when

AJE and NIE are compared to each other, it is observed that one can have

better performance than the other depending on the scenario. This means that

in certain scenarios, simple permutation or/and scaling of the parameters can

be the effective security solution and in some cases, using a nonlinear function

without utilizing any permutation brings more benefits.

We note that the main goal behind the encoding operation is to achieve the

desired secrecy levels by also providing a certain estimation quality at the re-

ceiver. It is observed that both of the proposed approaches have the ability to

achieve large estimation errors at the eavesdropper, which could not have been

possible if there were no encoding utilized. Another important contribution of

this chapter is that we provide useful theoretical simplifications (and sufficient

conditions to apply them) to obtain optimal encoders in practice and they have

been used in all the examples. Proposition 1 is utilized when ρ = 0 and decoupled

optimization problems are solved. Similarly, Lemma 1 is also applied and even

though the encoding functions are obtained jointly for ρ > 0, they are searched

over decreasing functions as it can be observed in Figs. 3.3 and 3.5. For AJE,
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Lemma 2 is utilized to solve the optimization problem and the search is restricted

to the optimal precoding matrix as the constant term can be found theoretically

for a given encoder. It is observed that even though signed permutation matrices

are optimal when there is no secrecy constraint according to Proposition 2, they

are not optimal under secrecy requirements in general and either joint encoding

and/or scaling of the parameters is required. Finally, Corollary 1 and Lemma 3

are utilized to show that in certain scenarios, matrix coefficients can be restricted

to be positive as can be observed in Figs. 3.8 and 3.9.

3.5 Concluding Remarks

In this chapter, optimal encoding of multiple parameters has been investigated

in the presence of an eavesdropper. An optimization problem has been proposed

with an objective to minimize the ECRB at the intended receiver while satisfying

the MSE targets at the eavesdropper. Two practical encoding schemes, i.e., NIE

and AJE, have been proposed. It has been observed that both schemes are able

to create large estimation errors at the eavesdropper, which is not possible when

no encoding is applied, and they can be employed as a security measure. The

performance of both schemes has also been compared to each other and it has

been observed that one can have better performance than the other depending on

the scenario. Another observation is that the optimal encoding function for NIE

is in either the variance minimizing or maximizing mode, and in many scenarios

individually encoding the parameters with an affine function (with or without

permutation of the parameters) has as good performance as that of AJE. Also,

theoretical results derived in the chapter prove useful in simplifying the optimal

encoding problem.

Finally, we note that it is entirely possible that two strategies proposed in this

chapter can be combined to further optimize the encoding function. For example,

the first encoding block can perform nonlinear individual encoding and the second

encoding block can perform affine joint encoding to the output of the first block.

In that case, both the nonlinear individual encoding functions and the precoding
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matrix should be optimized jointly and despite the increase in computational

complexity, the performance can further be improved.
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Chapter 4

Estimation Theoretic Secure

Communication via Encoder

Randomization

In this chapter, optimal encoding of a scalar random parameter is investigated in

the presence of an eavesdropper, where the encoder at the transmitter is allowed

to use a randomized mapping between two one-to-one and continuous functions

and the eavesdropper is fully aware of the encoding strategy at the transmitter

[45]. The main contributions of this chapter can be summarized as follows:

• The problem of parameter encoding via encoder randomization is analyzed

to ensure estimation theoretic secure communication under the assumption

that the encoding scheme is available to the eavesdropper.

• For small numbers of observations, a closed form expression for the MSE of

the LMMSE estimator is derived for both the receiver and the eavesdrop-

per for the considered transmission and encoding scheme. The optimization

problems to minimize the MSE at the intended receiver for a given secrecy

target at the eavesdropper and to maximize the MSE at the eavesdrop-

per for a given estimation accuracy limit at the receiver are formulated.
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The relationship between the solutions of those problems is characterized.

An optimal solution of the optimization problems is obtained theoretically

when the channel of the eavesdropper is noisier than the channel of the in-

tended receiver. It is also shown that a simple deterministic affine function

can attain the optimal value. For the case of affine functions, the mono-

tonicity behavior of the MSE is obtained with respect to the randomization

probability when the encoding functions are fixed.

• For large numbers of observations, the optimization problems to minimize

the ECRB at the intended receiver for a given secrecy target at the eaves-

dropper and to maximize the ECRB at the eavesdropper for a given esti-

mation accuracy limit at the receiver are formulated. The optimizations

problems are theoretically solved when only deterministic encoding is con-

sidered. It is also shown that under symmetric mapping, the ECRB is max-

imized when the randomization probability is 1/2. Also, the monotonicity

behavior of the ECRB is obtained with respect to the randomization prob-

ability when the encoding functions are fixed for this case, as well.

The rest of the chapter is organized as follows: The system setup is introduced

in Section 4.1. The optimization problems are formulated and analyzed for small

and large numbers of observations in Section 4.2 and Section 4.3, respectively.

The numerical results are presented in Section 4.4, and the concluding remarks

are given in Section 4.5.

4.1 System Setup

Consider the transmission of a scalar parameter θ ∈ Λ to an intended receiver in

the presence of an eavesdropper who wants to estimate parameter θ. Both the

intended receiver and the eavesdropper obtain n-dimensional observations over

their respective additive noise channels. The aim is to achieve accurate estimation

of the parameter at the intended receiver while keeping the estimation error at the

eavesdropper above a certain level; or, alternatively, to ensure that the estimation
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θ f(·) + Yi

(Encoder)

(Receiver)

Vi

+

Wi

Zi (Eavesdropper)

Figure 4.1: System model for the parameter encoding problem.

error at the eavesdropper is as large as possible while satisfying an estimation

constraint at the intended receiver. To that aim, the parameter is encoded by

an encoding function f : Λ → Γ. Let f(θ) denote the encoded version of the

parameter. Hence, the ith observation at the intended receiver can be written as

Yi = f(θ) + Vi , i = 1, 2, . . . , n. (4.1)

where the noise Vi is modeled as a zero-mean Gaussian random variable with

variance σ2
V , and Vi and θ are assumed to be independent [18]. On the other

hand, the ith observation at the eavesdropper is

Zi = f(θ) +Wi , i = 1, 2, . . . , n. (4.2)

whereWi is zero-mean Gaussian noise with variance σ2
W , which is independent of θ

for i = 1, 2, . . . , n. Also, the prior information on parameter θ is represented by a

probability density function (PDF) denoted by pθ(θ) for θ ∈ Λ. The signal model

in (4.1) and (4.2) can also be employed for flat-fading channels assuming perfect

channel estimation and appropriate equalization [69]. The intended receiver aims

to estimate parameter θ based on observations Y , [Y1, Y2, . . . , Yn]
T whereas

the eavesdropper uses observations Z , [Z1, Z2, . . . , Zn]
T for estimating θ. The

system model is illustrated in Fig. 4.1.

The considered system model is also known as the Gaussian wiretap channel

[12], [18], and has been studied extensively via information theoretical tools, as

mentioned in Section 1.2. In that framework, it is assumed that the eavesdropper

knows the codewords (mapping) in the encoder and has unlimited resources/time

108



for computation. Therefore, the encoder applies a stochastic mapping from mes-

sages to codewords to ensure that the message can be kept unknown to the

eavesdropper by exploiting the degradedness of eavesdropper’s channel while still

being able to transmit the message to the intended receiver at a certain rate.1

Motivated from such a setting, the following assumptions are made for the rest

of this chapter:

• The encoding function at the transmitter is fully available to the eavesdrop-

per and the receiver. Therefore, it is possible that both the eavesdropper

and the receiver can utilize optimal estimators according to a certain metric.

• To enhance security, stochastic encoding is employed and the encoder is

modeled to perform the following mapping:

f(θ) =







f1(θ), with probability γ

f2(θ), with probability 1− γ
(4.3)

where fk(θ) : Λ → Γ is a continuous and one-to-one function for k = 1, 2

and γ ∈ [0, 1]. 2

• Each observation is corrupted by independent and identically distributed

noise components. Therefore, based on this and the previous assumption,

the conditional PDF of the n observations at the receiver given θ, denoted

by p(y|θ), can be expressed as

p(y|θ) =
n
∏

i=1

p(yi|θ) (4.4)

where y , [y1, y2, . . . , yn]
T , p(yi|θ) = γ pV (yi−f1(θ))+(1−γ) pV (yi−f2(θ))

and pV (x) = 1√
2πσV

exp{− x2

2σ2
V

}. Similarly, the conditional PDF of the n

1Unlike the classical Gaussian wiretap channel [12], [18], we consider a scenario in which the
channel of the eavesdropper is not necessarily worse than that of the intended receiver.

2The stochastic encoder in (4.3) both facilitates practical implementations and allows for
theoretical investigations. Note that it can also be represented as f(θ) = f2−X(θ), where X is
a Bernoulli random variable with parameter γ and X is statistically independent of all other
variables.
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observations at the eavesdropper given θ, p(z|θ), can be stated as

p(z|θ) =
n
∏

i=1

p(zi|θ) (4.5)

where z , [z1, z2, . . . , zn]
T , p(zi|θ) = γ pW (zi−f1(θ))+(1−γ) pW (zi−f2(θ))

and pW (x) = 1√
2πσW

exp{− x2

2σ2
W

}.

In this setting, the encoder should be designed in such a way that the estima-

tion errors at the eavesdropper or, alternatively, at the intended receiver satisfy

the constraints. It is noted that the secrecy capacity in information theory is

an asymptotic metric and assumes that n → ∞. In practice, it is also impor-

tant to investigate how much secrecy can be achieved in the finite regime with

a small number of observations. For example, [70] provides new achievability

results and converse bounds for the maximal secret communication rate of wire-

tap channels for a given finite blocklength n. Similarly, we focus on the optimal

encoding design in the non-asymptotic region for both small and large numbers

of observations in this work.

It is known that the optimal estimator for Bayesian parameter estimation in

terms of the MSE metric is the MMSE estimator. However, in most scenarios,

the MSE of the optimal MMSE estimator does not have a closed form expression.

Therefore, even though the encoding operation can be performed with such an

approach by using numerical methods, it does not allow theoretical investigations

for achieving intuitive understanding of the parameter encoding problem. It is

known that for a large number of observations, the MSE of the MMSE estima-

tor converges to the ECRB [48], and for a small number of observations, the

MSE of the LMMSE estimator is a close approximation to the optimal MMSE

(see Figs. 4.2-4.4 for an illustration). (Note that the LMMSE estimator would

actually be the optimal MMSE estimator if the parameter of interest and the

observations were jointly Gaussian random variables.) Therefore, instead of the

optimal MMSE, the ECRB and the LMMSE estimator will be considered in the

rest of the chapter.
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Remark 1: The main reason for employing the MSE metric in both the re-

ceiver and the eavesdropper is that we focus on a parameter estimation problem

in the Bayesian setting in the presence of an eavesdropper and the MSE metric is

widely used in practice with or without secrecy concerns in such problems. For ex-

ample, estimation theoretic secrecy based on the MSE metric has been considered

in various channel scenarios such as Gaussian interference channel [29], multiuser

MIMO broadcast channel [37], sensor network systems with eavesdroppers [31]

and MIMO Gaussian wiretap channel [36]. In addition to parameter estimation

problems, the MSE metric is also utilized to design practical and implementable

methods to degrade performance of eavesdroppers for enhancing security as an

additional layer.

4.2 Small Number of Observations

In this section, it is assumed that a small number of observations are available to

the intended receiver and the eavesdropper to estimate θ. As motivated in the

previous section, both the eavesdropper and the intended receiver are modeled

to employ LMMSE estimators for a given number of observations n.

4.2.1 Generic Encoding Functions

First, generic encoding functions are considered at the transmitter. To that end,

as motivated in Section 2.2, the parameter space and the intrinsic constraints on

the functions f1(θ) and f2(θ) are specified as follows:

• θ ∈ Λ = [a, b].

• fk(θ) ∈ [a, b] for k = 1, 2.

• f1(θ) and f2(θ) are continuous and one-to-one functions.
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The LMMSE estimator at the intended receiver can explicitly be written for

given observations y as

θ̂r = E(θ) +Σθ,YΣ
−1
Y (y− E(Y)), (4.6)

and the corresponding MSE can be obtained as

ǫr = MSE = V ar(θ)−Σθ,YΣ
−1
Y ΣT

θ,Y. (4.7)

where Σθ,Y = [Cov(θ, Y1), Cov(θ, Y2) . . . Cov(θ, Yn)] and ΣY = E

(

(

Y −

E(Y)
)(

Y − E(Y)
)T
)

. Similarly, the MSE of the LMMSE estimator at the

eavesdropper, ǫe, can be obtained for given observations z by using Z instead of

Y in (4.7). Based on these MSE expressions, the optimization problems can be

proposed as follows:

min
γ,f1(θ),f2(θ)

ǫr s.t. ǫe ≥ α1 (4.8)

and

max
γ,f1(θ),f2(θ)

ǫe s.t. ǫr ≤ α2 (4.9)

where α1 and α2 denote, respectively, the secrecy target for the first problem

and the estimation accuracy (error) limit at the intended receiver for the second

problem. The following proposition provides a closed form expression for the

MSE of the LMMSE estimator at the intended receiver.

Proposition 1: The MSE (ǫr) of the LMMSE estimator at the intended re-

ceiver for the encoding model specified in (4.3) with given f1(θ), f2(θ) and γ is

ǫr = V ar(θ)− n (γ c1 + (1− γ) c2)
2

(n− 1)x+ τ − nt
(4.10)
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where

x , γ2 r1 + (1− γ)2r2 + 2 γ (1− γ)E(f1(θ) f2(θ))

τ , γ r1 + (1− γ) r2 + σ2
V

t , (γ m1 + (1− γ)m2)
2 (4.11)

with mi = E(fi(θ)), ri = E(fi(θ)
2) and ci = Cov(fi(θ), θ) for i = 1, 2.

Proof : Note thatΣY = E(YYT )−E(Y)E(Y)T . Also, E(Yk|θ) = γ f1(θ)+

(1− γ) f2(θ). Then, E(Yk) = E
(

E(Yk|θ)
)

= γ m1+(1− γ)m2 for k = 1, 2, . . . , n.

Therefore, E(Y) = (γ m1+(1−γ)m2)1, where 1 denotes the n×1 column vector

of ones. Thus, E(Y)E(Y)T = (γ m1 + (1− γ)m2)
211T = t11T .

In addition, E(Y 2
k |θ) = γ (f1(θ)

2 + σ2
V ) + (1 − γ) (f2(θ)

2 + σ2
V ); hence,

E(Y 2
k ) = γ r1 + (1 − γ) r2 + σ2

V = τ for k = 1, 2, . . . , n. Similarly, E(YjYk|θ) =
E(Yj|θ)E(Yk|θ) = (γ f1(θ)+(1−γ) f2(θ))

2. Then, E(YjYk) = γ2 r1+(1−γ)2 r2+

2 γ (1 − γ)E(f1(θ) f2(θ)) = x for j, k = 1, 2, . . . , n and j 6= k. Overall, the value

of the diagonal elements of ΣY is τ − t and the rest of the elements are x− t.

Furthermore, Σθ,Y = Cov(θ, Yk)1
T and Cov(θ, Yk) = E(θYk) − E(θ)E(Yk).

Note that E(θ Yk) = E
(

E(θYk|θ)
)

= E
(

θ E(Yk|θ)
)

= γ E(θf1(θ)) + (1 −

γ)E(θf2(θ)). Then, Cov(θ, Yk) = γ

(

E(θf1(θ)) − E(θ)E(f1(θ))

)

+ (1 −

γ)

(

E(θf2(θ)) − E(θ)E(f2(θ))

)

= γ c1 + (1 − γ)c2. Therefore, the MSE be-

comes V ar(θ)−Σθ,YΣ
−1
Y ΣT

θ,Y = V ar(θ)− (γ c1 + (1− γ) c2)
2 1TΣ−1

Y 1. Note that

the sum of the elements in each row of ΣY is the same; therefore, ΣY1 = λ1,

where λ = (n− 1)x+ τ − nt. As λ is an eigenvalue of ΣY with a corresponding

eigenvector 1, Σ−1
Y 1 = (1/λ)1 holds. Then, 1TΣ−1

Y 1 = (1/λ) 1T1 = n/λ. Hence,

the MSE becomes V ar(θ) − (γ c1 + (1− γ) c2)
2 n/λ, and inserting the value of

λ = (n− 1)x+ τ − nt concludes the proof. �

Proposition 1 provides a tool to calculate the MSE for any given prior infor-

mation pθ(θ), encoding scheme (f1(θ), f2(θ), γ) and number of observations n.

Note that Proposition 1 can similarly be derived for the eavesdropper by using
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σ2
W instead of σ2

V whenever necessary. It can be observed that the MSE in (4.10)

increases when the noise variance increases; therefore, ǫr < ǫe when σ2
V < σ2

W .

It is noted that the optimization problems in (4.8) and (4.9) are related such

that the expressions for ǫr and ǫe differ only in the noise variance terms. Therefore,

it is possible to find a relationship between the solutions of (4.8) and (4.9), as

stated in the following proposition.

Proposition 2: Suppose that S = {(γ∗, f ∗
1 , f

∗
2 )} is the set of optimal solutions

to (4.8). Let the optimal value of (4.8) be denoted as ǫ∗r. If α2 is set as α2 = ǫ∗r

in (4.9), then the optimal solutions of (4.9) satisfy the constraint in (4.9) with

equality, and ǫ†e = max
(γ,f1,f2)∈S

ǫe, where ǫ†e is the optimal value of (4.9). Similarly,

let S̄ = {(γ†, f †
1 , f

†
2)} denote the set of optimal solutions to (4.9). If α1 = ǫ†e

in (4.8), then the optimal solutions to (4.8) satisfy the constraint in (4.8) with

equality, and ǫ∗r = min
(γ,f1,f2)∈S̄

ǫr.

Proof : We provide a proof only for the first statement as the second

one can be shown in a similar fashion. Let the MSEs of the intended re-

ceiver and the eavesdropper be denoted, respectively, as ǫr = T (γ, f1, f2, σ
2
V )

and ǫe = T (γ, f1, f2, σ
2
W ) for given γ, f1, and f2. Suppose that (γ†, f †

1 , f
†
2) is an

optimal solution to (4.9) with T (γ†, f †
1 , f

†
2 , σ

2
V ) < α2 = ǫ∗r . Then, (γ†, f †

1 , f
†
2)

cannot be in the feasible set of (4.8) as α2 = min ǫr for ǫe ≥ α1 in (4.8),

implying that T (γ†, f †
1 , f

†
2 , σ

2
W ) < α1. Note that any (γ∗, f ∗

1 , f
∗
2 ) ∈ S satisfies

T (γ∗, f ∗
1 , f

∗
2 , σ

2
W ) ≥ α1 > T (γ†, f †

1 , f
†
2 , σ

2
W ), which shows that (γ†, f †

1 , f
†
2) cannot

be an optimal solution to (4.9). Therefore, the optimal solution to (4.9) should

satisfy T (γ†, f †
1 , f

†
2 , σ

2
V ) = α2 = T (γ∗, f ∗

1 , f
∗
2 , σ

2
V ) = ǫ∗r , and it needs to be in S.

Hence, the sufficient space to search for the optimal solution of (4.9) reduces to

S, and ǫ†e = max
(γ,f1,f2)∈S

ǫe. �

The following corollaries immediately follow from Proposition 2.

Corollary 1: If (γ∗, f ∗
1 , f

∗
2 ) is a unique solution to (4.8) with the optimal value

ǫ∗r, then it is also a unique solution to (4.9) for α2 = ǫ∗r.
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Corollary 2: If all the optimal solutions to (4.8) satisfy the constraint in (4.8)

with equality, then the optimal value of (4.9), ǫ†e, is equal to α1 for α2 = ǫ∗r .

Corollary 3: If (γ†, f †
1 , f

†
2) is a unique solution to (4.9) with the optimal value

ǫ†e, then it is also a unique solution to (4.8) for α1 = ǫ†e.

Corollary 4: If all the optimal solutions to (4.9) satisfy the constraint in (4.9)

with equality, then the optimal value of (4.8), ǫ∗r, is equal to α2 for α1 = ǫ†e.

As the optimization problems in (4.8) and (4.9) require a search over functions,

characterizing the set of optimal solutions in every case may not be possible.

However, Proposition 1 provides the required expressions to evaluate the objective

and constraint functions for given σ2
W and σ2

V . Based on those expressions, the

following proposition provides a closed form expression for an optimal solution

to (4.8) and (4.9) when the channel of eavesdropper is noisier than that of the

intended receiver; that is, σ2
W > σ2

V .

Proposition 3: If σ2
W > σ2

V , an optimal solution to (4.8) is a deterministic

affine function, denoted by f ∗(θ) = k∗
1θ + k∗

2, where

k∗
1 = ±

√

σ2
V

n

(

1

α1

− 1

V ar(θ)

)

(4.12)

and k∗
2 can be anything as long as f ∗(θ) ∈ [a, b]. Then, the optimal value of (4.8)

is

ǫ∗r =
σ2
V V ar(θ)α1

σ2
W (V ar(θ)− α1) + σ2

V α1
· (4.13)

Similarly, an optimal solution to (4.9) is a deterministic affine function, f †(θ) =

k†
1θ + k†

2, where

k†
1 = ±

√

σ2
W

n

(

1

α2

− 1

V ar(θ)

)

(4.14)

and k†
2 can be anything as long as f †(θ) ∈ [a, b]. Then, the optimal value of (4.9)

115



is

ǫ†e =
σ2
W V ar(θ)α2

σ2
V (V ar(θ)− α2) + σ2

Wα2

· (4.15)

Proof : First, we focus on the optimization problem in (4.9). The denom-

inator of the second term in (4.10) can be rewritten as n(x − t) + τ − x, where

x − t = V ar(γf1(θ) + (1 − γ)f2(θ)) and τ − x = γ (1 − γ)E (|f1(θ)− f2(θ)|2) +
σ2
V . Also, the numerator of the second term in (4.10) can be expressed as

nCov(γf1(θ) + (1− γ)f2(θ), θ)
2. Therefore, ǫe and ǫr become

ǫe = V ar(θ)− nCov(f̃ , θ)2

nV ar(f̃) + γ (1− γ)E (|f1(θ)− f2(θ)|2) + σ2
W

ǫr = V ar(θ)− nCov(f̃ , θ)2

nV ar(f̃) + γ (1− γ)E (|f1(θ)− f2(θ)|2) + σ2
V

respectively, where f̃ , γf1(θ)+ (1− γ)f2(θ). It is noted that unless we have the

trivial case of f̃ = 0, the following equation holds:

ǫr − V

ǫe − V
=

∆+ σ2
W

∆+ σ2
V

where V = V ar(θ) and ∆ , nV ar(f̃) + γ (1 − γ)E (|f1(θ)− f2(θ)|2). Then, for

all feasible γ, f1(θ), f2(θ),

ǫe = V − (V − ǫr)
∆ + σ2

V

∆+ σ2
W

≤ V − (V − α2)
∆ + σ2

V

∆+ σ2
W

≤ V − (V − α2)
∆∗ + σ2

V

∆∗ + σ2
W

(4.16)

where ∆∗ = min
γ,f1,f2

∆ s.t., ǫr ≤ α2. Note that the first inequality in (4.16) is due

to the fact that ǫr ≤ α2 in the feasible region, and the second inequality is due to

the fact that (∆+σ2
V )/(∆+σ2

W ) is an increasing function of ∆ as σ2
W > σ2

V with

∆ ≥ 0. As (4.16) provides a global upper bound for ǫe, if there exists a feasible

(γ, f1, f2) such that ǫe attains the global bound, then it is concluded that ǫe is

maximized with it. A sufficient condition for the existence of such a case is that

the solution of min
γ,f1,f2,ǫr≤α2

∆ satisfies the constraint with equality, i.e., ǫr = α2.
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Therefore, we aim to obtain the solution of the following problem:

min
γ,f1(θ),f2(θ)

nV ar(f̃) + γ(1− γ)E
(

|f1(θ)− f2(θ)|2
)

s.t.

nCov(f̃ , θ)2

nV ar(f̃) + γ (1− γ)E (|f1(θ)− f2(θ)|2) + σ2
V

≥ V − α2 (4.17)

Note that for any possible f̃ , which is obtained using a feasible (γ, f1, f2), there are

infinitely many alternative ways of constructing it with other feasible (γ, f1, f2)’s.

Among all constructions, choosing f̃ = f1 = f2 yields a smaller objective value

and a larger value for the left side of the constraint in (4.17), implying that it is

the optimal selection. Therefore, the problem reduces to

min
f̃

V ar(f̃) s.t. V − nCov(f̃ , θ)2

nV ar(f̃) + σ2
V

≤ α2 (4.18)

The constraint in (4.18) can be expressed as

n
(

V ar(θ)V ar(f̃)− Cov(f̃ , θ)2
)

+ σ2
V V ar(θ)

nV ar(f̃) + σ2
V

≤ α2

Note that V ar(θ)V ar(f̃)− Cov(f̃ , θ)2 ≥ 0 for any f̃ due to Cauchy-Schwarz in-

equality. Therefore, V ar(f̃) ≥ σ2
V (V ar(θ)− α2)/(nα2) for any f̃ . This global

lower bound can be achieved via f̃(θ) = k†
1θ + k†

2 with k†
1 being given by

(4.14) and k†
2 being selected as any value to guarantee f̃(θ) ∈ [a, b]. It is

noted that when (4.9) is a feasible problem, |k†
1| ≤ 1. For such an encoding,

∆∗ = σ2
V (V ar(θ)− α2)/α2 and ǫr = α2, i.e., the constraint is satisfied with

equality in (4.17). Therefore, an optimal solution of (4.17), which is a determin-

istic affine function, is also an optimal solution of (4.9), which yields the optimal

value of ǫ†e =
σ2
W

V ar(θ)α2

σ2
V
(V ar(θ)−α2)+σ2

W
α2
.

Based on the preceding discussion and Corollary 4, it can be argued that an

optimal solution to (4.8) is a deterministic affine function when σ2
W > σ2

V . First,

notice that any optimal solution to (4.9) should satisfy the constraint with equal-

ity, i.e., ǫr = α2. This is due to the fact for any other solution which does not

satisfy the constraint with equality, the inequality in (4.16) would strictly be
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implying a gap between ǫe and the global bound, and it is already shown that

this bound can actually be achieved. Therefore, the result of Corollary 4 can be

applied to connect the solutions of (4.8) and (4.9) and to imply that the deter-

ministic affine functions solve (4.8) as well under the conditions of Proposition

3. Via Corollary 4 and (4.15), the expression in (4.13) can be obtained after a

rearrangement. �

There are some interesting observations regarding the result in Proposition

3. First, randomization between two functions does not bring any benefits over

deterministic encoding when the intended receiver has already a less noisy channel

than the eavesdropper, and the encoding function can be selected as a simple

affine function. Second, for a given α1 (or, α2) value, ǫ
∗
r (and ǫ†e) does not depend

on n; however, the slope of the deterministic affine optimal function decays with

1/
√
n. This means that the transmit power per channel use should be decreased

as n increases such that the total transmitted signal power to send θ with n

channel uses stays constant. Also, the constant term in the deterministic affine

optimal function does not have any effects; hence, it can be chosen freely as long

as the function remains in the feasible set.

Even though Proposition 3 provides a closed-form expression for an optimal so-

lution when σ2
W > σ2

V , it does not bring any conclusions into the case of σ2
W < σ2

V .

In order to obtain the solutions of the optimization problems in (4.8) and (4.9)

in this case, the solution methods provided in Section 2.2.2 can be adopted, and

ǫe and ǫr can directly be calculated using (4.10). In this chapter, the piecewise

linear approximation method described in Section 2.2.2 is utilized to obtain the

optimal solutions when σ2
W < σ2

V . In particular, for fi(θ), the increment in the

kth interval in [a, b] is defined as ∆x
(i)
k , fi(a + k∆θ) − fi(a + (k − 1)∆θ) for

k = 1, . . .M , and the optimization is performed over 2M + 1 variables, that

is, [∆x
(1)
1 ,∆x

(1)
2 , . . . ,∆x

(1)
M ,∆x

(2)
1 ,∆x

(2)
2 , . . . ,∆x

(2)
M , γ], by using the Global Opti-

mization Toolbox of MATLAB. In the numerical examples, M is taken to be 25,

which seems to provide a good trade-off between accuracy and complexity.

Next, we investigate a special case in which the encoding function is restricted

to be affine.
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4.2.2 Affine Encoding Functions

In this section, it is assumed that encoding is performed via affine encoding

functions such that f1(θ) = k1θ + k2 and f2(θ) = s1θ + s2.
3 For this case,

the MSE of the intended receiver (and the eavesdropper by using σ2
W ) can be

expressed in terms of k1, k2, s1 and s2 as a corollary to Proposition 1.

Corollary 5: The MSE (ǫr) of the LMMSE estimator at the intended receiver

for the encoding model specified in (4.3) when f1(θ) = k1θ+k2 and f2(θ) = s1θ+s2

is

ǫr = V ar(θ)
γ (1− γ) κ+ σ2

V

nV ar(θ)(γ k1 + (1− γ)s1)2 + γ (1− γ) κ+ σ2
V

(4.19)

where

κ , E
(

((k1 − s1)θ + (k2 − s2))
2
)

. (4.20)

Proof : For the given f1 and f2, c1 and c2 defined in Proposition 1 become

k1 V ar(θ) and s1 V ar(θ), respectively. Hence, the numerator of the second term

in (4.10) becomes n(γ k1 + (1− γ) s1)
2 V ar(θ)2. Also, the denominator of (4.10)

can be rewritten as n(x − t) + τ − x, where x, τ and t are as defined in (4.11).

Note that (x − t) = γ2k2
1V ar(θ) + (1 − γ)2s21V ar(θ) + 2γ(1 − γ)k1s1V ar(θ) =

(γk1 + (1− γ)s1)
2 V ar(θ), and τ − x = γ (1− γ)κ+ σ2

V , where κ is as defined in

(4.20). After arranging the terms, the final expression in (4.19) is obtained. �

When the encoding functions are restricted to affine functions, the optimization

problems in (4.8) and (4.9) involve a search over only 5 variables instead of

functions. Let xa , [γ, k1, k2, s1, s2] and Ta(xa, σ
2
V ) , ǫr, where ǫr is as defined

3k1 and k2 should be such that k1θ+ k2 ∈ [a, b] for all θ ∈ [a, b]. Similarly, s1θ+ s2 needs to
be in [a, b] for all θ ∈ [a, b]. Note that this requires |k1| ≤ 1 and |s1| ≤ 1.
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in (4.19). Then, the optimization problems can be written as

min
xa

Ta(xa, σ
2
V ) s.t. Ta(xa, σ

2
W ) ≥ α1 (4.21)

max
xa

Ta(xa, σ
2
W ) s.t. Ta(xa, σ

2
V ) ≤ α2 (4.22)

where Ta(xa, σ
2
W ) , ǫe. It is noted that the optimization problems in (4.21) and

(4.22) are much easier to solve than those in the case of encoding with generic

functions.

Finally, as the closed form expression for the MSE with affine encoding can be

calculated based on given encoding coefficients, it is also possible to investigate

its behavior as γ changes. Namely, the aim is to provide regions of γ ∈ [0, 1] in

which the MSE increases or decreases with respect to γ. Such a characterization

is helpful for both theoretical analysis and gaining intuition on the benefits of

randomization. In addition, it facilitates the specification of the exact optimal

solution of γ for the given encoding functions, i.e., k1, k2, s1, s2, and secrecy target.

The following proposition characterizes the behavior of the MSE with respect to

γ, where γ is taken as a real number (the case of γ ∈ [0, 1] immediately follows

as a corollary).

Proposition 4: Define ν(γ) , ν2γ
2 + ν1γ + ν0 with

ν2 , −κ(k2
1 − s21)

ν1 , −2 κ s21 − 2σ2
V (k1 − s1)

2

ν0 , κs21 − 2σ2
V (k1 − s1)s1 (4.23)

where κ is as defined in (4.20). Then,

• if ν2 = 0 and ν1 > 0, then ǫr is an increasing (a decreasing) function of γ

for γ > −ν0/ν1 (γ < −ν0/ν1);

• if ν2 = 0 and ν1 < 0, then ǫr is a decreasing (an increasing) function of γ

for γ > −ν0/ν1 (γ < −ν0/ν1);

• if ν2 > 0, then ǫr is a decreasing function of γ when γ is in between the roots
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of v(γ)=0, which are
κs1−2σ2

V
(k1−s1)

κ(k1+s1)
and −s1

k1−s1
, and an increasing function

elsewhere;

• if ν2 < 0, then ǫr is an increasing function of γ when γ is in between the

roots of v(γ) = 0, and a decreasing function elsewhere;

• if ν1 = ν2 = 0, then ǫr is constant with respect to γ.

Proof : From (4.19), the MSE can be expressed as ǫr = V ar(θ)h(γ)/(ξg(γ)2+

h(γ)), where h(γ) = γ(1−γ)κ+σ2
V , g(γ) = (k1−s1)γ+s1, and ξ = nV ar(θ) > 0.

Consider the derivative of the MSE with respect to γ, i.e., dǫr/dγ. As the de-

nominator of dǫr/dγ is always positive, it is enough to characterize the sign of its

numerator with respect to γ. Let v̂(γ) denote the numerator of dǫr/dγ.
4 Then,

ν̂(γ) = h′(γ)
(

ξg(γ)2 + h(γ)
)

− h(γ) (2ξg(γ)g′(γ) + h′(γ))

= ξg(γ) (h′(γ)g(γ)− 2h(γ)g′(γ)) , ξ v(γ) (4.24)

where h′(γ) = (1 − 2γ)κ and g′(γ) = k1 − s1. After inserting these into (4.24),

ν(γ) becomes

ν(γ) = ((k1 − s1)γ + s1)
(

−κ(k1 + s1)γ + κs1 − 2σ2
V (k1 − s1)

)

= ν2γ
2 + ν1γ + ν0 (4.25)

where ν2, ν1, and ν0 are as given in (4.23). As the roots of v(γ) are
κs1−2σ2

V
(k1−s1)

κ(k1+s1)

and −s1
k1−s1

, the conclusions in the proposition can be obtained by applying the

sign test to v(γ). �

The result in Proposition 4 can be used to find the optimal γ directly when k1,

k2, s1 and s2 are fixed. For example, consider a scenario with a single observation

(n = 1), σV = 0.01, σW = 0.5, and a secrecy target of α1 = 0.08. If f1(θ) = θ

and f2(θ) = 1 − θ, where θ is uniformly distributed in [0, 1], then ν2 = 0 and

ν1 < 0 with −ν0/ν1 = 1/2 for both ǫr and ǫe. Therefore, when γ > 1/2, the MSE

is a decreasing function of γ and when γ < 1/2 it is an increasing function of

4The V ar(θ) term is omitted in the expression as it is always positive.
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γ according to Proposition 4. Due to the symmetry in this specific problem, it

is possible to restrict γ to γ ∈ [0, 1/2]. Therefore, when γ increases, the MSEs

(both ǫr and ǫe) increase monotonically until γ = 1/2, as well. As the goal is to

minimize ǫr, it is obvious that γ should be increased until it yields ǫe = α1 = 0.08

but no more. Finally, γ = 0.3 can be obtained as the optimal probability, and

the corresponding MSE at the intended receiver becomes ǫr = 0.07.

4.3 Large Number of Observations

In this section, it is assumed that a large number of observations are available

to the intended receiver and the eavesdropper to estimate θ.5 As motivated in

Section 4.1, the ECRB metric is employed for both the intended receiver and the

eavesdropper in this scenario. The constraints on the parameter space and the

encoding functions are the same as in the previous section.

The ECRB is defined as the expectation of the conditional CRB with respect

to the unknown parameter [48], which is expressed as

Eθ

(

(I(n)(θ))−1
)

=

∫ b

a

pθ(θ)
1

I(n)(θ)
dθ , ECRB (4.26)

where pθ(θ) is the prior PDF of θ, I(n)(θ)−1 corresponds to the conditional CRB

for estimating θ and I(n)(θ) denotes the Fisher information based on n observa-

tions. Therefore, for the intended receiver, I
(n)
r (θ) can be expressed as

I(n)r (θ) =

∫
(

∂ log p(y|θ)
∂θ

)2

p(y|θ) dy (4.27)

with p(y|θ) representing the conditional PDF of the n observations for a given

value of θ [47]. Also, due to (4.4), I
(n)
r (θ) = nIr(θ), where Ir(θ) is the Fisher

5It should be emphasized that the ECRB approaches the MSE of the MMSE estimator in
the asymptotic region, which refers to either a large number of observations or high SNR/SINR
scenarios [48]. When stochastic encoding is employed, there exists a certain interference term
in the received signal limiting the effective SINR. Therefore, the ECRB metric is not reliable
for a small number of observations even for a small noise variance.
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information based on p(y|θ) = γ pV (y− f1(θ))+ (1− γ) pV (y− f2(θ)). Therefore,

Ir(θ) =

∫ ∞

−∞

u(θ)2

p(y|θ) dy (4.28)

where

u(θ) = γ
1√
2πσV

e
−(y−f1(θ))

2

2σ2
V

(y − f1(θ))

σ2
V

f
′

1(θ)

+ (1− γ)
1√
2πσV

e
−(y−f2(θ))

2

2σ2
V

(y − f2(θ))

σ2
f

′

2(θ) (4.29)

and

p(y|θ) = γ√
2πσV

e
−(y−f1(θ))

2

2σ2
V +

1− γ√
2πσV

e
−(y−f2(θ))

2

2σ2
V (4.30)

In addition, when (4.28) is employed in (4.26), the ECRB at the intended receiver,

Er, is obtained as

Er =
1

n

∫ b

a

pθ(θ)
1

Ir(θ)
dθ . (4.31)

Similarly, the ECRB at the eavesdropper can be obtained by defining Fisher

information Ie(θ) based on p(z|θ) = γ pW (z−f1(θ))+(1−γ) pW (z−f2(θ)), which
can be calculated as in (4.28)-(4.30). Then, the ECRB at the eavesdropper, Ee,

is

Ee =
1

n

∫ b

a

pθ(θ)
1

Ie(θ)
dθ . (4.32)

Therefore, similarly to (4.8) and (4.9), the optimization problems can be pro-

posed as follows:

min
γ,f1(θ),f2(θ)

Er s.t. Ee ≥ η1 (4.33)

max
γ,f1(θ),f2(θ)

Ee s.t. Er ≤ η2 (4.34)

where η1 and η2 denote the secrecy target for the first problem and the estimation
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accuracy limit at the intended receiver for the second problem. Even though the

simplification to (4.28) may not be possible for the generic case, calculating the

ECRB is still easier and more practical for a large number of observations than

calculating the MSEs of estimators such as the MAP or MMSE estimators.

Remark 2: Similarly to the results in Proposition 2 and Corollary 1–4, the

exact relationship between the solutions of (4.33) and (4.34) can be obtained

based on a similar approach, which is not repeated here for brevity.

It is noted that if the encoding function is deterministic, then simplification is

possible for both Er and Ee. The following proposition provides the solutions to

the optimization problems in (4.33) and (4.34) in the absence of randomization.

Proposition 5: Suppose that a deterministic encoding function f(θ) is em-

ployed at the transmitter. For a given feasible secrecy target η1, the optimal value

of the optimization problem in (4.33) is η1 σ
2
V /σ

2
W . Furthermore, any f(θ) with

(σ2
W/n)

∫ b

a
pθ(θ)/f

′(θ)2dθ = η1 is an optimal deterministic encoding function for

(4.33). Similarly, for a given estimation accuracy limit η2, the optimal value

of the optimization problem in (4.34) is η2 σ
2
W/σ2

V . Furthermore, any f(θ) with

(σ2
V /n)

∫ b

a
pθ(θ)/f

′(θ)2dθ = η2 is an optimal deterministic encoding function for

(4.34).

Proof : When a deterministic encoding function f(θ) is employed at the

transmitter, Ir(θ) in (4.28) simplifies to Ir(θ) = f ′(θ)2/σ2
V . Similarly, Ie(θ) =

f ′(θ)2/σ2
W . Then, the optimization problem in (4.33) becomes

min
f(θ)

σ2
V

n

∫ b

a

pθ(θ)
1

f ′(θ)2
dθ

s.t.
σ2
W

n

∫ b

a

pθ(θ)
1

f ′(θ)2
dθ ≥ η1 . (4.35)

As the integral term is identical in both the objective and the constraint func-

tions, the argument in Proposition 5 follows by choosing an encoding function

that satisfies the constraint with equality. The result for (4.34) can be justified

similarly. �
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Proposition 5 shows that if there is no randomization in the encoding function,

then the ratio of Er/Ee depends only on the noise variances in the channels of the

eavesdropper and the intended receiver. Therefore, any deterministic encoding

function can be used at the transmitter as long as it satisfies the constraints.

Also, it is noted that the only difference between using a generic deterministic

encoding function and an affine deterministic encoding function is that the former

may support a larger set of feasible η1 (or, η2) values.

Finally, it is possible to obtain some theoretical and intuitive results for the

generic stochastic encoding scheme in (4.3) by using the convexity of the Fisher

information with respect to the conditional distribution [71]. Specifically, let the

Fisher information based on p1(y|θ) and p2(y|θ) be denoted by I1(θ) and I2(θ),

respectively. If p3(y|θ) = γp1(y|θ) + (1 − γ)p2(y|θ), then the Fisher information

I3(θ) based on p3(y|θ) satisfies I3(θ) < γI1(θ) + (1− γ)I2(θ) given that γ ∈ (0, 1)

and p1(y|θ) 6= p2(y|θ). This implies that I3(θ) is also a convex function of γ for

any given θ ∈ [a, b], and it always remains below the linear line connecting I1(θ)

and I2(θ).

This convexity property is helpful for providing a few intuitive and analytical

results. For example, a lower bound for the ECRB can be obtained when f1(θ) and

f2(θ) correspond to affine encoding. To that end, consider the affine encoding

scheme described in Section 4.2.2. Then, I1(θ) = k2
1/σ

2 and I2(θ) = k2
2/σ

2.

Then, I3(θ) <
(

γk2
1 + (1 − γ) k2

2

)

/σ2 ∀θ ∈ [a, b]. Therefore, for the ECRB of the

intended receiver, it is obtained that Er >
σ2
V

n(γk21+(1−γ) k22)
and for the ECRB of the

eavesdropper, it is obtained that Ee >
σ2
W

n(γk21+(1−γ)k22)
. The following proposition

provides a result for symmetric encoding:

Proposition 6: Consider the symmetric mapping with f1(θ) = g(θ) and

f2(θ) = g0 − g(θ) such that g(θ) ∈ [a, b] and g0 − g(θ) ∈ [a, b] for all θ ∈ [a, b].

Then, the ECRB is maximized at γ = 1/2.

Proof : Let γ = γ0 ∈ [0, 1]. For the given model, I(θ) =
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g′(θ)2
∫∞
−∞ û(θ)2/p(y|θ)dy, where

û(θ) = γ0
1√
2πσ

e
−(y−g(θ))2

2σ2
(y − g(θ))

σ2

− (1− γ0)
1√
2πσ

e
−(y+g(θ)−g0)

2

2σ2
(y + g(θ)− g0)

σ2

, m(y, θ, γ0) (4.36)

and

p(y|θ) = γ0
1√
2πσV

e
−(y−g(θ))2

2σ2
V

+ (1− γ0)
1√
2πσV

e
−(y+g(θ)−g0)

2

2σ2
V , d(y, θ, γ0). (4.37)

If the change of variables with g0 − y = ŷ is applied in the integration for I(θ),

it is obtained that I(θ) = g′(θ)2
∫∞
−∞

m(ŷ,θ,1−γ0)2

d(ŷ,θ,1−γ0)
dŷ. Therefore, I(θ) attains the

same value for γ = γ0 and γ = 1 − γ0; hence, it is a symmetric function of γ

around γ = 1/2 for any θ ∈ [a, b]. Due to this fact and the convexity of I(θ) with

respect to γ, its minimum occurs at γ = 1/2 for all θ ∈ [a, b], implying that the

ECRB is maximized at γ = 1/2. �

Finally, the behavior of the ECRB with respect to γ can be investigated for

the general encoding scheme in (4.3) based on the convexity property, as stated

in the following proposition. (Similar results can also be derived for Ie(θ).)

Proposition 7: Let dIr(θ)
dγ

∣

∣

γ=0+
, d0 and dIr(θ)

dγ

∣

∣

γ=1−
, d1. Then,

• if d1 < 0 for all θ ∈ [a, b], Ir(θ) is monotone decreasing with γ, implying

that the ECRB is monotone increasing with γ ∈ (0, 1);

• if d0 > 0 for all θ ∈ [a, b], Ir(θ) is monotone increasing with γ, implying

that the ECRB is monotone decreasing with γ ∈ (0, 1);

• if d0 < 0 and d1 > 0 for a given θ ∈ [a, b], Ir(θ) has a minimum γ∗ ∈ (0, 1).

Furthermore, if γ∗ minimizes Ir(θ) for all θ ∈ [a, b], then Er is maximized

at γ = γ∗
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Proof : Due to the strict convexity of Ir(θ) with respect to γ, d2Ir(θ)
dγ2 > 0

holds for γ ∈ (0, 1). If d1 < 0 for all θ ∈ [a, b], then dIr(θ)
dγ

< 0 for all γ ∈ (0, 1)

as the value of the derivative only increases as γ increases. Hence, Ir(θ) is a

monotone decreasing function of γ for all θ ∈ [a, b], which implies that Er is

monotone increasing. Similarly, if d0 > 0 for all θ ∈ [a, b], dIr(θ)
dγ

> 0 for all

γ ∈ (0, 1); hence, Ir(θ) is a monotone increasing function of γ for all θ ∈ [a, b],

which implies that Er is monotone decreasing. Finally, if d0 < 0 and d1 > 0, then

via a similar argument, there exists a γ = γ∗ such that dIr(θ)
dγ

∣

∣

γ=γ∗
= 0, and it is

the minimum for Ir(θ), and the rest of the arguments in the proposition follow

from (4.31). �

The following point should be noted related to γ∗ in Proposition 7. Even

though there may not exist such a γ∗ which is the minimum for all θ ∈ [a, b] in

general, Er can still have a maximizer in γ ∈ (0, 1). Hence, it is only a sufficient

condition, and the symmetric mapping given in Proposition 6 is an example in

which this condition is satisfied.

Remark 3: The monotonicity results are important to gain intuition about

the benefits of randomization and provide a practical tool and guide to obtain

the optimal value of γ for given functions f1(θ) and f2(θ). For example, if the

designer fixes the encoding functions to decrease system complexity, then the

problem reduces to finding the optimal γ to satisfy the secrecy targets. (In some

other scenarios, it may help reduce the search space.) However, in order to obtain

the solutions of the optimization problems in (4.33) and (4.34) in general, similarly

to the previous section, the piecewise linear approximation method described in

Section 2.2.2 can be utilized, and Ee and Er are calculated based on (4.26)–(4.32).

Remark 4: Even though the ECRB metric is also utilized in Section 2.2, the

current problem setup is significantly different as it considers encoder randomiza-

tion, multiple observations (n > 1), and the availability of encoding information

at the eavesdropper. ECRB is only an optimization metric for the performance of

the estimator at the receiver in Section 2.2, i.e., optimizing it implies improved

overall performance. However, in this chapter, ECRB is used only when n is

sufficiently large; hence, it is rather directly a tight approximation of the optimal
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MSE value in the asymptotic region. Also, in Section 2.2, different metrics are

utilized in the receiver (ECRB) and the eavesdropper (MSE of LMMSE estima-

tor) whereas in this section, ECRB is utilized both in the intended receiver and

the eavesdropper. Due to these reasons, most of the theoretical discussions in

Section 2.2 cannot be applied to the current chapter.

4.4 Numerical Results

In this section, numerical examples are provided to investigate the theoretical

results and the solution of the optimization problems proposed in Section 4.2 and

4.3.

4.4.1 Justification for LMMSE Estimator and ECRB

Metric

In this section, we provide numerical examples to illustrate the motivation behind

using different approaches for the cases of small and large numbers of observations.

In all examples, the corresponding ECRB and the MSEs for the MMSE and

LMMSE estimators are plotted versus the number of observations n. The SNR

is defined as 10 log10(1/σ
2), where σ2 is the variance of the zero-mean Gaussian

noise. In the first example, we consider a simple scenario in which the parameter

is not encoded, i.e., f(θ) = θ. In the second example, the parameter is encoded by

a simple piecewise linear deterministic encoding function such that f(θ) = 2θ/3

for θ ∈ [0, 0.5] and f(θ) = (4θ − 1)/3 for θ ∈ [0.5, 1]. In both examples, it

is assumed that θ has uniform distribution in θ ∈ [0, 1] and the SNR is set

to 5 dB. The results are shown in Fig. 4.2 (top and bottom figures), and the

corresponding encoding functions are provided in the upper right corner of each

figure. It is observed that the MSEs of the LMMSE and MMSE estimators are

close to each other when n is small whereas the ECRB converges to the MSE

of the MMSE estimator for large n values in both figures. In the absence of
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Figure 4.2: ECRB, LMMSE and MMSE versus n for two simple encoding scenarios.

encoding, the MSE performance of the MMSE and LMMSE estimators is almost

the same for large numbers of observations, as well. However, the performance of

the LMMSE estimator deviates from that of the MMSE estimator and the ECRB

for large numbers of observations in the second example (with nonlinear encoding

function), which motivates the use of ECRB in this regime in the general case.

It is also noted that the ECRB is not a lower bound, and it rather identifies the

optimal estimator behavior in asymptotic scenarios.

Next, we provide two numerical examples in Figs. 4.3 and 4.4 under stochastic

encoding as modeled in (4.3). In both of the examples, it is assumed that γ = 0.8,

f1(θ) = θ, and f2(θ) = 1 − θ and θ ∈ [0, 1]. Also, θ has uniform distribution in

Fig. 4.3, and beta distribution with parameters (2, 3), i.e., pθ(θ) = 12 θ (1 − θ)2,

in Fig. 4.4. It is observed that for both SNR values in the figures, the MSE of the

LMMSE estimator and the ECRB are close to the MSE of the MMSE estimator

129



n100 101 102

M
S

E

10-5

10-4

10-3

10-2

10-1

100

LMMSE

ECRB

MMSE

θ
0 0.5 1

p
θ
(θ

)

0

1

2

SNR=15 dB

SNR=5 dB
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when n is small and large, respectively.6 Another important observation is that

as the noise variance decreases, the ECRB also reduces rapidly. For small values

of n, the ECRB cannot capture the interference effect on the error due to the

randomization employed in the encoder, and it can yield optimistic values for

the MSE, which motivates the use of the LMMSE estimator in such scenarios.

On the other hand, there is a performance gap between the LMMSE and MMSE

estimators for large values of n. This is due to the fact that practical estimators

start correctly deciding which mode of encoding (f1 or f2) is employed with

larger observations. However, the LMMSE is unable to achieve such a decision,

motivating the use of the ECRB in such scenarios as it is very tight in that

region. Therefore, the LMMSE estimator and the ECRB can be utilized for

small and large numbers of observations, respectively, at both the receiver and

the eavesdropper.

Note that the MMSE solutions in these examples are obtained based on the

following approach: For a given θ, n−dimensional realizations y are obtained

empirically at each run of Monte-Carlo simulations. The conditional MSE is

obtained using the MMSE estimator θ̂(y) = E (θ|Y = y), which is analytically

calculated for a given y at each run. Finally, the MSE is obtained by taking the

expectation of the conditional MSE over pθ(θ) analytically. The total number of

Monte-Carlo runs is set to 105.

4.4.2 Small Number of Observations

In this section, numerical results are provided for the case of small number of

observations. In all of the examples in this section, it is assumed that the num-

ber of observations is 5, i.e., n = 5, and θ is uniformly distributed in [0, 2]. The

SNRs of the intended receiver and the eavesdropper are defined as 10 log10(1/σ
2
V )

6At high SNRs, the MSE of the MMSE estimator may be in between the ECRB and the
MSE of the LMMSE estimator for medium values of n; hence, a more conservative approach
can be taken and the ECRB can be used for the eavesdropper and the LMMSE metric can be
used for the intended receiver in such a case.
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and 10 log10(1/σ
2
W ), where σ2

V and σ2
W are the variances of the zero-mean Gaus-

sian noise at each observation of the intended receiver and the eavesdropper,

respectively. The following strategies are evaluated in the examples:

Stochastic generic: This strategy corresponds to the solution of (4.8) (and

alternatively (4.9)), which provides optimal generic encoding functions f1(θ) and

f2(θ), and the probability γ.

Stochastic affine: This strategy corresponds to the solution of (4.21) (and

alternatively (4.22)), which provides the optimal affine encoding functions f1(θ) =

k1θ + k2 and f2(θ) = s1θ + s2, and the probability γ.

Deterministic generic: This strategy corresponds to the solution of (4.8)

(and alternatively (4.9)) when a deterministic generic encoding function f(θ) is

employed at the transmitter.

Deterministic affine: This strategy corresponds to the solution of (4.21)

(and alternatively (4.22)) when a deterministic encoding function f(θ) = k1θ+k2

is employed at the transmitter.

First, we consider the minimization of the MSE at the intended receiver for a

given secrecy level at the eavesdropper, i.e., the optimization problems in (4.8)

and (4.21). In the first example, two different scenarios are considered, and the

MSE of the intended receiver is plotted versus the SNR of the intended receiver.

In Scenario 1, the SNR of the eavesdropper is 20 dB, and the secrecy target

α1 = 0.26 and in Scenario 2, the SNR of the eavesdropper is 15 dB, and the

secrecy target α1 = 0.04. In Fig. 4.5, it is observed that when the SNR of the

intended receiver is higher than the SNR of the eavesdropper, all strategies yield

the same performance in both scenarios. This result is actually proved formally

in Proposition 3, and the optimal value for the MSE of the intended receiver can

be achieved by using a simple deterministic affine function. For example, when

the SNR of the intended receiver is 30 dB, f(θ) = 0.013 θ is an optimal encoder

for Scenario 1, yielding ǫ∗r = 0.0872, and f(θ) = 0.0663 θ is an optimal encoder for

Scenario 2, yielding ǫ∗r = 0.0014 according to (4.12) and (4.13). It is also observed
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eavesdropper and intended receiver are 15 and 5 dB, respectively.

in Fig. 4.5 that when the SNR of the intended receiver is lower than that of the

eavesdropper, there is a performance gap between different strategies. In that

region, the deterministic affine functions perform worse than the other strategies,

and applying randomization to affine functions brings significant performance

gains. Also, the generic functions yield lower MSE values than affine functions.

In Scenario 1, stochastic generic functions bring a small performance gain over

deterministic generic functions. However, stochastic and deterministic generic

functions yield the same performance in Scenario 2, implying that randomization

is not necessary if a generic function is employed in that scenario. Also, the MSE

of the intended receiver is equal to α1 for all strategies when the SNRs of the

intended receiver and the eavesdropper are the same.

In Fig. 4.6, the MSE of the intended receiver is plotted versus the secrecy target

at the eavesdropper when the SNRs of the eavesdropper and the intended receiver

135



are 15 and 5 dB, respectively. Obviously, as the secrecy target becomes larger,

the MSE of the intended receiver increases, as well. When the secrecy target is

very small (≈ 0) or very ambitious (≈ V ar(θ)), all the strategies have similar

performance. For medium values of α1, it is observed that the deterministic

affine function strategy performs significantly worse than the other strategies.

However, the stochastic affine strategy has significantly closer performance to

that of generic functions. When α1 is less than 0.24, randomization does not bring

any improvements over the deterministic generic strategy. However, as α1 gets

larger (that is, a relatively large MSE is required at the eavesdropper), stochastic

generic functions have slightly better performance than deterministic ones. This

implies that it is not possible to claim that deterministic generic functions are an

optimal class of functions in all settings even though their performance is not far

from that of stochastic generic functions.

In Fig. 4.7, the optimal encoding functions for different strategies are plotted

when the SNRs of the eavesdropper and the intended receiver are 10 and 0 dB,

respectively, and the secrecy target α1 is 0.28. Some important observations can

be made from the figure related to the optimal functions. First, it is noticed that

the deterministic affine function maps θ ∈ [0, 2] to a smaller interval ([0, 0.213]) to

solve the optimization problem and has a low degrees of freedom in the mapping

operation. On the other hand, the stochastic affine strategy sends an affine func-

tion f1(θ) = 0.4625 θ+ 1.075 with probability 0.604 and nothing (i.e., f2(θ) ≈ 0)

with probability 0.396. Furthermore, the characteristics of the generic functions

are quite different from those of the affine functions. The optimal deterministic

generic function is f(θ) ≈ 2 if θ < 0.1232, and f(θ) ≈ 0 otherwise.7 This im-

plies that the optimal deterministic function actually converges to a non-uniform

quantizer such that θ values are mapped to 0 and 2. Furthermore, the stochastic

generic function strategy randomizes between two quantizer-like generic functions

to outperform the optimal deterministic encoding function strategy. The intuition

behind such a scheme is that a quantizer-like encoder already assigns ≈ 2 and ≈ 0

7Note that the encoding functions are required to be one-to-one functions in this chapter;
therefore, even though they are not allowed to stay constant over an interval, it is easy to make
sure that they are arbitrarily close to being constant and still do not violate the one-to-one
assumption. Also note that if f(θ) is an optimal deterministic solution, then f̄(θ) = f̄0 ± f(θ)
is also an optimal solution as long as f̄(θ) ∈ [a, b], where f̄0 is a constant.
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Figure 4.7: Optimal encoding functions for different strategies when SNRs of eaves-
dropper and intended receiver are 10 and 0 dB, respectively, and secrecy target α1 is
0.28.

for a set of θ values and provides one layer of ambiguity. Then, randomization

over these two quantizer-like functions provides an extra layer of ambiguity about

the parameter to achieve required secrecy targets for the eavesdropper.

In Fig. 4.8, the optimal encoding functions for different strategies are plotted

when the SNRs of the eavesdropper and the intended receiver are 15 and 5 dB,

respectively, and the secrecy target α1 is 0.04. In this case, the secrecy constraint

is not as ambitious as the previous one. Similarly to the previous case, the

deterministic affine function maps θ ∈ [0, 2] to a smaller interval ([0, 0.746]).

The stochastic affine approach sends the original value of the parameter with

probability 0.8775 but it maps θ to ≈ 2 with probability 0.1225. According

to Fig. 4.5, the deterministic and stochastic affine approaches yield the MSE

values of 0.1923 and 0.088, respectively, illustrating the benefits of randomization.

In addition, the optimal deterministic generic function (and also the optimal
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stochastic generic function) has different characteristics than the one in Fig. 4.7.

In particular, it has three different regions; namely, f(θ) ≈ 2 for θ < 0.57,

f(θ) ≈ 0 for θ > 1.43, and f(θ) decreases monotonically for 0.57 ≤ θ ≤ 1.43,

yielding an MSE value 0.0597. This implies that when the secrecy target is not

very high, the deterministic generic encoding function does not actually behave

like a non-uniform quantizer.

Proposition 4 can be utilized to derive the probability values for the stochastic

affine strategy theoretically for given affine functions f1 and f2. For example, if

the parameters of Fig. 4.8 are used in Proposition 4, it is obtained that ν2 < 0

for the MSEs of both the eavesdropper and the intended receiver, and according

to the root test given in the proposition, the MSE decreases as γ increases when

γ ∈ [0, 1]. For γ = 0, ǫe is found as 1/3 > α1 = 0.04; hence, γ has to be increased

until ǫe = α1 = 0.04 to minimize ǫr. After some algebra, γ can be obtained as

0.8775.

We also provide an example for the problem of maximizing the MSE at the

eavesdropper for a given estimation accuracy limit at the intended receiver (i.e.,

the optimization problems in (4.9) and (4.22)). In Fig 4.9, the MSE of the eaves-

dropper is plotted versus the SNR of the eavesdropper when the SNR of the in-

tended receiver is 5 dB and the estimation accuracy limit α2 is 0.24. It is observed

that when the SNR of the eavesdropper is lower than the SNR of the intended

receiver, all the solutions have the same performance; that is, using an optimal

deterministic affine function is sufficient as claimed in Proposition 3. However,

when the SNR of the eavesdropper increases, the MSE of the eavesdropper keeps

decreasing for the deterministic affine strategy. Performing randomization over

affine functions stops such a decline in the MSE and creates an MSE floor at the

eavesdropper. Using generic functions yields even a higher MSE floor, where the

stochastic approach performs slightly better than the deterministic one.

Finally, in Fig. 4.10, the MSE of the intended receiver (ǫr) is plotted versus

the secrecy target α1, and the MSE of the eavesdropper (ǫe) is plotted versus the

estimation accuracy limit α2 when the SNRs of the eavesdropper and the intended

receiver are 5 and 15 dB, respectively. In this scenario, it is already established
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that all the methods have the same performance. Note that ǫr can be kept at

relatively low levels for α1 < 0.2; then, it increases rapidly as the secrecy demand

becomes more ambitious. Also, ǫe increases at a high rate when α2 is lower than

0.15, but further relaxing the estimation accuracy limit at the intended receiver

does not bring significant benefits in terms of the MSE level at the eavesdropper.

It is noted that Proposition 2 and Corollary 1-4 establish the direct relationship

between the optimization problems in (4.8) and (4.9). Also, based on Proposition

3, it has already been established that the conditions of Corollary 2 and 4 are

satisfied when the SNR of the intended receiver is higher than the SNR of the

eavesdropper; hence, their results can be applied. This can also be verified in Fig.

4.10. For example, given a secrecy level of α1 = 0.2, the minimum MSE value at

the intended receiver is obtained as ǫr = 0.043 after solving (4.8). Furthermore,

for a given estimation accuracy limit of α2 = 0.043, the maximum MSE value at

the eavesdropper becomes ǫe = 0.2 after solving (4.9). A similar relationship is

also observed when the SNR of the intended receiver is lower than the SNR of

the eavesdropper according to Figs. 4.6 and 4.9.

4.4.3 Large Number of Observations

In this section, the numerical examples are provided for a large number of ob-

servations. In all the examples in this section, it is assumed that the number

of observations is 1000, i.e., n = 1000. Similarly to the previous section, it is

assumed that θ is uniformly distributed in [0, 2] and the SNRs are defined in the

same way. Also, the stochastic generic, stochastic affine and deterministic func-

tion strategies are evaluated in a similar fashion. The stochastic generic strategy

corresponds to the solution of (4.33) and alternatively (4.34). The stochastic

affine strategy also solves (4.33) or (4.34) with the additional assumption that

the encoding functions are affine; that is, f1(θ) = k1θ + k2 and f2(θ) = s1θ + s2.

Based on Proposition 5, there will be no deterministic affine and deterministic

generic strategies separately in this section, and the solution of the deterministic

strategy is directly evaluated via Proposition 5.
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Figure 4.11: ECRB of intended receiver (Er) versus SNR of intended receiver when
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In this part, we consider the minimization (maximization) of the ECRB at the

intended receiver (eavesdropper) for a given secrecy level (estimation accuracy

limit) at the eavesdropper (intended receiver) in Figs. 4.11 and 4.13 (Figs. 4.12

and 4.14). First, the ECRB of the intended receiver (eavesdropper) is plotted

versus the SNR of the intended receiver (eavesdropper) when the SNR of the

eavesdropper (intended receiver) is 10 dB, and the secrecy target η1 = 0.001

(and the estimation accuracy limit η2 = 0.001). In Fig. 4.11 (Fig. 4.12), it is

observed that the deterministic functions yield the worst performance and ran-

domization is beneficial at all SNR values of the intended receiver (eavesdropper)

for a large number of observations, which was not the case for a small number of

observations. Note that the stochastic generic and affine functions have the same

performance when the SNR of the intended receiver is lower than that of the

eavesdropper. However, the stochastic generic functions outperform the stochas-

tic affine functions when the SNR of intended receiver is higher than the SNR of

the eavesdropper. Note that the ECRB versus SNR curve for the deterministic

functions is a linear line as explained in Proposition 5. Also, the ECRB of the

intended receiver (eavesdropper) is equal to η1 (η2) for all the strategies when the

SNRs of the intended receiver and the eavesdropper are same.

Next, in Fig. 4.13 (Fig. 4.14), the ECRB of the intended receiver (eaves-

dropper) is plotted versus the secrecy target (estimation accuracy limit) for two

different scenarios. In both scenarios, the SNR of the eavesdropper (receiver) is

10 dB and the SNR of the intended receiver (eavesdropper) is 5 and 20 dB in the

first and second scenarios, respectively. In the first (second) scenario in Fig. 4.13

(Fig. 4.14), the performances of the stochastic strategies are almost the same

and they are better than the deterministic solution. Furthermore, in the second

(first) scenario in Fig. 4.13 (Fig. 4.14), the stochastic generic solution has bet-

ter performance than the stochastic affine solution; hence it has the overall best

performance. In that case, it is interesting to note that as η1 (η2) increases, the

performance gap between the stochastic solutions and the simple deterministic

solution increases, as well. This shows that randomization can bring significant

performance improvements over the deterministic solution in the case of a large

number of observations.
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Figure 4.13: ECRB of intended receiver (Er) versus secrecy target (η1) for two different
scenarios.
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Finally, Proposition 6 and 7 can be utilized in the numerical examples to

further analyze the results. For example, in Fig. 4.11, when the SNR of the

eavesdropper is 10 dB, and the SNR of the intended receiver is 15 dB, with

η1 = 0.001, the solution of the optimal stochastic affine encoding strategy is

found as f1(θ) = 0.4824θ + 1.0352, f2(θ) = 0.9648− 0.4824θ, and γ = 0.5. Note

that according to Proposition 6, this is a symmetrical mapping; therefore, the

ECRB of the eavesdropper is maximized at γ = 0.5. Also, as this encoding

function satisfies the secrecy constraint with equality, Proposition 6 implies that

other γ values would be infeasible for this particular f1 and f2. Also, again in

Fig. 4.11, when the SNR of the intended receiver is 5 dB, the solution of the

optimal stochastic affine encoding strategy is found as f1(θ) = 0.4274 θ+ 0.2597,

f2(θ) = 0.4274 θ + 0.8989, and γ = 0.5. In order to employ Proposition 7, it can

be shown that d0 < 0 and d1 > 0 for all θ ∈ [0, 2]. Actually, I(θ) is constant for

a given γ for this given f1 and f2, and γ = 0.5 minimizes I(θ) (as it is constant,

basically for all θ ∈ [a, b]). Therefore, the ECRB of the eavesdropper is maximized

at γ = 0.5.

It is important to mention that the closed-form expressions (e.g., Proposi-

tion 1, Corollary 5, and eqns. (4.26)–(4.30)) obtained in the theoretical parts

(Sections 4.2 and 4.3) are used to calculate the LMMSE and ECRB values in the

numerical examples. The performance of the theoretically optimal solutions (e.g.,

Proposition 3 and 5) is compared with the simulations for verification and the

same performance results are obtained. However, the curves are not duplicated

in the figures for brevity/clarity of presentation.

4.4.4 Computational Complexity

The dimension of the search space and the number of multiplications required to

calculate the constraint and objective functions are both important factors about

the complexity of the proposed methods. In the case of the stochastic generic

function approach, the optimization is performed over 2M + 1 variables, where

M is the number of piecewise regions. For the deterministic generic solutions,
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the optimization is over M variables. The affine solutions require optimization

over five and two variables for the stochastic and deterministic cases, respectively.

When Proposition 3 and 5 are utilized, no search is required and the solutions can

be obtained directly. Also, the intuition provided by Proposition 4 can reduce

the search space to four variables for the stochastic affine solutions in the small

number of observations case. For large numbers of observations, the search space

for the stochastic generic solution can be reduced to 2M based on Proposition 6

when the conditions of the proposition hold.

For small numbers of observations, we use the expressions in Proposition 1 to

calculate the MSE. In the calculations, the most costly terms are the expectation

terms such as E(f1(θ) θ) and E(f2(θ) θ). To calculate these terms, which include

one-dimensional integrals, one of the possible ways is to employ Riemann sums,

each of which includes S terms for a given step size. Then, when the stochastic

and deterministic generic functions are used, calculating the objective function

requires O(14S) and O(5S) multiplications, respectively. For the affine solutions,

we do not have any of these terms, which implies a complexity of O(1). As the

only difference between the objective and constraint is the noise variance term,

the complexity does not double for calculating both functions. It is important to

note that the computational complexity does not depend on n.

For large numbers of observations, the overall expression requires double in-

tegration and complexity of O(14S1S2), where the Riemann sums have S1 and

S2 terms. Even though the ECRB calculation is more complex than calculating

the MSE of the LMMSE estimator, it also does not depend on n. Note that the

optimal MMSE expression would require n + 1 integrals instead of two; hence,

it is possible to tightly approximate the optimal MSE performance by using the

ECRB with a much lower complexity. Finally, when the conditions of Corollaries

1-4 are satisfied, it is possible to connect the optimization problems in (4.8) and

(4.9) (or, (4.33) and (4.34)) so that it is sufficient to solve one of the problems to

obtain the solutions of both.
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4.5 Concluding Remarks

Estimation theoretic secure transmission of a random scalar parameter has been

investigated in a Gaussian wiretap channel model, and various constrained op-

timization problems have been proposed in terms of estimation accuracy perfor-

mance of the intended receiver and the eavesdropper. The results have shown

that for small numbers of observations, when the SNR of the intended receiver

is higher than that of the eavesdropper, the deterministic affine solution forms

a class of optimal functions, which verifies the theoretical results. When the

SNR of the intended receiver is lower than that of the eavesdropper, stochastic

generic functions have the best performance in general; however, depending on

the target secrecy/accuracy value, deterministic generic functions can provide

an optimal solution, as well. Stochastic affine functions can provide significant

performance gains over deterministic affine functions, and they can be an attrac-

tive alternative solution to generic functions. For large numbers of observations,

deterministic generic/affine functions have worse performance than stochastic so-

lutions at all SNRs and in all the considered scenarios. Therefore, stochastic

encoding is also attractive in this region of operation. Similarly to the previous

case, stochastic generic functions have the best performance in general; however,

stochastic affine functions can also provide an optimal solution in certain scenar-

ios. Intuitively, the main factor that determines whether the stochastic methods

bring performance gains or not is the quality and quantity of the measurements

available to the eavesdropper given the secrecy target. If the eavesdropper has

a large number of observations or a small number of observations with a better

SNR than the intended receiver, then it is encoder’s task to make estimation

more challenging for the eavesdropper; hence, stochastic encoding provides per-

formance gains especially in such scenarios. As a relevant future work, it would

be interesting to investigate the MSE-based and information theoretically opti-

mal solutions in a common and fair framework to provide theoretical comparisons

and connections.
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Chapter 5

Optimal Parameter Design for

Estimation Theoretic Secure

Broadcast

In this chapter, optimal parameter design for estimation theoretic secure broad-

cast is investigated, where each receiver device employs a fixed estimator and

carries a certain security risk such that its decision can be available to a mali-

cious third party with a certain probability [46]. The main contributions of this

chapter can be summarized as follows:

• The optimal parameter design problem is formulated, where the encoder

at the transmitter is allowed to use a random mapping to minimize the

weighted sum of the conditional Bayes risks of the estimators under secrecy

and average power constraints.

• It is shown that the optimization problem can be solved individually for

each parameter value and the optimal mapping at the transmitter involves

a randomization among at most three signal different levels.

• Sufficient conditions for improvability and nonimprovability of the deter-

ministic design via stochastic encoding are obtained.
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Figure 5.1: System model for the parameter encoding problem.

The rest of the chapter is organized as follows: In Section 5.1, the system model

is introduced, optimal parameter design problem is formulated and its solution is

analyzed. The numerical results and conclusions are provided in Section 5.2 and

5.3, respectively.

5.1 System Model and Optimal Parameter De-

sign

Consider a system in which parameter θ ∈ Λ is broadcasted toK different devices,

where the channel for each device is modeled as an additive noise channel as in

Fig. 5.1. The transmitter can send a random function of the parameter, that is,

sθ, for each value of θ. Then, the received signal at the kth device can be written

as

yk = sθ + nk , (5.1)

where nk denotes the channel noise, which has a generic probability density func-

tion (PDF) represented by pnk
(·). Also, the prior distribution of the parameter

is denoted by w(θ), and sθ and nk are independent for all θ. It is assumed that

each receiving device employs a fixed estimator θ̂k(yk) based on their observation

yk. (Note that the estimators of the devices can be different.) Also, each device
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in the system has a certain assessed security risk probability γk to be compro-

mised such that the estimate of the parameter at device k becomes available to

a malicious third party with probability γk. It is important to emphasize that in

the secrecy literature, the common assumption is that eavesdroppers employ op-

timal estimators/decoders to obtain the secret message since such an assumption

(and knowledge of the encoding strategy at the eavesdropper in some scenarios)

is required to obtain fundamental limits of secure communications. In our set-

ting, it is assumed that the malicious parties may hijack the estimators/devices

instead of designing their own, and it is assumed that the receivers in the systems

are simple, low-complexity devices employing potentially suboptimal estimators.

It is important to note that these two assumptions are independent. It means

that the devices are not vulnerable due to their simplicity but due to possible

proximity to adversarial attacks and security measures against them.

The main goal at the transmitter is to find the optimal probability distribution

of sθ, that is, psθ , for each θ ∈ Λ in order to minimize the weighted sum of Bayes

risks of the estimators in the system under a security constraint on each value of

θ. For a given value of θ, the conditional Bayes risk of the estimator at the kth

device, Rθ(θ̂k), is given by

Rθ(θ̂k) =

∫

C[θ̂k(yk), θ]pθ(yk)dyk , (5.2)

where C[θ̂k(yk), θ] ≥ 0 represents a cost function [47], and pθ(yk) denotes the

conditional PDF of yk for a given value of parameter θ. Note that pθ(yk) can

be expressed in terms of the PDF of nk and the probability distribution of sθ as

pθ(yk) =
∫

psθ(x)pnk
(yk − x)dx since sθ and nk are independent. Then, (5.2)

becomes

Rθ(θ̂k) =

∫

C[θ̂k(yk), θ]pθ(yk)dyk = (5.3)
∫

psθ(x)

∫

C[θ̂k(yk), θ]pnk
(yk − x)dykdx = E{f (k)

θ (sθ)}

where f
(k)
θ (x) ,

∫

C[θ̂k(yk), θ]pnk
(yk − x)dyk and the expectation operator in

(5.3) is over the PDF of sθ for a given value of θ. Also, the Bayes risk of the
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estimator at the kth device is given by

r(θ̂k) =

∫

Λ

w(θ)Rθ(θ̂k)dθ . (5.4)

In order to measure the estimation performance of the whole system, we consider

the weighted sum of Bayes risks of the estimators at the devices, where each

Bayes risk is weighted by ck(γk), which is a non-negative scalar function of γk.

Then, the objective function becomes
∑K

k=1 ck(γk)r(θ̂k), which is expressed, via

(5.3) and (5.4), as

K
∑

k=1

ck(γk)r(θ̂k) =

∫

Λ

w(θ)

K
∑

k=1

ck(γk)E{f (k)
θ (sθ)}dθ =

∫

Λ

w(θ)E

{

K
∑

k=1

ck(γk)f
(k)
θ (sθ)

}

dθ =

∫

Λ

w(θ)E{Fθ(sθ)}dθ (5.5)

where Fθ(x) ,
∑K

k=1 ck(γk)f
(k)
θ (x).

Furthermore, the security constraint on each value of θ is modeled as the

weighted sum of the conditional Bayes risks of the estimators in the system, where

each (non-negative) weight is denoted by bk(γk),
1 that is,

∑K
k=1 bk(γk)Rθ(θ̂k)

=
∑K

k=1 bk(γk)E{f
(k)
θ (sθ)}. Then, the security constraint is in the form of

E{Gθ(sθ)} ≥ ηθ , ∀θ ∈ Λ (5.6)

where Gθ(x) ,
∑K

k=1 bk(γk)f
(k)
θ (x), and ηθ is the secrecy limit for each value

of θ. In Gθ(x), the estimation performance of the devices that are more likely

to be compromised is prioritized as compared to that of the safer devices via

proper weighting. The physical meaning behind the constraint in (5.6) is that

the total estimation accuracy of the vulnerable, high-risk devices is limited by a

security target. In practical systems, there is also an average power constraint

1It is reasonable to select ck(γk) to be a decreasing function of γk and bk(γk) to be increasing
with γk. Two example selections for ck(γk) and bk(γk) are ck(γk) = 1 − γk and bk(γk) = γk
or ck(γk) = 1{γk < τ} and bk(γk) = 1{γk ≥ τ}, where τ is the risk threshold and 1{·} is the
indicator function.
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on the encoded version of the parameter in the form of E{||sθ||2} ≤ Aθ, where

||sθ|| is the Euclidean norm of vector sθ and Aθ is the average power limit for θ.

Therefore, based on (5.5) and (5.6), the optimal parameter design problem can

be proposed as

min
ps

θ
,θ∈Λ

∫

Λ

w(θ)E{Fθ(sθ)}dθ s.t.

E{Gθ(sθ)} ≥ ηθ , E{||sθ||2} ≤ Aθ , ∀θ ∈ Λ

(5.7)

where Fθ(sθ) and Gθ(sθ) are as defined before. Note that as the constraints in

(5.7) are defined for each value of θ, the optimization problem can be solved indi-

vidually for each θ; hence, the solution does not depend on the prior distribution

w(θ). In particular, (5.7) becomes

min
psθ

E{Fθ(sθ)} s.t. E{Gθ(sθ)} ≥ ηθ, E{||sθ||2} ≤ Aθ (5.8)

for θ ∈ Λ. The optimization problems in the form of (5.8) have extensively been

studied in the literature [58, 72, 73]. It can be shown that if Fθ(x) and and Gθ(x)

are continuous and each component of x belongs to a finite closed interval, an op-

timal solution of (5.8) involves randomization among at most 3 different values of

sθ due to Carathéodory’s theorem [74]. In general, if there were Nc constraints in

(5.8) involving E{H̃(i)
θ (sθ)} for i = 1, . . . , Nc with continuous functions H̃

(i)
θ , then

the solution of the optimization problem would involve randomization among at

most Nc+1 points. A proof of the statement for Nc = 1 and how Carathéodory’s

theorem is utilized is available in [58]. Hence, the optimal parameter design

problem in (5.8) can be solved via the following problem:

min
{λθ,j ,sθ,j ,}3j=1

3
∑

j=1

λθ,jFθ(sθ,j) s.t.

3
∑

j=1

λθ,jGθ(sθ,j) ≥ ηθ,
3
∑

j=1

λθ,j||sθ,j||2 ≤ Aθ,

3
∑

j=1

λθ,j = 1, λθ,j ∈ [0, 1], j = 1, 2, 3. (5.9)
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It is noted that the optimization problem in (5.9) is much simpler to solve com-

pared to (5.8) as it involves optimization over 6 variables instead of PDFs. In

some cases, the optimal solution may not involve randomization and a deter-

ministic solution can be sufficient to obtain the optimal solution. However, if

the deterministic solution is improvable, this result implies that it is sufficient to

randomize the signal by using at most 3 different levels.

The deterministic solution corresponds to the solution of the following problem:

min
sθ

Fθ(sθ) s.t. Gθ(sθ) ≥ ηθ, ||sθ||2 ≤ Aθ. (5.10)

The deterministic solution is improvable by the stochastic solution if there exists

psθ such that E{Fθ(sθ)} < Fθ(s
det
θ ) with E{Gθ(sθ)} ≥ ηθ and E{||sθ||2} ≤ Aθ.

Remark 1: The optimization problem in (5.9) turns out to be non-convex in

most cases, and it is required to utilize global optimization techniques such as

particle swarm optimization (PSO) or approximation techniques such as convex

relaxation [58]. In this work, we utilize the Global Optimization Toolbox of MAT-

LAB to obtain the solution of the optimization problems. For some specific cost

functions and noise PDFs, the optimal solution can also be obtained directly. As

an example in the scalar case, when the cost function is C[θ̂k(yk), θ] = (θ̂k(yk)−θ)2

and the noise component is zero-mean, i.e., E{nk} = 0 for all k = 1, . . . , K, the

problem simplifies and the solution can be obtained without global optimization

techniques.

The following proposition provides a sufficient condition for the nonimprov-

ability of the deterministic solution.

Proposition 1: If Fθ(sθ) is a convex and Gθ(sθ) is a concave function of sθ

for each θ, then the deterministic solution cannot be improved via the stochastic

solution.

Proof : Due to Jensen’s inequality, for any sθ, ||E{sθ}||2 ≤ E{||sθ||2} ≤ Aθ,

where the second inequality is due to the average power constraint. Therefore, for

any feasible PDF of sθ (psθ) for the problem in (5.8), ||E{sθ}||2 ≤ Aθ. Similarly,
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ηθ ≤ E{Gθ(sθ)} ≤ Gθ(E{sθ}) due to the concavity of Gθ(sθ). Let s†θ = E{sθ};
therefore, for any feasible psθ , ||s†θ||2 ≤ Aθ and Gθ(s

†
θ) ≥ ηθ. As s†θ is a feasible

deterministic point, and Fθ(sθ) is convex, Fθ(s
det
θ ) ≤ Fθ(s

†
θ) ≤ E{Fθ(sθ)}, where

sdetθ denotes the optimal deterministic solution. So, when Fθ(sθ) is convex and

Gθ(sθ) is concave, E{Fθ(sθ)} in (5.8) cannot be lower than the optimal value of

(5.10) for any feasible PDF of sθ. �

The main idea behind Proposition 1 is as follows: Under the conditions in

the proposition, for any candidate stochastic solution of (5.8), we can obtain

the deterministic solution s†θ = E{sθ}, which outperforms the stochastic solution

and satisfies the constraints in (5.8). Note that if both of the constraints are

removed from (5.8), it is easy to see that the optimal solution to the problem

becomes poptsθ
(x) = δ(x−suncθ ), where suncθ = argminx

∑K
k=1 ck(γk)f

(k)
θ (x). Another

simple sufficient condition for nonimprovability of the deterministic solution can

be expressed as follows: If the solution of the unconstrained problem satisfies the

average power and secrecy constraints, i.e., ||suncθ ||2 ≥ ηθ and Gθ(s
unc
θ ) ≥ ηθ, the

optimal solution of (5.7) coincides with the unconstrained solution.

Next, a sufficient condition for the improvability of the deterministic solution

is provided.

Proposition 2: The deterministic solution can be improved via the stochastic

solution for a given θ ∈ Λ, if there exists real vectors x and z such that Fθ(x)

and Gθ(x) are differentiable around x, ||x||2 ≤ Aθ, and the following inequality

is satisfied:

Fθ(x) + ηθ
zTHfz− zT f̃

zTx
||z||2

zTHgz− zT g̃

zTx
||z||2

< Fθ(s
det
θ ) (5.11)

where sdetθ is the solution of (5.10), f̃ and g̃ denote the gradients of Fθ(sθ) and

Gθ(sθ) at sθ = x, respectively, and Hf and Hg are the Hessian matrices of Fθ(sθ)

and Gθ(sθ) at sθ = x, respectively.

Proof : Consider a value of θ for which the conditions in the proposition are

satisfied. The main goal is to show that the randomization around x can achieve
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a strictly lower objective value than that of the deterministic solution while sat-

isfying the constraints. Suppose that stochastic signaling involves randomization

between two values, that is, x+ǫ1 and x+ǫ2. For sufficiently small ǫ1 and ǫ2, the

following expressions can be written by using Taylor’s series expansion around

sθ = x:

||x+ ǫi||2 ≈ ||x||2 + 2ǫTi x+ ||ǫi||2

Fθ(x+ ǫi) ≈ Fθ(x) + 2ǫTi f̃ + ǫTi Hfǫi (5.12)

Gθ(x + ǫi) ≈ Gθ(x) + 2ǫTi g̃ + ǫTi Hgǫi

for i = 1, 2. In order to show that the stochastic solution with PDF psθ(sθ) =

λδ(sθ − (x + ǫ1)) + (1 − λ)δ(sθ − (x + ǫ2)) improves the deterministic solution,

it is sufficient to satisfy the following conditions:

λ||x+ ǫ1||2 + (1− λ)||x+ ǫ2||2 = ||x||2 ≤ Aθ

λFθ(x+ ǫ1) + (1− λ)Fθ(x+ ǫ2) < Fθ(s
det
θ ) (5.13)

λGθ(x+ ǫ1) + (1− λ)Gθ(x+ ǫ2) = ηθ

If we insert the relations in (5.12) into (5.13) and let ǫ1 = αz and ǫ2 = βz, the

sufficient conditions in (5.13) can be expressed as

kzTx = −||z||2

kzT f̃ + zTHfz < (Fθ(s
det
θ )− Fθ(x))/k2 (5.14)

kzT g̃ + zTHgz = ηθ/k2

where k = k1/k2 with k1 = 2(λα+(1−λ)β) and k2 = λα2+(1−λ)β2. Also note

that k = −||z||2/zTx and k2 = ηθ/(kz
T g̃+ zTHgz) due to the first and the third

equalities in (5.14). If they are inserted in the second inequality, the sufficient

condition corresponds to one given in (5.11). �

The idea in Proposition 2 is to provide conditions under which randomiza-

tion around a real vector leads to an improvement over the optimal determin-

istic solution. To illustrate this idea, consider a scenario in which Fθ(sθ) and
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Gθ(sθ) are both convex functions. In this scenario, randomization increases the

value of the objective and secrecy functions due to Jensen’s inequality. There-

fore, suppose that there exists a point x satisfying the average power constraint

with Fθ(x) < Fθ(s
det
θ ) and Gθ(x) < ηθ. The condition in Proposition 2 im-

plies that randomization around x ensures that the security constraint is sat-

isfied, i.e., E{Gθ(sθ)} = ηθ, while the increase in the objective value due to

randomization is still sufficiently small to improve the deterministic solution, i.e.,

E{Fθ(sθ)} < Fθ(s
det
θ ). Also, even though the derivation of Proposition 2 is based

on the similar idea and techniques presented in [58], we manage to reduce the

number of equations in the sufficient condition compared to [58], by allowing the

randomization to be around any feasible point x with ||x||2 ≤ Aθ and letting the

candidate stochastic solution satisfy the secrecy constraint with equality.

As Proposition 2 does not provide a necessary condition, it is possible that

the improvement over the deterministic solution via the stochastic solution can

be observed even if the condition in the proposition is not satisfied. However, if

the condition is satisfied, then it is guaranteed that the solution of (5.10) is not

optimal and the problem has to be solved based on (5.9).

It is also interesting to obtain the solution of the problem with only the secrecy

constraint. In the following, the special case without the power constraint is

investigated.

Special Case with No Average Power Constraint: As a special case, we

consider the problem in (5.8) with only the secrecy constraint. (This case has

practical relevance as the secrecy constraint also implies a certain limit on the

average transmit power in practice.) In this case, the optimization problem can

be expressed as

min
psθ

E{Fθ(sθ)} s.t. E{Gθ(sθ)} ≥ ηθ (5.15)

The solution of (5.15) involves randomization between at most 2 different values;
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hence, the simplified problem becomes

min
{λ,sθ,1,sθ,2}

λFθ(sθ,1) + (1− λ)Fθ(sθ,2)

s.t. λGθ(sθ,1) + (1− λ)Gθ(sθ,2) ≥ ηθ, λ ∈ [0, 1]. (5.16)

Note that for given (sθ,1, sθ,2), finding the optimal λ, λopt, from (5.16) is straight-

forward as all the functions can be calculated directly and have scalar real val-

ues. If max{Gθ(sθ,1), Gθ(sθ,2)} ≤ ηθ, then (sθ,1, sθ,2) is not a feasible pair. If

min{Gθ(sθ,1), Gθ(sθ,2)} ≥ ηθ, then λopt = 1 if Fθ(sθ,1) < Fθ(sθ,2) and λopt = 0

otherwise. If Gθ(sθ,2) ≤ ηθ ≤ Gθ(sθ,1), then λopt = 1 if Fθ(sθ,1) < Fθ(sθ,2) and

λopt = (ηθ − Gθ(sθ,2))/(Gθ(sθ,1) − Gθ(sθ,2)) otherwise. The result for the case

of Gθ(sθ,1) ≤ ηθ ≤ Gθ(sθ,2) can be obtained similarly. There are important im-

plications of these possibilities. First, it is observed that as the optimal λ can

theoretically be found for given (sθ,1, sθ,2), the search for the optimal solution

of the problem in (5.16) can be performed over two variables, i.e., sθ,1 and sθ,2.

Second, if the optimal solution involves randomization, that is, 0 < λopt < 1, then

the secrecy constraint is satisfied with equality.2 This implies that any stochastic

solution, which is in the interior region of the feasible set, can be improved by

pushing it to the boundary and meeting at least one of the constraints.

Remark 2: The problem without the secrecy constraint but with average

power constraint is studied in [58], and it is shown that the optimal solution

involves a randomization among at most 2 different signal values and if stochastic

design is optimal, then the solution operates at the average power limit. So by

combining this and the result given previously, it is possible to claim that if the

optimal solution to original problem given in (5.8) involves randomization, then

at least one of the constraints (average power or secrecy) should be satisfied with

equality. This implies that any stochastic solution, which is in the interior region

of the feasible set, can be improved by pushing it to the boundary and meeting

2The problem in (5.8) without the secrecy constraint is studied in [58], which shows that the
optimal solution involves randomization between at most two different signal values and that
the solution operates at the average power limit if the stochastic design is optimal. Combining
this result with the one in this chapter, we claim that if the optimal solution to the original
problem in (5.8) involves randomization, then at least one of the constraints (average power or
secrecy) should be satisfied with equality.
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at least one of the constraints.

5.2 Numerical Results

In the numerical examples, we consider the transmission of a scalar parame-

ter θ to K = 5 devices, all of which employ the fixed estimator given by

θ̂k(yk) = yk and the cost function is selected as the squared error function, i.e.,

C[θ̂k(yk), θ] = (θ̂k(yk) − θ)2 for k = 1, . . . , K. The security risk probabilities,

γk’s, of the devices are assessed as (1, 0.75, 0.5, 0.25, 0) and ck(γk) = 1 − γk

and bk(γk) = γk are used. The noise of the kth device (user) is modeled by

Gaussian mixture noise with two mass points such that its PDF is given by

pnk
(x) = νke

− (x−µk)2

σ2 /
√
2πσ2 + (1 − νk)e

− (x+µk)
2

σ2 /
√
2πσ2, and the noise parame-

ters are taken as ν = [0.2, 0.25, 0.3, 0.4, 0.9] and µ = [0, 0.4, 0.8, 1.2, 1.6],

where ν = [ν1, ν2, ν3, ν4, ν5] and µ = [µ1, µ2, µ3, µ4, µ5]. In the examples,

the stochastic and deterministic solutions are considered for the original problem

with the average power and secrecy constraints in (5.9) and (5.10), respectively.

Also, the performance results are presented when there exists only the average

power constraint, only the secrecy constraint and no constraints for comparison

purposes as they yield various lower bounds for the original problem.

In Fig. 5.2, the weighted sum of the conditional Bayes risks (i.e., E{Fθ(sθ)})
is plotted versus 1/σ2 for θ = 1, ηθ = 2, and Aθ = 1. It is observed that the

stochastic solution improves the deterministic solution especially for lower values

of σ2. It is also noted that the stochastic and deterministic parameter designs

have the same performance when one of the constraints is removed, and their

performance is close to the unconstrained solution (which is the solution of (5.8)

in the absence of the constraints) in this particular scenario. However, when both

of the constraints are imposed, the performance of the deterministic design starts

to deteriorate severely in the low σ2 region due to the interference components

present in the Gaussian mixture noise. The randomization via stochastic sig-

naling alleviates the effects of the interference resulting in an improved solution
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Figure 5.2: Weighted sum of conditional Bayes risks versus 1/σ2.
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Figure 5.3: Weighted sum of conditional Bayes risks versus ηθ.
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1/σ2 λθ sθ,1 sθ,2 sdetθ suncθ spowθ ssecθ

−5dB 1 1 N/A 1 1.356 1 1.356
0dB 1 1 N/A 1 1.356 1 1.356
5dB 0.421 0.403 1.269 0.421 1.356 1 1.356
15dB 0.761 1.116 −0.468 0.166 1.356 1 1.538
25dB 0.701 1.164 −0.365 0.146 1.356 1 1.558

Table 5.1: The solutions for various approaches when ηθ = 2.

compared to the deterministic one. Although the deterministic solution is an at-

tractive alternative due to its simplicity and achieves the optimal solution when

the noise variance is large, there is no guarantee that the deterministic solution

is a good approximation to the optimal stochastic solution in general.

In Fig. 5.3, the weighted sum of the conditional Bayes risks is plotted versus ηθ

for θ = 1, 1/σ2 = 20dB, and Aθ = 1. When both of the constraints are considered,

it is observed that the Bayes risks start to rise as the security demand increases,

especially for ηθ ≥ 0.75, and the stochastic solution improves the deterministic

solution similarly to Fig. 5.2. Note that the unconstrained solution and the

solution of the problem with only the average power constraint is constant as

they do not consider the secrecy constraint. The solution of the unconstrained

problem (suncθ ) satisfies the secrecy constraint until a certain point (ηθ ≈ 1.75);

however, for larger ηθ, the secrecy constraint becomes effective leading to a slight

increase in the Bayes risks. When one or both of the constraints are removed,

the deterministic and stochastic designs have the same performance similarly to

Fig. 5.2.

In Table 5.1, the solutions of the problems for the stochastic and deterministic

approaches with both constraints, with only the power constraint, and with only

the secrecy constraint are presented together with the unconstrained solution. In

this example, the stochastic and deterministic solutions coincide when there is

only the power (or secrecy) constraint (see the last two columns in the table). In

addition, for the stochastic solution with both constraints, it is observed that the

optimal solution can be attained by using two signal levels; hence, it is not always

necessary to randomize among three signal levels. Moreover, it is noticed that

the sudden increases (jumps) in the Bayes risks for the deterministic solution in
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both Figs. 5.2 and 5.3 occur exactly when sdetθ = 1 becomes infeasible.

The improvement via stochastic signaling can theoretically be justified based

on Proposition 2 when both constraints are considered. For example, when ηθ = 2

and 1/σ2 = 20 dB, the optimal deterministic solution, sdetθ is 0.151 yielding

7.340 as the weighted sum of Bayes risks. The inequality condition given in

(5.11) can be expressed as Fcond(x) < Fθ(s
det
θ ) = 7.340 where Fcond(x) = Fθ(x) +

ηθ
xF

′′

θ
(x)−F

′

θ
(x)

xH
′′

θ
(x)−H

′

θ
(x)

and F
′′

θ (x) =
dF 2

θ
(x)

dx2 , F
′

θ(x) =
dFθ(x)

dx
, H

′′

θ (x) =
dH2

θ
(x)

dx2 , and H
′

θ(x) =

dHθ(x)
dx

. It is noted that the resulting condition is independent of z, hence we can

simply select z = 1. It can be observed in Fig. 5.4 that Fcond(x) < Fθ(s
det
θ ) for

any x ∈ [0.548, 1]; therefore, the inequality condition given in Proposition 2 is

satisfied. Since this is a sufficient condition for improvability, it is known that the

deterministic solution can be improved via the stochastic solution as stated in

Proposition 2. In fact, the stochastic solution represented by psθ(sθ) = λθ δ(sθ −
sθ,1)+ (1−λθ) δ(sθ− sθ,2) with λθ = 0.693, sθ,1 = 1.196, and sθ,2 = −0.168 yields

5.762 as the weighted sum of Bayes risks. Note that for this solution E{sθ} =
0.777; hence, randomization around this point improves the deterministic solution

as predicted by Proposition 2. In general, one possible way to check the sufficient

condition in Proposition 2 is to fix z, and then perform the search over x in the

closed ball ||x||2 ≤ Aθ while checking the inequality in (5.11). If there is no x

satisfying the condition for a given z, then another z can be selected until a preset

number of maximum trials is reached.

The second example is provided when the cost function is modeled as the

uniform cost function, that is, C[θ̂k(yk), θ] = 1 if |θ̂k(yk) − θ| > ∆ and it is 0

otherwise, where ∆ = 0.25 is used in the example. The noise parameters are set

to µ = [0, 1, 1.25, 1.5, 2.5] and νk = 0.5 for k = 1, . . . , 5; hence, the received

signal has zero-mean total noise and interference terms for all users. The rest of

the parameters are the same as in the first example. In Fig. 5.5, the weighted

sum of conditional Bayes risks is plotted versus 1/σ2 when θ = 1, ηθ = 1.1 and

Aθ = 1. It is observed that all the solutions have the same performance when

1/σ2 < 5 dB. After that point, the stochastic solution improves the performance of

the deterministic one for the case with both constraints and with only the secrecy
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Figure 5.4: For x ∈ [0.548, 1], Fcond(x) < Fθ(s
det
θ ) = 7.340.

constraint. It is observed that the unconstrained solution also satisfies the power

constraints at all points. In Fig. 5.6, the weighted sum of conditional Bayes risks

is plotted versus θ ∈ [0.2, 2], when 1/σ2 = 20 dB and Aθ = θ2. It is noted that

the stochastic solution provides better performance than the deterministic one

for all θ values considered in the figure, when both constraints are taken into

account or when there is only the secrecy constraint. For the case with only the

power constraint, the stochastic solution also improves the performance of the

deterministic one when θ is small (θ < 0.5). As θ increases, the solution for the

case with the power constraint converges to that of the unconstrained case, and

the solution for the case with both constraints converges to that of the case with

only the secrecy constraint. This is due to the fact that as θ increases Aθ also

increases and the power constraint starts to be relaxed.
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5.3 Concluding Remarks

In this chapter, we have proposed an optimal stochastic parameter design prob-

lem in the presence of both secrecy and average power constraints by considering

a broadcast scenario. We have characterized the optimal solution and provided

sufficient conditions for improvability and non-improvability of the determinis-

tic approach via stochastic signaling. Numerical examples have illustrated the

benefits of the proposed approach in various scenarios.
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Chapter 6

Conclusion and Future Work

Estimation theoretic security has attracted a lot of interest with the advances in

the wireless communications technology as smart grids, Internet of Things and

wireless sensor networks have turned into practical realities. Theoretical investi-

gation of such a framework is not only important to understand and obtain the

achievable estimation performance under secrecy constraints in parameter esti-

mation problems, but it also provides a practical and low-complexity approach for

providing an additional/alternative layer of security for communication systems.

Based on this motivation, we have investigated optimal encoding strategies to

ensure estimation theoretic secure communications under different assumptions

and transmission scenarios in this dissertation.

In Chapter 2, we have investigated the optimal deterministic encoding of a

random scalar parameter in the presence of an eavesdropper, which is modeled

to be unaware of the encoding operation. The optimization problems have been

formulated to optimize the estimation accuracy based on ECRB and alternatively

worst-case Fisher information at the intended receiver, while keeping the MSE

at the eavesdropper above a certain level. For both design approaches, we have

obtained the optimal encoding functions in closed-form when the secrecy con-

straint is removed. The theoretical results on the form of the optimal encoding
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functions have been derived to gain intuitive understanding of the parameter en-

coding problem, when the secrecy constraint is activated. Furthermore, we have

provided various practical solution approaches and algorithms to obtain encoding

functions.

In Chapter 3, optimal deterministic encoding strategies for a random vector

parameter have been considered under secrecy constraints. The main goal has

been specified as the minimization of the ECRB at the intended receiver, while

satisfying an individual secrecy constraint on the MSE of estimating each param-

eter at the eavesdropper. A generic optimization problem has been formulated as

a constrained optimization problem in the space of vector-valued functions. Two

practical solution strategies have been developed based on nonlinear individual

encoding and affine joint encoding of parameters. We have provided theoretical

results on the solutions of the proposed strategies for various channel conditions

and parameter distributions. It has been observed that the proposed approaches

can provide a certain estimation quality at the receiver and create large estima-

tion errors at the eavesdropper, which could not have been possible if there were

no encoding utilized.

In Chapter 4, we have investigated estimation theoretic secure transmission of

a random scalar parameter via stochastic encoding in a Gaussian wiretap channel

model. In particular, the encoder at the transmitter has been modeled to perform

randomization between two one-to-one and continuous encoding functions, which

should also be designed. We have investigated the minimization of estimation

error at the intended receiver under a secrecy constraint at the eavesdropper, and

the maximization of the estimation error at the eavesdropper under an estimation

accuracy limit at the receiver. It has been assumed that both the intended receiver

and the eavesdropper have the exact knowledge of the encoding strategy in the

transmitter. We have argued that the MSE of the LMMSE estimator and the

ECRB are good approximations to the MSE of the optimal MMSE estimator for

small and large numbers of observations; hence, the optimization problems have

been formulated based on these metrics depending on the available number of

observations. We have provided theoretical results on the effects of randomization

and the closed-form solutions for specific scenarios for both cases. It has been
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observed that randomization can bring significant performance gains compared

to deterministic encoding.

In Chapter 5, we have focused on the optimal stochastic parameter design

for secure broadcast of a random parameter to multiple receivers with fixed es-

timators. It has been assumed that each receiver can be compromised with a

certain risk probability, and the optimization problem has been formulated to

minimize the weighted sum of conditional Bayes risks of the estimators under

secrecy and average power constraints. We have showed that the optimization

problem decouples into individual optimization problems, where the optimal pa-

rameter design can be performed for each parameter value. We have also argued

that the optimal mapping for each value of the parameter involves randomization

among at most three different signal levels based on Carathéodory’s theorem. We

have provided sufficient conditions for the improbability and nonimprovabilility

of the deterministic encoding via the stochastic one.

As future work, the optimal parameter encoding for estimation theoretic secu-

rity problem can be formulated in a game-theoretic framework. In Chapter 2 and

3, the eavesdropper is modeled to have no knowledge of encoding, and in Chapter

4, it has the full knowledge of the encoding strategies. In both cases, the trans-

mitter is also aware of how much information the eavesdropper has about the

encoding operation. Alternatively, the eavesdropper can have partial information

about the encoding strategy, and the transmitter can adapt its encoding strategy

based on the assumption about eavesdropper’s knowledge. Such a framework

will also cover the possible ambiguities over how much and how certain the trans-

mitter and the eavesdropper know about each other’s strategies. Another future

work is to investigate robust encoding strategies under imperfect channel state

information (CSI) at the transmitter. According to our model, the transmitter

has perfect CSI for the channels of both the intended receiver and the eavesdrop-

per. In practice, the transmitter may have a quantized information or a rough

estimate about CSI information; hence, it is useful to develop encoding strategies

under CSI uncertainty as well. Another important future work is the application

of encoding ideas presented in this dissertation to wireless localization problems

with anchor, target and eavesdropper nodes [75]-[77].
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It is also interesting to find and develop necessary tools to provide a direct

comparison between information and estimation theoretic approaches. In this

dissertation, we have investigated the scenarios with finite numbers of observa-

tions. Even though most of the literature in information theoretic security focuses

on asymptotic results, in some of the recent studies, new achievability results and

converse bounds are provided for the maximal secret communication rate for

wiretap channels in the finite regime [70]. Therefore, for a given blocklength n,

the secrecy level, and the block error probability, the upper and lower bounds are

available; hence, they may prove useful in practical comparisons with our setting.

However, in order to build the bridge between estimation theoretic secrecy, which

is based on the MSE constraint, and information theoretical secrecy, it is nec-

essary to define a common framework in which these two considerably different

approaches and their implications can be compared analytically. This seems as

an open problem (to the best of our knowledge), which is definitely worthwhile

to investigate in the future.
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