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Abstract—The optimal jammer placement problem is
proposed for a wireless localization network, where the
aim is to degrade the accuracy of locating target nodes
as much as possible. In particular, the optimal location of a
jammer node is obtained in order to maximize the minimum
of the Cramér-Rao lower bounds for a number of target
nodes under location related constraints for the jammer
node. Theoretical results are derived to specify scenarios
in which the jammer node should be located as close to
a certain target node as possible, or the optimal location
of the jammer node is determined by two or three of the
target nodes. In addition, explicit expressions for the optimal
location of the jammer node are derived in the presence
of two target nodes. Numerical examples are presented to
illustrate the theoretical results.
Keywords: Localization, jammer, Cramér-Rao lower

bound, max-min.

I. INTRODUCTION

Position information has a significant role for many
location aware services/applications in current and next

generation wireless networks. In the absence of GPS

signals, e.g., due to lack of access to GPS satellites in
some indoor environments, the position information can

be extracted from a network consisting of a number of

anchor nodes at known locations via, e.g., time-of-arrival
measurements [1]. In such wireless localization networks,

the main aim is to achieve high localization accuracy,
which is commonly defined in terms of the mean squared

position error [2].

Although the topic of wireless localization has been

studied intensely in various contexts, the effects of jam-
ming on wireless localization networks have gathered

little attention in the literature. Recently, a wireless local-
ization scenario is considered in the presence of jammer

nodes, which aim to degrade the localization accuracy of

the network [3]. The optimal power allocation strategies
are proposed for the jammer nodes in order to maximize

the average or the minimum Cramér-Rao lower bounds

(CRLBs) of the target nodes. The obtained results are
useful for quantifying the effects of jamming in wireless

localization systems [3].

0This work was supported in part by the European Commission in
the framework of the FP7 Network of Excellence in Wireless COM-
munications NEWCOM # (contract no. 318306). S. Gezici’s research
was also supported in part by the Distinguished Young Scientist Award
of Turkish Academy of Sciences (TUBA-GEBIP 2013).

The study in [3] considers fixed locations for the jam-

mer nodes and aims to perform optimal power allocation.

In this paper, the main purpose is to obtain the optimal
location of a jammer node in order to achieve the best

jamming performance in a wireless localization network
consisting of multiple target nodes. In particular, the

optimal location of the jammer node is investigated in

order to maximize the minimum of the CRLBs for the
target nodes in a wireless localization network (subject to

certain constraints on the location of the jammer node).

Although there exist some studies that investigate the
jammer placement problem for communication systems,

e.g., to prevent eavesdroppers [4] or to jam wireless mesh

networks [5], the optimal jammer placement problem
has not been considered before for wireless localization

networks, to the best of authors’ knowledge.
The main contributions of this paper can be sum-

marized as follows: (i) The optimal jammer placement

problem in a wireless localization network is proposed

for the first time. (ii) It is shown that the jammer node
should be as close to a certain target node as possible

in certain cases (Proposition 1). (iii) For the case of two
target nodes, the location of the jammer node is specified

explicitly (Proposition 3). (iv) It is obtained that the

optimal jammer location is determined by two or three of
the target nodes in certain scenarios (Propositions 2 and

4). Simulation results confirm the theoretical findings.

II. SYSTEM MODEL

Consider a wireless localization network in a two-
dimensional space consisting of NA anchor nodes and

NT target nodes located at yi ∈ R
2, i = 1, . . . , NA

and xi ∈ R
2, i = 1, . . . , NT , respectively. The target

nodes are assumed to estimate their locations based on

received signals from the anchor nodes, which have

known locations; i.e., self-positioning is considered [2].1

In addition to the target and anchor nodes, there exist

a jammer node at z ∈ R
2, which aims to degrade the

localization performance of the network. The jammer
node is assumed to transmit zero-mean Gaussian noise

[5]–[8]. An example of the proposed network model is

1The problem formulation in this study can be extended to scenarios
with remote (network centric) positioning, in which the anchors estimate
the locations of the targets.
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shown in Fig. 1, with four anchor nodes (NA = 4), four
target nodes (NT = 4), and a jammer node.
In this paper, non-cooperative localization

is studied, where target nodes receive signals

only from anchor nodes (i.e., not from other
target nodes) for localization purposes. Also,

the connectivity sets are defined as Ai , {j ∈
{1, . . . , NA} | anchor node j is connected to target node i}
for i ∈ {1, . . . , NT }. Then, the received signal at target

node i coming from anchor node j is expressed as [3]

rij(t) =

Lij
∑

k=1

αk
ijs(t− τkij) + γi

√

PJ vi(t) + nij(t) (1)

for t ∈ [0, Tobs], i ∈ {1, . . . , NT} and j ∈ Ai, where
Tobs is the observation time, αk

ij and τkij represent,

respectively, the amplitude and delay of the kth multipath
component between anchor node j and target node i,
Lij is the number of paths between target node i and
anchor node j, and γi denotes the channel coefficient

between target node i and the jammer node, which has a
transmit power of PJ . The transmit signal s(t) is assumed
to be known, and the measurement noise nij(t) and the

jammer noise
√
PJ vi(t) are modeled to be independent

zero-mean white Gaussian random processes, where the

average power of nij(t) is N0/2 and that of vi(t) is equal
to one [3]. The delay τkij is expressed as

τkij ,
‖yj − xi‖+ bkij

c
(2)

with bkij ≥ 0 representing a range bias and c being the

speed of propagation. Set Ai is partitioned as follows:

Ai , AL
i ∪ ANL

i (3)

where AL
i and ANL

i denote the sets of anchors nodes
with line-of-sight (LOS) and non-line-of-sight (NLOS)

connections to target node i, respectively.

III. CRLB FOR LOCATION ESTIMATION OF TARGET

NODES

Regarding target node i, the following vector consist-

ing of the bias terms in the LOS and NLOS cases is
defined:

bij =











[

b2ij . . . b
Lij

ij

]T

, if j ∈ AL
i

[

b1ij . . . b
Lij

ij

]T

, if j ∈ ANL
i

(4)

From (4), the unknown parameters related to target node

i are defined as follows [9]:

θi ,

[

xT
i bTiAi(1) · · · bTiAi(|Ai|)

]T

, (5)

where Ai(j) represents the jth element of set Ai and
|Ai| is the number of elements in Ai.
The CRLB for location estimation is expressed as [9]

E
{

‖x̂i − xi‖2
}

≥ tr
{

[

F−1
i

]

2×2

}

, (6)

where x̂i represents an unbiased estimate of the location
of target node i, tr denotes the trace operator, and F i is

the Fisher information matrix for vector θi. Based on the

steps in [10],
[

F−1
i

]

2×2
in (6) can be stated as

[

F−1
i

]

2×2
= J i(xi, PJ )

−1 (7)

where the equivalent Fisher information matrix
J i(xi, PJ) in the absence of prior information about the
location of the target node is expressed as

J i(xi, PJ) =
∑

j∈AL
i

λij

N0/2 + PJ |γi|2
φijφ

T
ij (8)

with

λij ,
4π2β2|α1

ij |2
∫∞

−∞ |S(f)|2df
c2

(1− ξj) , (9)

φij , [cosϕij sinϕij ]
T
. (10)

In (9), β denotes the effective bandwidth, and is given

by

β =

√

√

√

√

∫ ∞

−∞ f2|S(f)|2df
∫∞

−∞ |S(f)|2df , (11)

with S(f) representing the Fourier transform of s(t), and
the path-overlap coefficient ξj is a non-negative number

between zero and one, that is, 0 ≤ ξj ≤ 1 [11]. In

addition, ϕij in (10) denotes the angle between target
node i and anchor node j.
From (6)-(8), the CRLB for target node i can be

obtained as follows:

CRLBi = tr
{

J i(xi, PJ)
−1

}

= ri
(

PJ |γi|2 +N0/2
)

(12)

where

ri , tr















∑

j∈AL
i

λijφijφ
T
ij





−1










. (13)

IV. OPTIMAL JAMMER PLACEMENT

A. Generic Formulation and Analysis

The aim is to determine the optimal position for the

jammer node in order to increase the CRLBs of all
the target nodes as much as possible. The CRLB is

considered as a performance metric since it bounds the

localization performance of a target node in terms of the
mean-squared error [12]–[14]. In particular, the minimum

of the CRLBs of the target nodes is considered as the
objective function to guarantee that all the target nodes

have localization accuracy bounded by a certain limit.

The proposed problem formulation is expressed, based
on (12), as follows:

maximize
z

min
i∈{1,...,NT }

ri

(

PJ |γi|2 +
N0

2

)

subject to ‖z − xi‖ ≥ ε , i = 1, . . . , NT

(14)

where ε > 0 denotes the lower limit for the distance

between a target node and the jammer node, which is
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incorporated into the formulation since it may not be
possible for the jammer node to get very close to target

nodes in practical jamming scenarios (e.g., the jammer

node may need to hide) [5].

Similarly to [12] and [15], the channel power gain
between the jammer node and the ith target node is

modeled as

|γi|2 = K̃i

(

d0
‖z − xi‖

)ν

, (15)

for ‖z−xi‖ > d0, where d0 is the reference distance for
the antenna far-field, ν is the path-loss exponent (com-
monly between 2 and 4), and K̃i is a unitless constant that

depends on antenna characteristics and average channel

attenuation [16]. It is assumed that K̃i’s, d0, ν, and ε
are known, and that ε > d0. From (15), the optimization

problem in (14) can be expressed as follows:2

maximize
z

min
i∈{1,...,NT }

ri

(

KiPJ

‖z − xi‖ν
+

N0

2

)

subject to ‖z − xi‖ ≥ ε , i = 1, . . . , NT

(16)

whereKi , K̃i(d0)
ν . The problem in (16) is non-convex;

hence, convex optimization tools cannot be employed to
obtain the optimal location of the jammer node. There-

fore, an exhaustive search over the feasible locations for

the jammer node may be required in general. However,
some theoretical results are obtained in the following in

order to simplify the optimization problem in (16) under
various conditions.

Proposition 1: If there exists a target node, say the ℓth
one, that satisfies the following inequality,

rℓ

(

KℓPJ

εν
+

N0

2

)

(17)

≤ min
i∈{1,...,NT }

i6=ℓ

ri

(

KiPJ

(‖xi − xℓ‖+ ε)ν
+

N0

2

)

and if set {z : ‖z − xℓ‖ = ε & ‖z − xi‖ ≥ ε, i =
1, . . . , ℓ−1, ℓ+1, . . . , NT } is non-empty, then the solution
of (16), denoted by zopt, satisfies ‖zopt −xℓ‖ = ε; that
is, the jammer node is placed at a distance of ε from the

ℓth target node.

Proof: First, an upper bound is derived for the opti-

mization problem in (16) as follows:

max
z

min
i∈{1,...,NT }

ri

(

KiPJ

‖z − xi‖ν
+

N0

2

)

(18)

2The jammer node is assumed to know the localization related
parameters such that it can solve the optimization problem in (16). In
practical scenarios, this information may not completely be available
to the jammer node. This assumption is made for two purposes: (i)
to obtain initial results which can form a basis for further studies on
the problem of optimal jammer placement in localization networks, (ii)
to derive theoretical limits on the best achievable performance of the
jammer node (if the jammer node can learn all the related parameters,
the localization accuracy provided in this paper is achieved; otherwise,
the localization accuracy is bounded by the provided results [3]).

≤ max
z

rℓ

(

KℓPJ

‖z − xℓ‖ν
+

N0

2

)

(19)

= rℓ

(

KℓPJ

εν
+

N0

2

)

(20)

where the inequality in (19) is by definition, and the

equality in (20) is obtained from the constraint in (16).

Next, towards the aim of proving the achievability of
the upper bound in (20) under the conditions in the

proposition, the following relation is presented for i ∈
{1, . . . , NT } \ {ℓ} and for all z such that ‖z−xℓ‖ = ε :

ri

(

KiPJ

‖z − xi‖ν
+

N0

2

)

≥ ri

(

KiPJ

(‖xi − xℓ‖+ ε)ν
+

N0

2

)

≥ rℓ

(

KℓPJ

εν
+

N0

2

)

(21)

where the first inequality follows from the triangle in-

equality; that is, ‖z−xi‖ ≤ ‖xi−xℓ‖+‖z−xℓ‖ = ‖xi−
xℓ‖+ε, and the second inequality is due to the condition
in (17). The inequality in (21) for i ∈ {1, . . . , NT } \ {ℓ}
implies that, for ‖z−xℓ‖ = ε and under the condition in
(17), the upper bound in (20) can be achieved as follows:

min
i∈{1,...,NT }

ri

(

KiPJ

‖z − xi‖ν
+

N0

2

)

(22)

= rℓ

(

KℓPJ

‖z − xl‖ν
+

N0

2

)

= rℓ

(

KℓPJ

εν
+

N0

2

)

(23)

if set {z : ‖z−xℓ‖ = ε & ‖z−xi‖ ≥ ε, i = 1, . . . , ℓ−
1, ℓ+1, . . . , NT } is non-empty. In other words, under the
conditions in the proposition, the optimization problem in

(16) achieves the upper bound in (20) for ‖z− xℓ‖ = ε.
Hence, the solution zopt of (16) satisfies ‖zopt−xℓ‖ = ε
if the conditions in the proposition hold. �

Proposition 1 presents a scenario in which the jammer
node must be as close to a certain target node (denoted

by target node ℓ in the proposition) as possible in order to
maximize the minimum of the CRLBs of the target nodes.
In that scenario, the feasible set for the jammer location

is significantly reduced, which simplifies the search space

for the optimization problem in (16).

In order to specify another scenario in which the

solution of (16) can be obtained in a simplified manner,
consider the optimization problem in (16) in the presence

of two target nodes ℓ1 and ℓ2 only; that is,

maximize
z

min
i∈{ℓ1, ℓ2}

ri

(

KiPJ

‖z − xi‖ν
+

N0

2

)

subject to ‖z − xℓ1‖ ≥ ε , ‖z − xℓ2‖ ≥ ε

(24)

where ℓ1, ℓ2 ∈ {1, . . . , NT} and ℓ1 6= ℓ2. Let z
opt
ℓ1,ℓ2

and
CRLBℓ1,ℓ2 denote the optimizer and the optimal value

of (24), respectively. (In the next section, the solution in
the presence of two target nodes is investigated in detail.)

Then, the following proposition characterizes the solution

of (16) under certain conditions.

Proposition 2: Let CRLBk,i be the minimum of

CRLBℓ1,ℓ2 for ℓ1, ℓ2 ∈ {1, . . . , NT } and ℓ1 6= ℓ2, and
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let z
opt
k,i denote the corresponding jammer location (i.e.,

the optimizer of (24) for ℓ1 = k and ℓ2 = i). Then, an
optimal jammer location obtained from (16) is equal to

z
opt
k,i if z

opt
k,i is an element of set

{

z : ‖z − xm‖ ≥
ε, m ∈ {1, . . . , NT } \ {k, i}

}

and

rm

(

KmPJ

‖zopt
k,i − xm‖ν

+
N0

2

)

≥ CRLBk,i (25)

for m ∈ {1, . . . , NT } \ {k, i}.
Proposition 2 specifies a scenario in which the optimal

jammer location is mainly determined by two of the

target nodes since the others have larger CRLBs when the
jammer node is placed at the optimal location according

to those two jammer nodes only. In such a scenario,
the optimal jammer location can be found easily, as the

solution of (24) is simple to obtain (in comparison to

(16)), which is investigated in the following section.

B. Special Case: Two Target Nodes

In the case of two target nodes, the solution of (16)
can easily be obtained based on the following result.

Proposition 3: For the case of two target nodes (i.e.,

NT = 2), the solution zopt of (16) satisfies one of the
following conditions:

(i) if ‖x1 − x2‖ < 2 ε, then ‖zopt − x1‖ = ‖zopt −
x2‖ = ε.
(ii) otherwise,

(a) if r1
(

K1PJ

εν
+ N0

2

)

≤ r2

(

K2PJ

(‖x1−x2‖−ε)ν + N0

2

)

,

then ‖zopt−x1‖ = ε and ‖zopt−x2‖ = ‖x1−x2‖−ε.

(b) if r2
(

K2PJ

εν
+ N0

2

)

≤ r1

(

K1PJ

(‖x1−x2‖−ε)ν + N0

2

)

,

then ‖zopt−x1‖ = ‖x1−x2‖−ε and ‖zopt−x2‖ = ε.
(c) otherwise, ‖zopt−x1‖ = d∗ and ‖zopt−x2‖ =

‖x1 − x2‖ − d∗, where d∗ is the unique solution of the

following equation over d ∈ (ε, ‖x1 − x2‖ − ε).

r1

(

K1PJ

d ν
+

N0

2

)

= r2

(

K2PJ

(‖x1 − x2‖ − d)ν
+

N0

2

)

(26)

Based on Proposition 3, the optimal location of the
jammer node can be specified for NT = 2 as follows:

If the distance between the target nodes is smaller than

2 ε, then the jammer node is located at one of the two
intersections of the circles around the target nodes with

radius of ε each.3 Otherwise, the jammer node is always
on the straight line that connects the two target nodes;
that is, ‖zopt − x1‖ + ‖zopt − x2‖ = ‖x2 − x1‖. In
this case, depending on the CRLB values, the jammer

node can be either at a distance of ε from one of the
target nodes (the one with the lower CRLB) or at larger

distances than ε from both of the target nodes. In the first

scenario, the optimal jammer position is simply obtained
as zopt = xi + (xk −xi)ε/‖xk −xi‖ when the jammer

3For three-dimensional localization, the jammer node is located on
the circle corresponding to the intersection of two spheres around the
target nodes with radius of ε each.

node is at a distance of ε from the ith target node. In the
second scenario, an equalizer solution is observed as the

CRLBs are equated, and the optimal jammer location is

calculated as zopt = x1+(x2−x1)d
∗/‖x2−x1‖, where

d∗ is obtained from (26).

C. Special Case: Infinitesimally Small ε

In this scenario, NT ≥ 3 is considered and the optimal
location of the jammer node is obtained in the absence

of constraints on the distances between the jammer node
and the target nodes; that is, it is assumed that the

constraints in (16) are ineffective. Then, the following

proposition characterizes the optimal solution for the
jammer location.

Proposition 4: Suppose that NT ≥ 3 and ε → 0.
Let the max-min CRLB in the presence of target nodes

ℓ1, ℓ2, and ℓ3 only be expressed as CRLBℓ1,ℓ2,ℓ3 =

maxz minm∈{ℓ1,ℓ2,ℓ3} rm

(

KmPJ

‖z−xm‖ν + N0

2

)

. Also, let

target nodes i, j, and k achieve the minimum of
CRLBℓ1,ℓ2,ℓ3 for ℓ1, ℓ2, ℓ3 ∈ {1, . . . , NT } and let z

opt
i,j,k

denote the jammer location corresponding to CRLBi,j,k.

Then, the optimal location for the jammer node (i.e.,
the optimizer of (16) in the absence of the distance

constraints) is equal to z
opt
i,j,k, and at least two of the

CRLBs of the target nodes are equalized by the optimal
solution.

The importance of Proposition 4 is related to the
statement that the optimal location of the jammer node

is determined by no more than three of the target nodes

for infinitesimally small ε. Once the optimal location of
the jammer node is obtained based on Proposition 4 as

z
opt
i,j,k, if z

opt
i,j,k is an element of {z | ‖z − xi‖ ≥ ε , i =

1, . . . , NT }, then it also becomes the solution of (16).

Otherwise, (16) yields a different solution.

V. NUMERICAL EXAMPLES

In this section, the propositions in Section IV are

illustrated via numerical examples. The parameters in
(16) are set as ε = 1m., PJ = 6, N0 = 2, ν = 2,
and Ki = 1 for i = 1, . . . , NT . For each target node,

LOS connections to all the anchor nodes are assumed,
and ri in (16) is calculated via (13) based on (10) and

the following expression: λij = 100N0‖xi − yj‖−2/2;
that is, the free space propagation model is considered as
in [11].

First, a network consisting of four anchor nodes (NA =
4) and four target nodes (NT = 4) is investigated, where
the node locations are as illustrated in Fig. 1. For this
scenario, the conditions in Proposition 2 are satisfied

for k = 1 and i = 3, which means that the solution

of the whole network is determined by the subnetwork
consisting of target node 1 and target node 3. Then,

based on Proposition 3-(ii)-(c) , the optimal location

of the jammer node and the corresponding max-min
CRLB are calculated as z

opt
1,3 = [5.0605 4.4697]m. and

CRLB1,3 = 0.8053m2, respectively. Since the distances

between the target nodes and the optimal location of
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Fig. 1. The network consisting of anchor nodes at [0 0], [10 0], [0 10],
and [10 10]m., and target nodes at [2 6], [5 2], [8 3], and [9 6]m.
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Fig. 2. The network consisting of anchor nodes at [0 0], [10 0], [0 10],
and [10 10]m., and target nodes at [2 5], [4 1], [8 8], and [9 2]m.

the jammer node are larger than ε = 1m. (that is, the
constraints in (16) are ineffective), Proposition 4 is also

applicable for this scenario. Namely, two of the CRLBs
of the target nodes (target nodes 1 and 3) are equalized

by the optimal solution, and the optimal location of

the jammer node corresponds to the minimum of the
max-min CRLBs for all possible subnetworks with three

target nodes, which is achieved by any subnetwork with

three target nodes that contains target node 1 and target
node 3. (In each of these subnetworks, the conditions in

Proposition 2 are satisfied with k = 1 and i = 3, which
in turn implies that z

opt
1,3 and CRLB1,3 are the optimizer

and the optimal value of (16), respectively.)

Next, another scenario with four anchor nodes and four

target nodes is investigated, where the node locations are
as shown in Fig. 2. When Proposition 4 is employed in

this scenario, it is observed that the subnetwork consisting

of target nodes 1, 3, and 4 achieves the minimum max-
min CRLB among all possible subnetworks with three

target nodes, and the corresponding values are obtained as

CRLB1,3,4 = 0.7983m2 and z
opt
1,3,4 = [5.5115 5.5717]m.

Since the distances between the target nodes and z
opt
1,3,4

are larger than ε = 1m.; that is, zopt
1,3,4 is an element

of {z | ‖z − xi‖ ≥ ε , i = 1, 2, 3, 4}, the solution of
(16) is the same as that of the subnetwork consisting of

target nodes 1, 3, and 4 in this scenario. The calculations

also show that the CRLBs of target nodes 1, 3, and
4 are equalized in accordance with the statement in

Proposition 4, whereas the CRLB for target node 2 is
larger than CRLB1,3,4 for the optimal jammer location.

VI. CONCLUDING REMARKS

The problem of optimal jammer placement has been

proposed in order to maximize the minimum of the

CRLBs for a number of target nodes in a wireless lo-
calization network. Various theoretical results have been

obtained for specifying scenarios in which the jammer
node is located as close to a certain target node as

possible, or the optimal location of the jammer node

is determined by two or three of the target nodes. In
addition, explicit expressions for the optimal location of

the jammer node have been derived in the presence of

two target nodes. Numerical examples have provided an
illustration of the theoretical results.
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